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Change Log

Date Change Description

2023-05-15 Initial release.

2023-06-20 Added:

¢ FortiManager used as single-pane management tool to orchestrate FortiGate
deploymentin AWS on page 105

¢ FortiManager imports EPGs entries using the Cisco ACI connector as individual
objects on page 140

¢ FortiSwitch replacement procedure can be executed from FortiManager GUI on
page 54

¢ Support for loT Virtual Patching in NAC policies using pre-built severity filters on
page 82

2023-08-31 Initial release of FortiManager 7.4.1.
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Overview

This guide provides details of new features introduced in FortiManager 7.4. For each feature, the guide provides detailed
information on configuration, requirements, and limitations, as applicable.

The FortiManager new features are organized into the following categories:

o Device Manager on page 8

» Central Management on page 46
o Policy and Objects on page 71

o System on page 92

o Cloud Services on page 105

e Other on page 111

For a list of all features organized by the version number that they were introduced, see Index on page 144.
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Device Manager

Device Manager

This section lists the new features added to FortiManager for the device manager:

o Device and Groups on page 8
o SD-WAN on page 11
o Templates on page 25

Device and Groups

This section lists the new features added to FortiManager for devices and groups:

« Auto-link setting is exposed to control configuration installation during ZTP 7.4.1 on page 8

Auto-link setting is exposed to control configuration installation during ZTP -7.4.1

s‘é’, This information is also available in the FortiManager 7.4 Administration Guide:

¢ Adding offline model devices
* Adding a model FortiGate HA cluster

The auto-link setting is exposed in the model device wizard to allow administrators to better control configuration
installation during the ZTP process.

To configure the auto-link setting for ZTP:

1. Inthe Add Model Device wizard, the option to Automatically Link to Real Device can be disabled or enabled.

Add Device - Provide Model Device Info (1/2)

Add Model Device

FGT1
BIEINILESY Pre-shared Key

@ 7.4 (By Default)

Fabric Authorization Template
Pre-Run CLI Template

Assign Policy Package

Provisioning Templates +

Metadata Variables Edit Variable Mapping

Copy Device Dashboard

FortiManager 7.4.0 New Features Guide
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Device Manager

2. The auto-link status is displayed in the Device Manager.

@ Add Device B Device Group + &, Install Wi
; Ej:’:mger . ¥ | Search.. . Q Connectivity Device Config Sta. Policy Package St.
o W Model Device o W Unknown o @ Never Installed o
mFGTL
Scripts o Devzwces
Provisioning Templates andVDOMs
Firmware Templates
Monitors
B Policy & Objects >
S VPN Manager N [ Edit | [ @1 Delete | [ # Import Co tion | [ & install | [ @ Table View~ | [ § More~ Search.
; AP Manager N O | DeviceName Auto-link Status = | Config Status & Host Name & Platform = HA Status = n
BB FortiSwitch Manager > O w@FoTt @ Disabled @Unknown FortiGate-VM64
B Extender Manager > O w@Fen2 @ Disabled @Unknown FortiGate-VM64
@ Fabric View >
@ FortiGuard >
# System Settings >

3. Auto-link can be enabled from the tool tip for single device, or by choosing multiple devices and selecting the Enable
Auto-link setting in the More dropdown menu.

£22 FMGVM-63 = mAddDevice v $BDeviceGroup v & Install Wizard ADOM:root  >- @~ °admin .
@ Dashboard =
= E s Q Connectivity Device Config Sta... Policy Package St..

Device Manager v . [ A [ ——— TR
=

Device & G 8 Managed FortiGate (2 B Model Device @ W Unknown o ENever Installed @

evice & Groups
@FGTL
Scripts 2
@FGT2 e

Provisioning Templates andVDOMs

Firmware Templates

Monitors
B Policy & Objects >

®E B ST 1 Device Connection 2 FGT1 Search.
S VPNMa > | L
= anager O | Devics Names At Autoink Status @ Disabled T e
@ AP Manager > M M M
ER FortiSwitch Manager > 0O w@FGT1 ] o The remote device has been detected, it is now FortiGate-VM64
AR :
tender Manager > @ " inicwith this model device FortiGate-VM64

He d " o FGT2 ready to auto-
@ Fabric View > Augink Now
® FortiGuard >
& System Settings >

13 FMGVM-63 = mAddDevice ~ BDeviceGroup ~ & Install Wizard ADOM:root  >- @~ °admi“ .

Connectivity

2 Device Manager v ”
&
& Managed FortiGate (2) B Model Device @

@ Dashboard IF Search.. Q
Device & Groups DFGTL

5 Device Config Sta. Policy Package St.
B Unknown (2} ENeverinstalled @
Scripts @FGT2 ngzmgs
Provisioning Templates andVDOMs
Firmware Templates
Monitors

B Policy & Objects > B
[ Ed 3 Import Col tion | [ & Install | [ @ Table View | [ § More~ © show Charts~ | | Search..

L VPN Manager >
B AP Manager R [0  Device Name & Auto-link Status & Config Status + H{ & Refresh Device form = HA Status = n
B8 FortiSwitch Manager > v @FGT1 Ready for Auto-link @ Unknown Fq 5 Configuration (Gate-VM64
B Extender Manager > v @ FGT2 Ready for Auto-link @ Unknown F{ © AddvDOM Gate-VM64
@ Fabric View > & Firmware Upgrade

FortiGuard >
; " 3] Import Device List

System Settings >

B Export Device List

® Export to CSV.

B Export to Excel

@ Add Multiple Devices
B Grouping

® Run Script

vap Device

¥ Enable Ayto-link

& Disable Auito-link
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Device Manager

4. If for any reason auto-linking fails, you can try it again after the issue is resolved by clicking Retry Auto-link.

B Device Group v & Install Wizard

Dashboard

ADOM:root >~ @~ [ 1~ °ar.|mmv

X Connectivity Device Config Sta.. Policy Package St..
ShbesTionicoail) B Model Device @ W Unknown o BNeverinstalled @
Scripts 1
Provisioning Templates iy
Firmware Templates
Monitors

B Policy & Objects >

2 VPN Manager N [ Delete | [ & Import Configuration | [ & Install | [ @ Table View~ | [ § More | © show Charts ~ | | Search.. |
@ AP Manager N o ‘ Device Name + ‘ Auto-link Status & ‘ Config Status & ‘ Host Name ¢ ‘ Platform + HAStatus

BB FortiSwitch Manager > O wmFfen A Last Try Failed @Unknown FGTVM64-94 FortiGate-VM64

B Extender Manager >

@ Fabric View >

@ FortiGuard >

# System Settings >

= mAddDevice ~ 3BDeviceGroup v & Install Wizard

Dashboard

Connectivity Device Config Sta...

Device Manager ” BVoddDovice . @
(@ Managed FortiGate (1) W Model Device @

Device & Groups

B Unknown [

ADOM:root >~ @~ [ 1~ °ar.|mmv

Policy Package St...

ENeverinstalled @

Scripts. 1
Provisioning Templates st
Firmware Templates
Monitors
B Policy & Objects >
2 VPN Manager s it | [ & Delete | [ & Import Configuration | [ & Install~ | [ @ Table View~ | [ § More~ | © show Charts ~ | | Search.. |
@ AP Manager > O  Device Name + Aut Device Connection 4 FGT1 ‘ Host Name + ‘ Platform + HA Status
BB FortiSwitch Manager N v @mFGTL Al Autodlink Status @ Enabled I FGTVM64-94 FortiGate-VM64.
B Extender Manager > Retry K
@ Fabric View >
® FortiGuard >
4 System Settings >

AAdd Device - Provide Model HA Cluster Info (1/2)

Add Model HA Cluster

Name FGT3
HA Mode Active - Active

Cluster ID 100

Cluster Name FGTHA

Password .

Serial Number [ESESIBUSRREY

Serial Number 10047

Link Device By @

Device Model FortiGate-VM64

Priority 200

HA Secondary Serial Number Priority

| 100

Add to Device Group

Automatically Link to Real Device

Enforce Firmware

Fabric Authorization Template
Pre-Run CLI Template
Assign Policy Package

Provisioning Templates

Cancel
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Device Manager

12 FMGVM-63 = mAddDevice v B Device Group v & Install Wizard s . O~ °ad,,.i.. .

@ Dashboard =
= & =i Q Connectivity Device Config Sta. Policy Package St...
Device Manager v - T e oA
=
r—— 8 Mareged FortiGata 1) EModel Device @) B Unknown o ENeverinstalled @
evice & Groups
mFGT3
Seripts 1
Devices
Provisioning Templates andVDOMs
Firmware Templates
Monitors
B Policy & Objects > E
% Edit| [ @ Delete | [ #] Import Configuration | [ & Installv | [ B Table View~ | [ § More~ © Show Charts~ | [ Search...
S VPN Manager >
@ AP Manager N [ | Device Name = Auto-link Status Config Status & Host Name = Platform = HAStatus = u
FortiSwitch Manager > ) FGT3 (Primary, @ Synchronization Unk
8 O mFcrs @ Disabled @Unknown FortiGate-VMgs @ FOT3 (Primary T oozt o)
B Extender Manager N @ FGTHA-1 (Secondary, @ Synchronization Unknown)
@ Fabric View >
® FortiGuard >
& System Settings >

6. After auto-linking is enabled, auto-link will be started after all cluster members are connected.

£33 FMGVM-63 = mAddDevice ~ 3 DeviceGroup v & Install Wizard ADOM:root  >- @~ °ndmm o
@ Dashboard =
= ¥ Search.. E Connectivity Device Config Sta... Policy Package St.

Device Manager v "
=

. @ Managed FortiGate (1) B Model Device @ W Unknown ) ENeverinstalied @

Device & Groups ey

Scripts

Provisioning Templates

Firmware Templates

Monitors
B Policy & Objects >

[ Edit | | @ Delete | [ H g - e A= view~ | [ § Morev © Show Charts v | [ Search..
S VPN Manager > = = HAMoce Active-Passi
@ AP Manager N O | DeviceName AR Cgername FGTHA b Host Name * Platform = HA Status & u
E8 FortiSwitch Manager > O wroen ot HA Members 4 FGT3 FortiGate- VM4 4 FGT3 (Primary, @ Synchronization Unknown)
B Extender Manager s ¥ FGTHAL @ FGTHA-1 (Secondary, @ Synchronization Unknown)
Auto-link Statu Disabled
@ Fabric View > uto-link Status _ @ Disable
. Enable Auto-link

@ FortiGuard > i
£ System Settings >

D AddDevice v 98 DeviceGroup v & Install Wizard ADOM:rot > @~

@ Dashboard F
IF Search. Q Connectivity Device Config Sta.. Policy Package St..
Device Manager v " e ——
=
8 Managed FortiGate (1) B Model Device @ B Unknown -] TNeverinstalled @

Device & Groups

@FGT3
Scripts 1
Devices

Provisioning Templates and VDO

Firmware Templates

Monitors
B Policy & Objects >

@ Delete | [ 1 Import Configuration | [ & Install~ | [ & Table View~ | [ § More~ © show Charts~ | | Search..

S VPN Manager >
B AP Mansger N O | Device Name + Auto-link Status Config Status + Host Name + Platform + HA Status & n

FortiSwitch Manager > . .
s “ v @mFGT3 Waiting for Members @ Unknown e | QRIS
B Extender Manager > @ FGTHA-1 (Secondary, @ Synchronization Unknown)
@ Fabric View > b
® FortiGuard >
4 System Settings >

SD-WAN

This section lists the new features added to FortiManager for SD-WAN:
« Automated SD-WAN post overlay process creates policies to allow the health-checks traffic to flow between Branch
and HUB on page 12
o Automated SD-WAN overlay process adds "branch_id" meta variable auto assignment on page 15

» SD-WAN monitoring map integrates with Cloud Assisted Monitoring Service to allow FortiGate interface speed tests
from inside FortiManager on page 16

FortiManager 7.4.0 New Features Guide
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Device Manager

« SDWAN monitoring map enhancements on page 19
« SDWAN template for heterogeneous WAN link types on page 23

Automated SD-WAN post overlay process creates policies to allow the health-
checks traffic to flow between Branch and HUB

Ay
‘9' This information is also available in the FortiManager 7.4 Administration Guide:
- » Configuring an SD-WAN overlay template

Automated SD-WAN post overlay process creates policies to allow the health-checks traffic to flow between Branch and
HUB.

The SD-WAN overlay template includes two new options in the wizard to automate the post-wizard processes. The SD-
WAN overlay template example configured in this document uses a dual-hub topology.

1. Normalize Interfaces
Enable the Normalize Interfaces option to normalize the SD-WAN zones created by the template.
« The following normalized interface is created for the SD-WAN Hub(s):
o HUB-Lo with Per-Device Mapping to HUB1-Lo for the HUB 1 device and HUB2-Lo from the HUB 2 device.

Edit Normalized Interface x®

Name | HUB-Lo |
Description Created by SDWAN Overlay Template

O3 e |

Wildcard o

Per-Platform Mapping >

Per-Device Mapping

‘ 4 Create New ‘ ‘ [# Edit ‘ ‘ T Delete ‘ Search

[0 Mapped Device + Details + Type = Addressing Mode + IP/Netmask + Shaping Profile + E
O FGT_HUB1(root) HUB1-lo
O FGT_HUBZ2(root) HUB2-Lo

Revision

Change Note*

FortiManager 7.4.0 New Features Guide 12
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« The following normalized interfaces are created for branch devices:
o The HUB1 SD-WAN zone is mapped per-platform to HUB1.

Edit Normalized Interface x®
Name HUB1
Description Created by SDWAN Overlay Template
[ croee |
Wildcard (e ]

Per-Platform Mapping

[+ Create New | | I Edit | | i Delete | [ 4 Move Up | [ ¥ Move Down | Search
O Names ‘DevicelnterfaneNam# ‘Shﬂpilngﬁle# E
0o al HUB1

Per-Device Mapping >

Revision

Change Note”

o The HUB2 SD-WAN zone is mapped per-platform to HUB2.

Edit Normalized Interface x
Name HUB2
Description Created by SDWAN Overlay Template
V=
Wildcard (& ]

Per-Platform Mapping ~

‘ 4 Create New ‘ ‘ [ Edit ‘ ‘ Til Delete || 4 Move Up ‘ ‘ ¥ Move Down ‘
O Name= ‘DevicelnterfaneName# |5mpﬂ1ﬂle3 E
O al HUB2

1

Per-Device Mapping >

Revision

Change Note®

« VPN IPsec tunnel templates are created for HUB interfaces when using the SD-WAN overlay template.
When Normalized Interface is enabled, normalized interfaces for the VPNs are added to the normalized
interface list.
2. Add Health Check Firewall Policy to Hub/Branch Policy Package
Enable the Add Health Check Firewall Policy to Hub/Branch Policy Package option to create health check firewall
policies (or policy blocks) for HUB(s) and branches.
» Users must select the HUB and branch policy package that will be used during the wizard configuration. You
can select an existing policy package or create a new one.

FortiManager 7.4.0 New Features Guide
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Device Manager

Edit SD-WAN Qverlay Template - SD-WAN Template Options (4/5) 3
Add Overlay Objects to SD-WAN Template @ | sd-wan X v
Add Overlay Interfaces and Zones [»]

Add Health Check Servers for Each HUB as Performance SLA @O

MNormalize Interfaces [»]
Add Health Check Firewall Policy to Hub Policy Package @© | Hub-p1 ® v
Add Health Check Firewall Policy to Branch Policy Package @©  Branch-pl X v

« Based on the selection, firewall policies (or policy blocks) are created to allow SLA health checks to each
device loopback.
« The SD-WAN overlay template creates the policy block and applies it to the top of the HUB Policy Package.

1& | Scarch.. Q | [+ CreateNew ~ | | B Edit ~ | | i Delete | | E Section ~ | | & Policy Block ~ | | @ Policy Lookup || & Collapse All | | Search..
Q2 Branch-pl o # Name From To Source Destination Schedulﬂ
Firewall Policy O [E ® sd-wan-overlay_HBLK (1/1 Total:1)
Installation Targets o 1 Health Check Access g:m; [HUB-Lo B sd-wan-overlay_ O & sd-wan-overlay_Lc [@ always

CLI Configurations
s O implicit (2/2 Total:1)

8L Hub-pl i all all
a 2 Implicit Deny any any all all e always
Installation Targets
CLI Configurations
3 2 default
M Policy Blocks (1)

« A policy block is not created for the SD-WAN branch Policy Package.

18 Search.. Q ‘ + Create New V| | [ Edit v | T Delete ‘ [ Section v | | & Policy Block v | ‘ @ Policy Lookup | & Collapse All | | Search...
B & Branch-pl o # Name From To Source Destination Schedulﬂ
Firewall Policy O & Implicit (1/1 Total:1)
Installation Targets o 1 Implicit Deny any any ::: ::: always

CLI Configurations
B2 Hub-pl
Firewall Policy
Installation Targets
CLI Configurations
3 = default
M Policy Blocks (1)

FortiManager 7.4.0 New Features Guide
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Device Manager

Automated SD-WAN overlay process adds "branch_id" meta variable auto
assignment

¢ Configuring an SD-WAN overlay template

Oé’, This information is also available in the FortiManager 7.4 Administration Guide:
- ¢ Objects and templates created by the SD-WAN overlay template

The automated SD-WAN overlay process adds "branch_id" meta variable auto assignment.

To automatically assign branch IDs using the SD-WAN overlay template:

1. Go to Device Manager > Provisioning Templates > SD-WAN Overlay Template.
2. Create or edit an SD-WAN overlay template.
3. Onthe Role Assignment (2/5) step in the wizard, enable Automatic Branch ID Assignment.

Edit SD-WAN Overlay Template - Role Assignment (2/5) x
Name corpa_regior
Topology Single HUB | Dual HUB (Primary & Secondary) [RU=E W =R TERY)
HUB
€3 Primary HUB 4 HUB1 ® v
€3 Primary HUB 4 HUB2 ® v
Branch
At Device Group Assignment Merpl x v
Automatic Branch ID Assignment @ [ o]}

« When Automatic Branch ID Assignment is enabled, FortiManager automatically assigns and tracks a branch
ID for each device in the branch device group. This also applies to devices added to the branch device group in
the future, as well as those added to the device group using a zero-touch provisioning device blueprint.

FortiManager 7.4.0 New Features Guide
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Device Manager

Edit Metadata Variables

Name branch_id

Description |

Default Value

Per-Device Mapping

[ Edit | | € Delete Search...
O  Mapped Device ~ Value = n
[0  Branch2(root) 1
[0  Branchl(root) 2
2
Revision
Change Note*
4]
0/1023
Revision History
S Revert G View Diff Search...
[0  Revision # Changed by Date/Time Action Change Note n
o 3 admin 2023-03-20 00:53:51 Modify a
o

o Branch ID values are between one and the maximum number allowed by the subnet. For example, the default
10.10.0.0/255.255.0.0 overlay network uses the /19 subnet when your setup includes 5 - 8 overlays. The
maximum allowed branch IDs in this range is 8,190 based on the maximum number of number of
usable IPs/FortiGates supported per overlay.

SD-WAN monitoring map integrates with Cloud Assisted Monitoring Service to
allow FortiGate interface speed tests from inside FortiManager

Ay
‘9' This information is also available in the FortiManager7.4 Administration Guide:
- ¢ SD-WAN Cloud assisted monitoring speed test.

SD-WAN Monitoring Map integrates with Cloud Assisted Monitoring Service to allow FortiGate interface speed tests
from inside FortiManager.

To execute an SD-WAN speed test:

1. Execution of speed tests can be performed from the SD-WAN Monitor page: Map View, Table View, Device
Drilldown and the Device Dashboard.

2. Fordevices with a valid license and an interface set with the WAN role, the Execute Speed Test option is displayed
for the interface.

FortiManager 7.4.0 New Features Guide
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« Ifthere is a valid route to the cloud server, you will get measured bandwidth when executing the speed test.
[A]

e s S Lty St ) ot s MessedSoidn =0
™o

adems Ostm 0% [ Gumgeinar | 7o 92K 3

If there is not a valid route to the cloud server, you will see an error message when executing the speed test.

« You can perform the speed test up to 10 times per day. Attempts to perform additional speed tests will present
an error message.

3. Fordevices without a valid license, or for devices with a valid license but without an interface set to the WAN role,
the Execute Speed Test option is not displayed.

FortiManager 7.4.0 New Features Guide
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Device Manager

To view the results in SD-WAN Monitor pages:

The latest results of the speed test are displayed on the SD-WAN Monitor pages, including:
» Map View:

B Py & Obicts
Ve
[T

o Table View:

ADOM: gET0-aversy

[

FortiManager 7.4.0 New Features Guide
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Device Manager

¢ Device Drilldown:

™

Ty 3 — e |
LU U O fabdtnd
»

10298 21:3/255 255 .
. e ©444000p: /@ 1368 kps 105

0 0w tosszzazssass INMIMAMIHININIIOIINN R

SO WANRies

e s ot Dt e s erker: g
ey

Banduidth Overview O TeficGonth

s088008

FoRnnEr

« Device Manager > Device Dashboard > SD-WAN Monitor:

= mamo

- 03062023 1328-03.06-2023 1334

[ r— ws et ek st =

10198 21.3/255.255..
@44000 b /@ 85 Kops. 10511816255255 .

10198723255.255.

SOWAN s <]

SDWAN monitoring map enhancements

Ay
‘Q' This information is also available in the FortiManager 7.4 Administration Guide:
- ¢ Template View

SDWAN monitoring map differentiates HUB and branch device types, displays the overlay connectivity between devices
and WAN underlay ports SLA performances.

To monitor SD-WAN with the Template View:

1. Go to the Device Manager > Monitors > SD-WAN Monitor pane, and click Template View.
« SD-WAN devices provisioned using the currently selected SD-WAN template are displayed on the map.

» Only devices provisioned using the selected SD-WAN template are displayed. You can change the selected
SD-WAN template by clicking the dropdown in the toolbar and selecting a new template.

FortiManager 7.4.0 New Features Guide
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« Devices on the map are identified with icons as either a HUB (star icon) or spoke device (device icon).
S ) o S

@ Dashboard
|l Device Manager

Scripts. @ Show Down Tunnels Only
Provisioning Templates
Firmware Templates
Monitors

B, Policy & Objects

S VPN Manager

@ APManager

B8 FortiSwitch Manager

B Extender Manager

Fabric View

© FortiGuard

B Management Extensions

© System Settings

FEATINET Ko shors | s g 82023 Gosle NEBI | Terma o Use

2. Hovering your mouse over a device on the map displays the following information:
« Device name and whether itis a HUB or spoke.
« Interfaces that have a failed health check.
« Down underlays.
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3. The map shows lines connecting the HUB and spoke devices.

525 FMGVM64 stall Wizard ADOM: fgt74-overlay

@ Dashboard SD-WAN Monitor [IRVGISEVITe

| 38 Device Manager v

Device & Groups
' Show Down Tunnels Only

Asset Identity Center | Al Analysis

Seripts

Provisioning Templates

Firmware Templates

Monitors

Policy & Objects
VPN Manager
AP Manager
FortiSwitch Manager

Extender Manager

v v v v v v

Fabric View

FortiGuard

Hepg@EB L P

Management Extensions

& System Settings

The line color depends on if the tunnel is up (green) or down (red). Device color is based off of the following logic:
a. Ifthe SD-WAN health checks are defined on the device (usually a spoke):

o Green: All health checks pass.
« Orange: Some health checks pass.
« Red: All health checks fail.
b. When no SD-WAN health checks are defined on the device (usually a HUB):

« Green: All underlays are up.
« Orange: Some underlays are up.
« Red: All underlays are down.

4. Hovering over a line displays a tooltip showing both device names.

Turneh
Spok:Bancs o]
o] b s ot
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5. Clicking on a line opens a pane with the following information:
« Underlay Status table of HUB and spoke devices.
Health check table for the spoke devices.

6. Clicking on a spoke device opens a pane with the following information.
« SD-WAN health check table.
« Underlay status table.
« |Psec VPN table.

» Routing - Static & Dynamic table.

Hug2 e 038 125

7. Clicking on a HUB device opens a pane with the following information:
« Underlay Status table.
» IPsec VPN table.

FortiManager 7.4.0 New Features Guide
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» Routing - Static & Dynamic table.

uuuuuuuu

SDWAN template for heterogeneous WAN link types
O ! ’, This information is also available in the FortiManager 7.4 Administration Guide:
9 e Zones and interface members
= * Performance SLA

SDWAN template for heterogeneous WAN link types to support single-template usage for FortiGates with different
underlay connections and SLAs.

To create an SD-WAN template with heterogeneous WAN links:

1. Go to Device Manager > Provisioning Templates > SD-WAN Template, and create or edit a template.
2. You can select the installation target for the following SD-WAN objects:

» system sdwan members

« system sdwan service

« system sdwan health-check

FortiManager 7.4.0 New Features Guide
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« system sdwan neighbor

& Install Wizard

@ Dashboard
| =@ Device Manager v
Device & Groups

Scripts
Provisioning Templates

Firmware Templates

Monitors
B Policy & Objects >
L& VPN Manager >
@ AP Manager >
FortiSwitch Manager >
B Extender Manager >
Fabric View >
© FortiGuard
85 Management Extensions
£ System Settings
FiZRTINET

Edit SD-WAN Template

Name

Description

SD-WAN-b6552

[Used by SDWAN Overlay Template: sd-wan-overlay]

[ CLI Configurations | %

SD-WAN Status ©
Interface Members v
[ Edit | | i Delete | [ Q v Search...
O b= Interface Member Status + Gateway + Cost+ Installation Target n
O @ virtual-wan-link
1DeviceinTotal  View Details >
o 3 @ port3 @Enable 0000 o
4 FG-VM64-146 [root]
1DeviceinTotal  View Details >
o 4 @ portd @Enable 0000 o
¥ FG-VM64-147 [root]
1DeviceinTotal  View Details >
o s @ ports @Enable 0000 o
4 Branchs [root]
0O  &WANL
o 1 @ portl, @Enable 0000 o

= & Install Wizard

@ Dashboard
| =@ Device Manager v
Device & Groups
Scripts

Pro g Templates

Firmware Templates

Monitors
B Policy & Objects >
S VPN Manager >
@ AP Manager >

FortiSwitch Manager >
B Extender Manager >
Fabric View >
© FortiGuard

85 Management Extensions

£ System Settings

3. You can add meta variables for the following health-check attributes:

Edit SD-WAN Member

Sequence Number
Interface Member
SD-WAN Zone
Gateway IP

Cost

Status

Priority

Installation Target

Advanced Options >

« System SD-WAN health-check

e Check Interval

« Fail Before Inactive

¢ Probe Timeout
« Restore Link After

« System SD-WAN health-check SLA

¢ Link Cost Factor
o Latency Threshold
« Jitter Threshold

o Packet Loss Threshold

FortiManager 7.4.0 New Features Guide
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[a

@ port3
@ virtual-wan-link
@ 0000
Qo
©
Q1
Q

4+ FG-VM64-146 [root]

1 entry selected

24



Device Manager

¢ Mos Threshold

£33 FMG-VM64
@ Dashboard
| @ Device Manager
Device & Groups
Scripts

Provisioning Templates g

Firmware Templates
Monitors
B Policy & Objects
L& VPN Manager
@ APManager
FortiSwitch Manager
B Extender Manager
Fabric View
@ FortiGuard
85 Management Extensions

£ System Settings

FiZRTINET

Templates

Edit Performance SLA

Name

IP Version

Probe Mode

Enable Probe Packets
Protocol

Server

Participants
Fmbedded Meastire Health
Redistribute SLA 1D

Installation Target

SLA Target

Link Cost Factor  Latency Threshold

ADOM: fgt74

> @ L1~ eadminv

\ pingl|

1Pv4 VS
Active

©

Ping

@ 8888

All SD-WAN Members [IESSSI]

[e ]
0

Q

4 FGVM64-146 [root]

Jitter Threshold Packet Loss
Threshold

Priority IN-SLA Priority OUT-SLA  Action

(0-32)

x

1 entry selected

© | @ $iLink @ $(Latenc ms

Link Status

Check Interval
Failure Before Inactive
Restore Link After

Probe Timeout

Action When Inactive

Update Static Route

Cascade Interfaces

@ $liitter) ms || @ $(Packetl %

@ 5008(check)
@ 5$(check)
@ 5$(check)
@ 5008(check)

066

This section lists the new features added to FortiManager for templates:

» Preview CLI configuration for the device provisioning templates on page 25
« Fortinet factory-default wireless and extender templates on page 28

» Jinja Templates have direct access to the device DB to support generation of dynamic configuration on page 34
« Fabric Authorization Template is integrated with Device Blueprint and supports meta variables 7.4.1 on page 41

Preview CLI configuration for the device provisioning templates

0

0 +

Milliseconds (20 - 3600000)
(1 - 3600)

Check(s) (1 - 3600)

)

Milliseconds (20 - 3600000)

A\,

* Viewing the CLI preview for provisioning templates

‘9' This information is also available in the FortiManager 7.4 Administration Guide:

In FortiManager, you can preview the CLI configuration for the device provisioning templates.

To preview the CLI configuration for provisioning templates:

1. Go to Device Manager > Provisioning Templates.
Select a template type by choosing the corresponding tab. You can view the CLI preview for all provisioning

template types, including: Template Groups, IPsec Tunnel Templates, SD-WAN Templates, BGP Templates, SD-
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WAN Overlay Templates, System Templates, Static Route Templates, CLI Templates, and Threat Weight

Templates.
2.2 FMG-VMé4 = & Install Wizard
@ Dashboard R EICXETT Il |Psec Tunnel Templates | SD-WAN Templates | BGP Templates | SD-WAN Overlay Templates | § ~ O
| & Device Manager v .
| + Create New H [ Edit H T Delete ‘ ‘ @ Assign to Device/Group ‘ $ More v Search...
Device & Groups
Seripts [®  Template Group Name = Provisioning Templates + Assigned to Device/Group + Description + =
Provisioning Templates - @ corpa_region HUB1 IPsec 1 Device inTotal  View Details >
Firmware Templates O  corpa_region HUB1 2 corpa_region_HUB1_BGP
Monitors corpa_region_HUB1_CLIGRP 4 HUBI (root)
B Policy & Objects > @ corpa_region_HUB2_IPsec 1 DeviceinTotal  View Details >
i VPN Manager > O  corpa_region_HUB2 2 corpa_region_HUB2_BGP
& AP Manager s corpa_region_HUB2_CLIGRP 4 HUB2 (root)
FortiSwitch Manager > @ corpa_region BRANCH_IPsec 2 DevicesinTotal ~ View Details >
Extender Manager > v  corpa_region BRANCH = corpa_region_BRANCH_BGP
-
Vi i “H_CLIGRP dagpl (2)
@ Fabric View > " =
a & Edit
@ FortiGuard % Clone
an .
an Management Extensions B Delete
System Settings
® @ Assign to Device/Group
B Preview CLI Configuration

2. Right-click on a template, and choose Preview CLI Configuration.
The Preview CLI Configuration window is displayed with the CLI configuration for the selected template.
The metadata variable names and not their resolved values are displayed in the preview.

FMG-VM64 = & Install Wizard ADOM:fgt70-overlay >- @~ [l 1 ~ eadmin -

@ Dashboard Preview CLI Configuration x
I 55 Device Manager
Search...
Device & Groups Q +* ¥
Scripts 1 )config vpn ipsec phasel-interface
Pr T C—— edit "HUBL-VPNL

N set interface "portl"
Firmware Templates
set ike-version 2

set comments "VPN: HUB1-VPN1 [Created by IPSEC Template]™

2
3
. 4
Monitors 5
6 set proposal aes256-sha256
7
8
9

B Policy & Objects
L& VPN Manager
@ AP Manager

set peertype any
set mode-cfg enable

BY FortiSwitch Manager set localid "Branch$(branch_id)"

Extender Manager 10 set remote-gw 19.198.21.1
o 11 set idle-timeout enable
Fabric View
12 set net-device enable
© FortiGuard 13 set add-route disable
am .
ap Management Extensions 14 set auto-discovery-receiver enable
£ System Settings 15 set psksecret ¥EErkEEx
16 set network-overlay enable
17 set network-id 1
18 set auto-discovery-shortcuts dependent
19 next
20 end

21 config system interface

22 edit "HUBL-VPN1"

23 set type tunnel
24 next

25 end

26 config vpn ipsec phasel-interface
27 edit "HUBL1-VPN2"

28 set interface "port2”

3. When the provisioning template includes multiple devices, you can select a device from the Device dropdown. The
CLI preview for the selected device is displayed in the content pane.

F:ZRTINET

FortiManager 7.4.0 New Features Guide
Fortinet Inc.



Device Manager

= & Install Wizard

ADOM: fgt70-overlay - O L1~ eadm‘m-

@ Dashboard Template Groups | IPsec Tunnel Templates | SD-WAN Templates | BGPTemplates [SRW/\NJeVIEWANIEENN : | m|
|% Device Manager v
‘ + Create New ‘ | [# Edit ‘ ‘ Wl Delete ‘ § More v Search...
Device & Groups
Scripts [ #<  Template Name = Topology + Assign to Device/Group + Loopback IP Address + Overlay Netwnrkﬂ
Provisioning Templates H 4 HuB1
n v 1 corpa_region Dual HUB (Primary & Primary) 4 HUB2 172.16.0.0/255.255.0.0 10.10.0.0/255.255.0.C
Firmware Templates Bl
o
Monitors B edit
% Clone
& Policy & Objects >
W Delete
L& VPN Manager >
B AP Manager N B Preview CLI Configuration
FortiSwitch Manager >
B Extender Manager >
Fabric View >
@ FortiGuard
& Management Extensions
£% System Settings
MG-VM64 & Install Wizard ADOM:fgt70-overlay >- @~ [ 1 ~ eadmin -
@ Dashboard Preview CLI Configuration x®
|% Device Manager v
Device & Groups Device &gl (viewed) v
Scripts
HUB1 % HUBZ % gpl X
Provisioning Templates
Firmware Templates Search.. al » "
Monitors
1 Fonfig vpn ipsec phasel-interface
B Policy & Objects > s "
2 edit "HUB1-VPN1
L& VPN Manager 4 3 set interface "portl"
@ AP Manager > 4 set ike-version 2
FortiSwitch Manager > 5 set comments “VPN: HUB1-VPN1 [Created by IPSEC Template]™
B Extender Manager > 6 set proposal aes256-sha256
Fabric View > 7 set peertype any
® Foricuard 8 set mode-cfg enable
9 set localid "Branch$(branch_id)"
&= Management Extensions
10 set remote-gw 10.198.21.1
& System Settings 11 set idle-timeout enable
12 set net-device enable
13 set add-route disable
14 set auto-discovery-receiver enable
15 set psksecret *FrEEsxx
16 set network-overlay enable
17 set network-id 1
18 set auto-discovery-shortcuts dependent
19 next
20 end

FortiManager 7.4.0 New Features Guide
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22 edit "HUB1-VPN1"
23 set type tunnel
24 next

wnload Close
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4. Inthe Preview CLI Configuration window, you can search in the CLI using the search bar, and you can download the

CLI preview by clicking the Download button.

212 FMG-VM64 = 3 Install Wizard ADOM: fgt70-overlay > @~ [ 1 ~ eadmin v
@ Dashboard Preview CLI Configuration
I & Device Manager v
Device & Groups Device agrpl (viewed) e
Scripts

HUB1 % HUB2 %X grpl X
Provisioning Templates H

Firmware Templates

™ al v+
Monitors
1 config vpn ipsec phasel-interface
B Policy & Objects > - "
2 edit "HUB1-VPN1
L& VPN Manager 4 3 set interface "portl"
@ APManager > 4 set ike-version 2
E8 FortiSwitch Manager > 5 set comments "VPN: HUB1-VPM1 [Created by IPSEC Template]"
Extender Manager > 6 set proposal aes256-s5ha256
Eabric View > 7 set peertype any
8 set mode-cfg enable
© FortiGuard &
s 9 set localid "Branch$(branch_id)"
Management Extensions
o & 10 set remote-gw 10.198.21.1
8 System Settings 1 set idle-timeout enable
12 set net-device enable
13 set add-route disable
14 set auto-discovery-receiver enable
95 set psksecret ##EEsHs
16 set network-overlay enable
17 set network-id 1
18 set auto-discovery-shortcuts dependent
19 next
20 end
21 config system interface
22 edit "HUB1-VPN1"
23 set type tunnel
24 next

FZ:RTINET

Fortinet factory-default wireless and extender templates

FortiManager includes Fortinet factory-default wireless and extender templates with built-in security and network

configuration based on best security practices.

¢ Using Fortinet recommended FortiAP and SSID profiles

‘\é" This information is also available in the FortiManager 7.4 Administration Guide:
= * Using Fortinet recommended extender profiles

To use default FortiAP profiles and SSIDs:

1. Recommended FortiAP profiles are available in the FortiManager AP Manager.
a. Goto AP Manager > Operation Profiles under the FortiAP Profiles tab.

[ Edit | [ @1 Delete [ View All Profiles | Search..
O Names Platform + Radio Mode & Bands ssiDs = Comment = u

(@ AP Profiles Fortinet Recommended - Factory Defauit (3)

. R1L: Access Point RL:N/A RL: All Tunnel Mode SSIDs

O [ Comporate_Fortinet Default R0 Aceowe Pt 2 NA 2. All el Modo 551D Fortinet Recommended profile for Corporate

. R1L: Access Point RL:N/A RL: All Tunnel Mode SSIDs
O 2 Guest_Fortinet Default R0 Aceowe Pt 2 NA 2. All el Modo 551D Fortinet Recommended profile for Guest

R1L: Access Point RL:N/A RL: All Tunnel Mode SSIDs
POS_Fortinet_Default Fortinet Recommended profile for POS

O eros e R2: Access Point R2:N/A R2: All Tunnel Mode S$IDs P
© AP Profiles (1)
O  FAP24D-default FAP24D R1L: Access Point RL: 24GHz 802.11n/g RL: ss11

FortiManager 7.4.0 New Features Guide
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b. Right click on arecommended AP profile and click View.
I Dele

O View Al Profiles | Search..

B  Names

Platform < Radio Mode

Bands =

SSIDs

Comment = n

(@ AP Profiles Fortinet Recommended - Factory Defauit (3)

v Corporate_Fortinet_Defau|

[m] 2 Guest_Fortinet_Default

[m] @ POS_Fortinet_Default

[m] FAP24D-default

View AP Profile

Name

Comments

Platform
Indoor / Outdoor @
Country / Region @

FortiAP Configuration Profile
AP Login Password @
Administrative Access
Client Load Balancing

Bluetooth Profile

Radio 1

Mode

WIDS Profile

Radio Resource Provision
Band

Channel Width

Channel Plan

Channels

Short Guard Interval

Transmit Power Mode

2. FortiAP profiles based on the recommended profiles can be created by activating the recommended profiles.
a. Right-click on a recommended profile and click Activate.

B Dele

R1: Access Point
= R2: Access Point
© View

e R1: Access Point

one
R2: Access Point
B Delete
R1: Access Point

Q Where Used R2: Access Point

FAP24D R1: Access Point

Corp

R1:N/A
R2: N/A
R1:N/A
R2: N/A
R1:N/A
R2: N/A

R1: 2.4GHz 802.11n/g

Fortinet Recommended profile for Corporate

FAP221E
Indoor | Outdoor
Use default
@
Set Set Empty
HTTPS SNMP SsH
[ Frequency Handoff O AP Handoff
@

Disabled Dedicated Monitor | SAM

@
@
24GHz | 802.11n/g/b

20mHz RN
Three Channels | Four Channels

'K %2 %3 g4 'H

s

m7 ms =9 310 @1

@
@ Percent

Transmit nower is determined hv mulfinlvine set nercentage with maximum

Packet Sniffer

R1: All Tunnel Mode SSIDs
R2: All Tunnel Mode SSIDs
R1: All Tunnel Mode SSIDs
R2: All Tunnel Mode SSIDs
R1: All Tunnel Mode SSIDs
R2: All Tunnel Mode SSIDs

R1:ss11

Fortinet Recommended profile for Corporate

Fortinet Recommended profile for Guest

Fortinet Recommended profile for POS

O View Al Profiles | Search..

B  Names

Platform < Radio Mode =

Bands =

SSIDs +

Comment = n

(@ AP Profiles Fortinet Recommended - Factory Defauit (3)

[m] 2 Guest_Fortinet_Default

[m] @ POS_Fortinet_Default

[l Corporate_Fortinet_Defau

R1: Access Point

© View R2: Access Point
% Clone R1L: Access Point
R2: Access Point
B Delete
R1: Access Point
Q Where Used R2: Access Point

R1:N/A
R2: N/A
R1:N/A
R2: N/A
R1:N/A
R2: N/A

R1: All Tunnel Mode SSIDs
R2: All Tunnel Mode SSIDs
R1: All Tunnel Mode SSIDs
R2: All Tunnel Mode SSIDs
R1: All Tunnel Mode SSIDs
R2: All Tunnel Mode SSIDs

Fortinet Recommended profile for Corporate

Fortinet Recommended profile for Guest

Fortinet Recommended profile for POS

S AP Profiles (1)
[m] FAP24D-default

b. Select the platform type for the profile.

R1: Access Point

Choose Template Platform

R1: 2.4GHz 802.11n/g

R1:ss11

Platform

b

~Existing AP Platforms--- (1

FAP24D

Default 11n AP
FAP112B
FAP112D
FAP11C
FAP14C
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c. Enteraname for the AP profile and configure the remaining settings if required.

AP Profile

Name

Comments

Platform
Indoor / Outdoor @
Country / Region @

FortiAP Configuration Profile
AP Login Password @
Administrative Access

Client Load Balancing

Radio 1

Mode

WIDS Profile

Radio Resource Provision
ARRP Profile

Band

Channel Width

Channel Plan

Channels

Short Guard Interval

Transmit Power Mode

3. The recommended default AP SSIDs are shown in AP Manager > SSIDs.

x

[ 24¢-default
y

FAP24D -
Indoor | Outdoor

Use default -
@

Set Set Empty
HTTPS SNMP SSH
0O Frequency Handoff O AP Handoff

Disabled Dedicated Monitor | SAM
@

©

arrp-default

5GHz || 802.11n/g/b

40MHz

Four Channels | Custom

< detorminad b jina <at narcentaaa v

Packet Sniffer

b mavimum

a. Goto FortiAP > SSIDs to view the default SSIDs.

Search...

O Names

SSID +

Traffic Mode +

Security Mode &

Schedule +

Data Encryption ¢ | Maximum cnemsu

(@ SSIDs Fortinet Recommended - Factory Defauit (3)

O [ Comporate_Fortinet_Default
O 2 Guest_Fortinet_Default
O  ©POS Fortinet Default

Corporate
Guest

POS

Local Bridge
Tunnel

Local Bridge

WPA2 Enterprise
Captive Portal

\WPA2 Personal

Always
Always
Always

AES 0
0
AES 0

o st

ss11

Tunnel

\WPA2 Personal

Always

AES 0
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b. Right click on arecommended SSID and click View to view its details.

S
[  Name < SSID = Traffic Mode + Security Mode + Schedule = Data Encryption = Maximum Clienlsu
v [ Corporate_Fortinet_Default Corporate Local Bridge WPA2 Enterprise Always AES [}
o 2 Guest_Fortinet_Default Vﬁ’w_ Guest Tunnel Captive Portal Always 0

[m]
@ssIDs (1)

@ POS_Fortinet_Default

(@ SSID Groups (0)

wCTone
POS Local Bridge \WPA2 Personal Always AES 0

B Delete

Q Where Used

ss11 Tunnel \WPA2 Personal Always AES 0

View SSID x
Name ‘ Corporate_Fortinet_Defaul
Alias
Traffic Mode & Bridge
WiFi Settings
SSID. Corporate
Security Mode 'WPA2 Enterprise -
PMF Disable [[EEEN Optional
Local Standalone o
Local Authentication o
Client Limit o
Authentication Local
Click to select
Broadcast SSID ©
Dynamic VLAN Assignment ©
Schedule Q
N
s always -
1 entry selected
Block Intra-SSID Traffic [e ]
Optional VLAN ID 0
Broadcast Suppression
Q
4. An SSID can be created by activating the recommended SSIDs.
a. Right-click on a recommended SSID and click Activate.
[  Name < SSID = Traffic Mode + Security Mode + Schedule = Data Encryption = Maximum Clienlsu
v [ Corporate_Fortinet_Default Corporate Local Bridge WPA2 Enterprise Always AES 0
o 2 Guest_Fortinet_Default © View Guest Tunnel Captive Portal Always 0
% Clone
[m} © POS_Fortinet_Default " POS Local Bridge 'WPA2 Personal Always AES 0

@ssIDs (1)

(@ SSID Groups (0)

L O activate

B Delete

Q Where Used

ss11 Tunnel \WPA2 Personal Always AES 0
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b. Enter a name for the SSID and configure the remaining settings as needed.

ssiD x
Name ssid22
Alias ssid22
Traffic Mode 2 Bridge
WiFi Settings
ssiD Corporate
Security Mode WPA2 Enterprise -

PMF Disable [JEETEN Optional

Local Standalone

Local Authentication

000

Client Limit

Authentication [P RADIUS Server

Click to select

Broadcast SSID ©
Dynamic VLAN Assignment ©
Schedule a
I
3 always x

SIart00:00-End:00:00 SMTWTFS.

1 entry selected

Block Intra-SSID Traffic o

Optional VLAN ID 0

Broadcast Suppression ©
Q

o
5. The created SSID can be assigned to an AP profile, and the profile can be assigned to the FortiAP.
a. Inthe FortiAP Profile, select the configured SSID.

Edit AP Profile x

Transmit power is determined by multiplying set percentage with maximum
available power determined by region and FortiAP device.

©® dBm
Power is setting using a dBm value.

O Auto
Set a range of dBm values and the power is set automatically.

Transmit Power o 27dBm

ssIDs @ Tunel | Bridge [ RN

Selected 1 (Total: 3)

Click to select Q +v
Monitor Channel Utilization © s

Advanced Options > Oss11

[ 7]
System Log
ENEENE] Cancel

Syslog Profile e}

LAN Configuration

Port ESL Mode BT ATt AN | Bridge to LAN | Bridge to SSID
Handoff STA Thresh 30
LAN Port Bridge e

ESL SES Dongle Configuration

APC FQDN

Location Based Services

FortiPresence

FortiManager 7.4.0 New Features Guide
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b. Assign the profile to the FortiAP device.

18 Search... Q

Status 2.4 GHz Radio Channel Uti.. 5 GHz Radio Channel Utli...
& Managed FortiGate (3) W Online )

@ FGVM_MODEL 0

@ FGVM_MODEL_OLD Total Total

4 FortiGate-140E-POE (3)

4 FortiGate-600E

[ # Create New ~ [ @ Delete | [ & Refresh | [ & Register | [ #& Assign Profile ] [ § More v | Search...

@  Access Point & Status+  SSIDs+  Channel ¢  Clients = Temperature = | OS Version APProfile + | ConnectedVias  Model + | Channel Utilization + FoniAPGn
~ = FAP24D3X17005555 @Onlne @NA @N/A  RLO FAP24D-v6.0-build0044 2192168100111 24D @28

O o FAP24D3X160( [ Edit @NA RO FAP24D-v6.0-build0044 2192168100113 24D @O

O  wFaP24D3x160( B Delete @NA RO FAP24D-v6.0-build0044 2192168100112 24D @46

B Authorize

8 Deauthorize

& Upgrade

3% Restart

& Refresh

# LED Blink >
[f) Show on Google Map

R show on Floor Map

€3 Replace

2 Grouping

To use recommended FortiExtender templates:

1. The recommended Extender Profile is shown in Extender Manager > Extender Profiles.

[ Edit | [ i Delete | [ % clo ice |[Qw Search..

O Titles Assigned FortiExtender n
& Factory Default FortiExtender (1)

[ Fortinet_Default_FEXT_Profile WAN Extension

O  20tan FX201E LAN Extension

O  20iwan FX201E WAN Extension

O FX201E_wanext FX201E WAN Extension # FortiGate-140E-POE [root] - FX0015920007745

2. Anextender profile can be created by activating the recommended FortiExtender profile.
a. Right-click on the recommended FortiExtender profile and click Activate.

° il Delete | [ % Clone rt | [ @ Assign to Device | [ Q Where Used Search..
@ Tites Mod Mode + Assigned FortiExtender E

& Factory Default FortiExtender (1)
v Fortinet_Default_FEXT_Profile

‘ ‘

WAN Extension

© View

“ Clone

O 20lan FX201E LAN Extension
B Delete
O 20iwan @ Assign to Device FX201E WAN Extension
O  FX201E_wanext FX201E WAN Extension 4 FortiGate-140E-POE [root] - FX0015920007745

b. Choose a model for the template.

Choose Template Model

FX04DN

FX200F

FX201E

FX211E

FX212F

FX311F

FX312F

FX511F
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c. Enter a name for the FortiExtender profile and configure the remaining settings as needed.

Activate FortiExtender Profile x
Name 201e-default |
Model FX201E -
Mode L extension [ EEE)

Data plan

Click to select
Modem 1

Default SIM SIM2 | Carrier | Lowest Cost
SIMLPIN
SIM2 PIN
cps

6080

Advanced Options >

Auto SIM Switch

By disconnecting

By signal

CRCRC)

By data plan

Advanced Options >

Controller Report e}

Advanced Options >

3. The created extender profile can be assigned to an extender, then the user can deploy the settings.

a. Right-click on a managed FortiExtender and click Assign Profiles.
1i Search.. Q i Delete | [ @ Assign Profiles | [ &2 Authorize | [ @ Deauthorize | [ View Details | [ § More v | Search...

@ Managed FortiGate (1) ® | Names Serial Number + Model = | FortiExtender Profile ¢+ = Management Status = RSSI & Network & Data Usage + ESN IMEI & n

@ FGVM_MODEL 8 Extension Controller (1)

&@ FGVM_MODEL OLD o E  FX201E_wanext © Authorized (BRG] (-56) T RogersWcDMA MOUETISIMLIOB L 3s9073066346291
modem1-5IM2: 0 B
4 FortiGate-600E & Refresh
[ Edit
B Delete
F8 View Details

& Upgrade
B Authorize

8 Deauthorize

3% Restart

b. Select the configured FortiExtender Profile.

18 Search... Q Assign Profile x
8 Managed FortiGate (1)
@ FGVM_MODEL FortiExtender Profile None 5 -
FGVM_MODEL_OLD
@ i _ [ +

4 FortiGate-140E-POE (1)

4 FortiGate-600E

@ 201e-default
Mode: WAN Extension

'@ 201wan
Mode: WAN Extension

@ FX201E_wanext
Mode: WAN Extension

@ Fortinet_Default_FEXT_Profile
Mode: WAN Extension

Jinja Templates have direct access to the device DB to support generation of
dynamic configuration

Ay
‘9' This information is also available in the FortiManager 7.4 Administration Guide:

* Using FortiManager device database variables in Jinja

Jinja Templates have direct access to the device database to support generation of dynamic configuration.

The following FortiManager variables are supported:
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Supported Device Database Variables Supported System Interface Variables

¢ Name: { {DVMDB.name} } ¢ Interface Name: { {intf.name}}
e Serial: { {DVMDB.seriall} ¢ Interface Allowaccess:

+ OS TYPE: { {DVMDB.os_type} } {{intf.allowaccess}}

« Platform: { {DVMDB.platform}} * Interface Type: { {intf.type}}
e Version: { {DVMDB.version}} * Interface IP: { {intf.ip}}

e Hostname: { {DVMDB.hostname} } ¢ Interface Mode: { {intf.mode}}
« UUID: { {DVMDB.mgmt_uuid}} ¢ Interface VDOM: { {intf.vdom} }

* Mgmt Interface IP: { {DVMDB.mgmt if}}
e IP: {{DVMDB.ip}}

e Tunnel IP: { {DVMDB. tunnel ip}}

e Description: { {DVMDB.description}}

This topic includes the following:

o Touse device database variables in a Jinja template: on page 35

« Example 1: Creating physical interfaces for FortiGate-VMs on page 37

o Example 2: View the device attributes for FortiGate-VMs on page 39

« Example 3: View the interface attributes for each physical interface on a device on page 40

To use device database variables in a Jinja template:

Go to Device Manager > Provisioning Templates > CLI Template.
Create a new CLI template.
Select the Type as Jinja Script.
Configure the Script Details with FortiManager variables. For example, you can use DVMDB.name as a variable to
get the device name from the Device Database:
config system global

set hostname {{DVMDB.name}}
end

Ao bd-=
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Edit CLI Template M x

Template Name
TYDE‘ Jinja Script

Description

Script Details Search... Q L 4

1 config system global
2 set hostname {{DVMDB.name}}

3 end

When viewing the Install Preview for the CLI Template, the variable DVMDB.name is replaced with the Name value
for the selected device.

Install Preview of vlan171_0070 M x

Assigned Devices vlan171_0070 -

vlan171_0070

Search... Ql + L 4

1 jconfig system global
2 set hostname "wvlanl71l_8@79"

3 end
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Example 1: Creating physical interfaces for FortiGate-VMs

A user is setting up a FGT-VM64 model device on FortiManager. When setting up a FortiGate-VM, the user needs to
execute a script to create the physical interfaces, however, when deploying a FortiGate hardware platform, generating
physical interfaces is not necessary. Previously, the user needed to create a separate device group for their FortiGate-
VM devices and then runs a script to create the physical interfaces for VM devices inside the device group.

Using Jinja, the same CLI template can be applied to ANY new devices (hardware or VM-based) by using a script with
FortiManager variables to determine the platform of the device and using an "if" statement to ensure that the script runs
only on FortiGate-VM devices.

Example script:

% if 'FortiGate-vM64' in DVMDB.platform -%}
config system interface

{%- for i in range(0, vm interface number|int) %}
edit port{{i+l}}

set vdom root

set type physical

next

{%$- endfor %}

end

{%- endif %}

FortiManager 7.4.0 New Features Guide
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Edit Pre-Run CLI Template

Template Mame

Type

Description

Script Details

Pre=vr

n_interface_number

Jinja Script

wooma

o

1 {#¥ if 'FortiGate-VM64' in DVMDB.platform -%}

config system interface

1

{%- for 1 in range(®, vm_interface_number|int) ¥}

edit port{{i+l}}
set wdom root

set type physical
next

{%- endfor %}

end

{%- endif ¥}

Previewing the script on a device shows how the variables are applied.

FortiManager 7.4.0 New Features Guide
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Preview CLI Template - Preview on Device (3/3) P I
Assigned Devices @ Branch1 [global] -
Branchl [global]
Q * ¥

config system interface

edit portl

set wdom root

set type physical
next

edit port2

set wvdom root

set type physical
next

edit port3

set wdom root

set type physical
next

edit ports4

set wvdom root

set type physical
next

edit ports

set vdom root

Example 2: View the device attributes for FortiGate-VMs

Example script:

{$- if DVMDB.platform == 'FortiGate-VM64'

Name:

Serial:
0OS TYPE:
Platform:
Version:
hostname:

UUID:

{{DVMDB.name} }

{{DVMDB.serial}}
{{DVMDB.os type}}
{{DVMDB.platform}}
{{DVMDB.version}}
{{DVMDB.hostname}}

{{DVMDB.mgmt uuid}}

Mgmt Interface IP
IP: {{DVMDB.ip}}

Tunnel IP
Description:

{{DVMDB.mgmt if}}

{{DVMDB. tunnel ip}}
{{DVMDB.description}}

FortiManager 7.4.0 New Features Guide
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os_type: {{DVMDB.os type}}
{%- endif %}

The rendered result for the script:

Name: vlanl71 0040
Serial: FGVMO08HZ20311040
OS TYPE: FortiGate
Platform: FortiGate-VMo64
Version: 7.4.0

hostname: 3456-abc

UUID: 9c508l2a-caa8-51ed-958a-4e7800e5139%a
Mgmt Interface IP : portl
IP: 10.8.71.40

Tunnel IP : 169.254.0.12
Description:

os_type: FortiGate

Example 3: View the interface attributes for each physical interface on a device

Example script:

{%- for intf in DEVDB system interface %}

{%$- if intf.type == 'physical' %}

Interface Name: {{intf.name}}

-- Interface Allowaccess: {{intf.allowaccess}}
-- Interface Type: {{intf.type}}

-- Interface IP: {{intf.ip}}

-- Interface Mode: {{intf.mode}}

-— Interface VDOM: {{intf.vdom}}

{%- endif %}

{%$- endfor %}

The rendered result for the script:

Interface Name: portl

-- Interface Allowaccess: ping
-- Interface Type: physical

—-— Interface IP: 10.8.71.40

-- Interface Mode: static

—-— Interface VDOM: "root"
Interface Name: port2

—-— Interface Allowaccess: https
-- Interface Type: physical

-— Interface IP: 101.71.40.1
-- Interface Mode: static

-— Interface VDOM: "root"
Interface Name: port3

-- Interface Allowaccess: ping
-- Interface Type: physical

-- Interface IP: 200.71.40.1
-- Interface Mode: static

-— Interface VDOM: "root"
Interface Name: port4d

-— Interface Allowaccess:

-- Interface Type: physical

FortiManager 7.4.0 New Features Guide
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-- Interface IP: 0.0.0.0
-- Interface Mode: static
-— Interface VDOM: "root"
Interface Name: portb

-- Interface
-- Interface
-- Interface
-- Interface
-- Interface

Allowaccess: ping
Type: physical
IP: 172.71.40.1
Mode: static
VDOM: "root"

Interface Name: port6

-- Interface
-- Interface
-- Interface
-- Interface
-- Interface

Allowaccess:
Type: physical
IP: 0.0.0.0
Mode: static
VDOM: "root"

Interface Name: port7

-- Interface
-— Interface
-- Interface
-- Interface
-- Interface

Allowaccess:
Type: physical
IP: 0.0.0.0
Mode: static
VDOM: "root"

Interface Name: port8

-- Interface
-- Interface
-- Interface
-— Interface
-- Interface

Allowaccess:
Type: physical
IP: 0.0.0.0
Mode: static
VDOM: "root"

Interface Name: port9

-- Interface
-—- Interface
-- Interface
-- Interface
-- Interface

Allowaccess:
Type: physical
IP: 0.0.0.0
Mode: static
VDOM: "root"

Interface Name: portl0

-- Interface
-- Interface
-- Interface
-—- Interface
-- Interface

Allowaccess:
Type: physical
IP: 0.0.0.0
Mode: static
VDOM: "root"

Fabric Authorization Template is integrated with Device Blueprint and supports
meta variables -7.4.1

¢ Using Device Blueprints for Model Devices

“é" This information is also available in the FortiManager 7.4 Administration Guide:
- » Fabric Authorization Templates

In FortiManager 7.4.1, the Fabric Authorization Template is integrated with Device Blueprints and supports metadata
variables.
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To use Fabric Authorization Templates with Device Blueprints:

» Step 1: Configure the Fabric Authorization Template on page 42

Step 2: Add a Fabric Authorization Template to a device blueprint on page 43
Step 3: Add the device blueprint to a model device on page 44

o Step 4: View the configured FortiAP, FortiSwitch, and FortiExtender on page 44

Step 1: Configure the Fabric Authorization Template

To create a Fabric Authorization Template:

1. Go to Device Manager > Provisioning Templates > Fabric Authorization.
2. Click Create New, and the Create New Fabric Authorization Template dialog appears.
3. Configure the Fabric Authorization Template, for example a template named "60E" is configured in the with the

following settings:
a. FortiAP:

FortiAP
Prefix

Number of Devices

b. FortiSwitch:

FortiSwitch
Prefix

Number of Devices

FortiLink Interface

FortiManager 7.4.0 New Features Guide
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Toggle ON to enable FortiAP in the template.
Select a model from the dropdown list, for example FP231E.

This field determines how many APs will be added, and you can enter a
number or use a variable. Entering the $ sign causes the variable list to
appear where you can select a variable from the dropdown list. This
example uses the $ (APNum) variable.

Toggle ON to enable FortiSwitch in the template.
Select a model from the dropdown list, for example S424DN.

This field determines how many FortiSwitches will be added, and you can
enter a number or use a variable. This example uses the number 1.

Enter the interface name. This field supports variables. This example uses
the name fortilink.
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c. FortiExtender:

FortiExtender
Prefix

Number of Devices

FortiLink Interface

B Policy & Objects
& VPN Manager
B AP Manager B
B FortiSwitch Manager B
B Extender Manager

@ Fabric View

© FortiGuard

& System Settings

FIRTINET

Toggle ON to enable FortiExtender in the template.
Select a model from the dropdown list, for example FX2071E.

This field determines how many FortiExtenders will be added, and you can
enter a number or use a variable. This example uses the number 1.

Select an extension type from the dropdown list. This example uses
WAN Extension.

Create New Fabric Authorization Template

Name 60E

Description
9 FortiAP ©
prefix Number of Devices @ Action
FP231E (FortiAP-231E) - [« s@enumt ] =+
8 FortiSwiitch ©
Prefic Number of Devices @ FortiLink Interface Action
S424DN (FortiSwitch424D)  w || @ 1 @ fortlink x|+
| B FortiExtender ©
Prefix Number of Devices @ Extension Type Action
FXZ01E (Fortibxtender 2018 = | | @ 1 | WAN Extension - k[

4. Click OKto save the Fabric Authorization Template.

Step 2: Add a Fabric Authorization Template to a device blueprint

To add the Fabric Authorization Template to a device blueprint:

1. Go to Device Manager. In the Device & Group window, click the Add Device dropdown and choose Device Blueprint

to create a new device blueprint.

2. Configure the device blueprint. For example:

Name
Device Model

Fabric Authorization
Template

FortiManager 7.4.0 New Features Guide
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Enter a name for the blueprint. In this example, itis 60E.
Select a device platform, for example FortiGate-60E.

Select the previously configured Fabric Authorization Template (60E).
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Create New Device Blueprint »

Name 60E

Device Model FortiGate-60E A
Automatically Link to Real Device
Enforce Firmware Version

Add to Device Group

Add to Folder

Fabric Authorization Template 3%k 60E -

Pre-Run CLI Template

PP B000E0ED

Assign Policy Package

Provisioning Templates +
[ oc |
3. Click OK to save the device blueprint.
Step 3: Add the device blueprint to a model device

To add the Fabric Authorization Template to a model device:

1. Go to Device Manager. In the Device & Group window, click Add Device > Add Model Device.
2. Configure the model device using the device blueprint. For example:

Name Enter the FortiGate's name. In this example, itis Branch1.
Link Device By Select Serial Number.

Serial Number Enter the serial number.

Use Device Blueprint Enable the Use Device Blueprint setting.

Device Blueprint Select the previously configured device blueprint (60E)

Add Device - Provide Model Device Info (1/2) M| ox

Add Model Device

Name Branchl
Link Device By @ EEGEIN TR Pre-shared Key

Serial Number

Use Device Blueprint [ o]

Device Blueprint 60E (FortiGate-40E) -
Split Switch Ports [ o]

Metadata Variables Edit Variable Mapping

Copy Device Dashboard Click to select -

3. Click OK to save the model device.

Step 4: View the configured FortiAP, FortiSwitch, and FortiExtender

1. After the device is added to the Device Manager, go to the AP Manager, FortiSwitch Manager, and Extender
Manager in FortiManager and you can see that the FortiGate has been automatically configured with a FortiAP,
FortiSwitch and FortiExtender as defined by the template.

For example:
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FortiAP:

= & Install Wizard : 01 - (@admin -

@ Dashboard
- D Q Status 2.4 GHz Radio Channel Utiliz.. 5 GHz Radio Channel Utiliza
& Device Manager > | @ Managed FortiGate (1) Boine Py
Poli
B Policy & Objects B @B (1)
S VPN Manager >
Total Total
AP Manager
Managed
WiFi Maps
S5IDs + Create New i Delete | [ @ Refresh | [ 4 R % Profi More © Show Chartsv Search
CrTrinFEls O | Access Point = Status = SSiDs+ | Channel:  Clients> | Temperature:  OSVersion: | APProfle | ConnectedVia: | Model s | ChannelUtilization = | Replacement Serial Number u
Connectivity Profiles NA  @NA  RLO

[
Protection Profiles O 0FP231E™°000001 @Offine @NA @NA R2:0 231E
NA  @NA R3:0

Wi Settings
B8 FortiSwitch Manager >
B Extender Manager >
@ FabricView >
© FortiGuard >
& System Settings >

FortiSwitch:

= & Install Wizard : L1~ °mmm.

@ Dashboard
e Search. Q Status Platform

Device Manager > [ R
= 2

8 Managed FortiGate (1) [er— o Wfortiswitch-424D @

B Policy & Objects [ @B (1)
& VPN Manager >
@ APManager >

B FortiSwitch Manager
Managed FortiSwitches.

FortiSwitch Templates + Create New~ te| [ @ Authorize | [ @ Deauthorize | [ & Upgrade | [ #5 Assign Template| [ § Morev © Show Charts~ Search.

Rl LS O | Fortiswitch Name = | Switch Group = | Serial Number s | Platform = Status | Template | Fortilink > | FortiGate + Connecting From & | OS Version = JoinTime > | Comments u
FortiLink Settings O *S424DN-1 S424DN"*+*000001  FortiSwitch-424D  Unknown fortlink @ Branchi[root]

VDOM Settings

Port Policies

LLDP Profies

QoS

Custom Commands

ACL Assignment

B Extender Manager >
@ Fabric View >
© FortiGuard >
1 System Settings >

FortiExtender:

@ Dashbosrd = a = = > ® Search
2 Device M:
aa Device Manager > | @Managed FortiGate (1) O | Name: i s Model* i B < RSSI:  Network: DataUsage: ESNIMEI:  PhoneNumber | IMSI: ICCID: Temperature | Versions | IP+ muanﬂ
B o cension Conoter
S VPN Manager > 8 &
B APMansger N [0 3 FX201E FX201E * FX201E © Authorized
B8 FortiSwitch Manager >
Extender Manager
Managed Extenders
Extender Profiles
Data Plans
@ FabricView >
© FortiGuard >
& System Settings >
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This section lists the new features added to FortiManager for central management:

o AP Manager on page 46
o FortiSwitch Manager on page 50
o Others on page 59

AP Manager

This section lists the new features added to FortiManager for AP manager:

» Multiple optimizations to the factory default SSID and AP-profiles 7.4.1 on page 46

Multiple optimizations to the factory default SSID and AP-profiles -7.4.1

In FortiManager 7.4.1, there are multiple optimizations to the factory default SSID and AP-profiles.

o Fortinet recommended factory default SSIDs on page 46
« Fortinet recommended factory default AP Profiles on page 47
» Fortinet recommended factory default ARRP Profile on page 49

Fortinet recommended factory default SSIDs

« All three Fortinet recommended factory default SSID templates allow users to select the traffic mode as either
Bridged or Tunnel when the templates are activated.

» The Corporate_Fortinet_Default SSID includes the following changes:
» Dynamic VLAN Assignment - disabled by default.

551D

Click to select

Broadcast 551D [ ®)
( Drynamic VLAN Assignment > '
Schedule Q
[ always

Start:00:00-End:00:00 SMTWTFS x

1 entry selected

» multicast-enhance - enabled by default.

ssID x
me-disable-thresh €@ 22 3 1
mu-mimo @ [ o]

({ muticast-enhance @ o )
lticastrate © 0 x
nac @ [e ]

FortiManager 7.4.0 New Features Guide
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« ft-over-ds - enabled by default.

SSID x
fast-bss-transition @ © 1
fast-roaming € [ o]
ft-mobility-domain € 1000 <
(rover-ds @ o )
ft-r0-key-lifetime @ 480 <
» The Guest_Fortinet_Default SSID includes the following changes:
» Device Detection - enabled by default.
SSID x
Networked Devices
({ Device Detection o)
WiFi Settings
» multicast-enhance - enabled by default.

SSID x
mbo-cell-data-conn-pref @ prefer-nat x v ~
me-disable-thresh @ 32 <
mu-mimo @ O

([ mutticast-enhance @ O ’
multicast-rate @ 0 X v
nac @ [e ]

» The POS_Fortinet_Default SSID includes the following changes:
» multicast-enhance - enabled by default.

SSID x
mbo-cell-data-cann-pref €@ prefer-nat x v ~
me-disable-thresh @ 32 <
mu-mimo @
multicast-enhance @ © )
mulﬁcast—rates 0 X v
nac @ @

Fortinet recommended factory default AP Profiles

» Forthe 2.4 GHz band, set the default 802.11 ax/n/g (for WiFi6/6E/6 (Smart Series)).

AP Profile x
Radio 1 ~
Mode Disabled Dedicated Monitor | SAM | Packet Sniffer
WIDS Profile I
Radio Resource Provision o
ARRP Profile arrp-default .

([ 8and 2.4 GHz _ 802.11ax/n/g ' -
Channel Width 20MHz [N
Channel Plan LI Four Channels | Custom

» Forthe 2.4 GHz band, only allow 20MHz channel width.

AP Profile x
Radio 1
Made Disabled Dedicated Monitor | SAM | Packet
'WIDS Praofile (e )
Radio Resource Provision [ o]
ARRP Profile arrp-default v
Band 24 GHz 802.11n/g/b v
Channel Width 20MHz lﬁiﬂ!

(Channel Plan Three Channels | Four Channels,
Channels M1 M2 ®M3 @4 ®@M5 ®B6

@7

» Enforce the 2.4 GHz radio 1 on Three Channels (some profiles are on three channels "custom").
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AP Profile

Radio 1

Mode

WIDS Profile

Radio Resource Provision
ARRP Profile

Band

Channel Width

Channel Plan

Disabled Dedicated Monitor | SAM | Packet Sr

[0 )
©
arrp-default
24GHz  80211n/g/b

20MHz Eleiste
WLESERTEEY Four Channels  Custom

Channels

M1 02 O3 04 0Os
Oz Os @O 0O10 @mn

'R

» Forthe 5 GHz band (radio 2), set to 802.11 ax/ac/n/a (for WiFi6/6E/6 (Smart Series)).

AP Profile

Radio 2

Mode
WIDS Profile
Radio Resource Provision

ARRP Profile

x

Disabled Dedicated Monitor | SAM | Packet Sn

@

[ o]
arrp-default
—

( Bana

5GHz  80211ax/ac/n/a

Channel Width

Channels

Short Guard Interval

« Enable all radios by default.

AP Profile

Radio 1

Mode

WIDS Profile

Radio Resource Provision
ARRP Profile

Band

Channel Width

AP Profile

Radio 2

Mode

WIDS Profile

Radio Resource Provision
ARRP Profile

Band

Channel Width

AP Profile

Radio 3

Mode

WIDS Profile

Radio Resource Provision
Band

Channel Width

Channels

FortiManager 7.4.0 New Features Guide
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20MHz 80MHz | 160MHz

Set Channels

36 44 149 157 165 173

©

Disabled Dedicated Monitor | SAM | Packet Sn

[o ]
O
arrp-default

24 GHz | 802.11ax/n/g

Disabled Dedicated Monitor | SAM | Packet Sn

@
©
arrp-default
5GHz | 802.11ax/ac/n/a

20MHzZ 8OMHz | 160MHz

Disabled Dedicated Monitor | SAM | Packet Sn

@
@
6 GHz | 802.11ax

BT oz | somhz | 160z

Set Channels

1 5 9 18 17 21 25 29

» Short Guard Interval - enabled by default on all radios.
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AP Profile x
Radio 1
Made Disabled Dedicated Monitor | SAM | Packet Sn
WIDS Profile o
Radio Resource Provision ©
ARRP Profile arrp-default .
Band 2.4 GHz | 802.11ax/n/g .

Channel Width 20MHz
Channel Plan EENITE Four Channels | Custom

Channels M1 o2 Os o4 as @6
07 Os O9 O @mu

(Short Guard Interval ©

Transmit Power Mode O cent

» Transmit Power Mode - set to Auto by default on all radios.

AP Profile x

Transmit Pogrer Mode O Percent
Transmit power is determined by multiplying set
percentage with maximum available power determined
by region and FortiAP device.
O dBm
Power is setting using a dBm value.

@ Auto

Set a range of dBm values and the power is set
automatically.

Transmit Power 10 - 17 dBm

Fortinet recommended factory default ARRP Profile

 darrp-optimize-schedules - The default-darrp-optimize schedule in the profile is selected by default.

@ Dashboard Edit ARRP Profile x
2 Device Manager >
Comments
B Policy & Objects >
L VPN Manager >
@ AP Manager v 4
Managed FortiAPs Selection Period 3600
WiFi Maps Monitor Period 300
— Weight Managed AP 50
Operation Profiles Weight Rogue AP 10
Connectivity Profiles Weight Noise Floor 40
Protection Prafiles Weight Channel Load 20
WiFi Settings Weight Spectral RSS| 40
8 FortiSwitch Manager > Weight Weather Channel 0
B Bxender Manager > Weight DFS Channel 0
FortiView > Threshold AP 250
0 LogView 4 Threshold Naise Floor -85
Fabric Vi
@ Fabric View > Threshold Channel Load 60
Incidents & Events >
Threshold Spectral RSS| 65
B Reports >
Threshold TX Retries 300
© FortiGuard >
Threshold RX Errors 50
£ System Settings >
Include Weather Channel @
Include DF$ Channel ©
Advanced Options
darrp-optimize @ 86400

darrp-optimize-schedules @ | |

default-darrp-optimize x

1 entry selected

override-darrp-optimize @ (D
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FortiSwitch Manager

This section lists the new features added to FortiManager for FortiSwitch manager:

» Per-device VRRP mapping can be used under FortiSwitch Profiles on page 50

» FortiManager allows switchport export to another VDOM, and configuration of the exported port in the destination
VDOM on page 51

» FortiSwitch replacement procedure can be executed from FortiManager GUI on page 54
o Custom commands can be assigned/unassigned at once to multiple managed FortiSwitches 7.4.1 on page 56

Per-device VRRP mapping can be used under FortiSwitch Profiles

Ay
‘Q' This information is also available in the FortiManager 7.4 Administration Guide:

¢ Creating FortiSwitch VLANs

FortiManager supports per-device mapping for Virtual Router Redundancy Protocol (VRRP) in FortiSwitch profiles.

To configure per-device mappings for VRRP settings in a FortiSwitch profile:

1. Go to FortiSwitch Manager > FortiSwitch VLANSs.
2. Create or edita VLAN interface, and make a per-device mapping for a FortiGate.

Edit Per-Device Mapping x

Mapped Device Gate-300E
VLAN ID

IP/Network Mask 192.168.122.1/255.255.255.255

B O Search
Group ID & LB Destination IP = Status =
11 1010111 10101111 @ Enabled
1
Restrict Access
1Pv6 Administrative Access [ HTTPS O PING O ssH
O sSNMP O HTTP O TELNET
O FMG-Access 0 Security Fabric Connection
Secondary IP Address o
1Pv4 Advanced Options >
1Pv6 Advanced Options >
[ oc |
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3. Inthe per-device mapping page, users can add a VRRP setting for the FortiSwitch VLAN.

Create New VRRP Item

D 12

Group ID 12

P 10.10.12.1
Destination IP 10.10.112.1

Priority 112

Advertisement Interval 1

3
Status ©
©

4. When the VLAN is being used by an assigned FortiSwitch VLAN, the VRRP setting can be deployed.

Install Preview of FortiGate-300E

Assigned Devices FortiGate-300E (root)
Search...

1 lonfig system interface
2 edit "vlan22"
3 config vrrp
4 edit 12
5 set vrgrp 12
set vrip 10.10.12.1

FortiManager allows switchport export to another VDOM, and configuration of the
exported port in the destination VDOM

\ L}
‘Q' This information is also available in the FortiManager 7.4 Administration Guide:

e Exporting FortiSwitch ports to another VDOM

FortiManager allows switchport export to another VDOM, and configuration of the exported port in the destination
VDOM.
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To export FortiSwitch ports:

1. Disable FortiSwitch Central Management in System Settings > All ADOMs.

1& Search..

8 Managed FortiGate (1)

Q

8 4 FortiGate-140E-POE (1)

o root

@ vdl

Edit ADOM x
Name 720
Type FortiGate -
Description
4
o ‘Name: ‘IPAddresst ‘Plaﬁurm:
O  #FortiGate-140E-POE FnrtiGate—iMJE—POl
O &t VDOM
0% 3
Made Normal
Central Management O VPN FortiAP [ FortiSwitch
Default Device Selection for Install ECC=FA  Deselect All
Perform Policy Check Before Every Install (B
Auto-Push Policy Packages When Device [e )
Back Online k
Status [ o)
2. Add a Multi-VDOM enabled FortiGate with an attached FortiSwitch.
FortiSwitch Ports - 5248DF3X17000116 x
2 5248DF3X17000116 PoE+ SFP
23
2
Connected a8
‘ & Create New | [ Edit ‘ 1 Delete ‘ & Refresh ‘
A
(OO} ‘ Port & ‘ Description < | Mode ¢ | Port Policy = ‘ Enabled Features < Native VLAN = | Allowed VLANs ¢ POE = | Device Information = ‘ DHCP Snooping | Transceiver = n
Gport1 Stati & Lage vort default ti ¥ Powered © Untrusted
\g &72;2 smﬁz ¢ B ree Protoce : 7de::\1 : :::::h:: ¥ P::::d ] U:t:zt:d
O @porta Static eggggr%‘?ﬁree Protee! = _default = quarantine ¥ Powered © Untrusted
(] @zom Static ¢ B ree Protoce =4 7defau\t =4 :uarantine ¥ Powered © Untrusted
0O  @ports Static Sﬁgggﬂggﬁﬁree Froteee! = _default = quarantine ¥ Powered © Untrusted
O @ports Static eggggn'}gaTree foteee = _default = quarantine ¥ Powered © Untrusted
O o7 Static eﬁggg",}gfflﬁee rotoc! =5 _default =5 quarantine ¥ Powered @ Untrusted
O @ports Static eﬁgggﬂggsﬁee roseee = _default = quarantine ¥ Powered © Untrusted
(] @zorm Static ¢ B ree Protoce =4 7defau\t =4 :uarantine ¥ Powered © Untrusted
h 9 ggggn 'jglngree Protocel . ;
O  @portio Static © <panning Tree Protocol 8 -default =2 quarantine ¥ powered @ Untrusted
O @portit
- W tdge Port )
v @port12 Static X = _default % quarantine ¥ Powered © Untrusted
O @portis Static e B e Frtece! =§ _default = quarantine ¥ Powered © Untrusted
O @porti4 Static 9 ggggn'}gﬁﬁee Protecel =5 _default =% quarantine ¥ Powered © Untrusted
O @portis Static eﬁgggﬂggsﬁee Protecel = _default = quarantine ¥ Powered © Untrusted
[m] @zonls Static 9 ﬁgggﬂ,ﬁgsﬁme reseee = 7defau\t £ :uarantine ¥ Powered © Untrusted
O @port17 Static 9 Eggg",lgﬁﬁree Pretecel = _default =2 quarantine ¥ powered @ Untrusted
; 8 gnaaggn '}gslTree Protocol ;
O ®portis Static e | _default = quarantine ¥ Powered @ Untrusted
S
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3. Goto FortiSwitch Manager > Managed FortiSwitches, right-click on a FortiSwitch and select Ports Configuration.
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4. Edit a portto enter the Edit VLAN Assignment pane, and choose the new VDOM in the Export To field.

1% Search.. Q | Edit VLAN Assignment
8 Managed FortiGate (1)
& 4 FortiGate-140E-POE (1) Port Name

& vdl

Access Mode
Native VLAN
Allowed VLANs

Security Policy

Assign Port Policy
x4 _default

Q

& quarantine
10.255.11.1/255 2552550

Click to select

x

1 entry selected

LLDP Profile Pt default-auto-is| -
QoS Policy I3 default -
PoE Status [ s}
DHCP Snooping [e ]
Loop Guard [e ] [N
STP [ o]
Edge Port [ o]
STP BPDU Guard (e ]
STP Root Guard o
Export To Toot -
Advanced Optiond > ‘ ol
v root
vdl

1& Search... Q

FortiSwitch Ports - 5248DF3X17000116

[ oc |
5. After the portis exported, users can edit the port's configuration in the chosen VDOM.

@ Managed FortiGate (1)

@ 4 FortiGate-140E-POE (1)

PoE+

& root
Connected
| + Create New ‘ [ Edit ‘ Tl Delete | | & Refresh Search...
® | Port+ Description = Mode =  Port Policy +  Enabled Features =  Native VLAN ¢  Allowed VLANs ¢+ POE + Device Information + DHCP Snooping +  Transceiver + Neg\u
0O ool 4 vlan20 = Al ¥ Powered
v Oport12 5 vd1-vlan99 ¥ Powered
1& Search.. Q | Edit VLAN Assignment x
@ Managed FortiGate (1)
& + FortiGate-140E-POE (1) Ll partl2
& root Description
4
Native VLAN = vd1-vla
0000/000 v
Allowed VLANs
‘ Q +
X ) 4§ vd1-vlan99
Security Policy ¥ oooo0o00
LLDP Profile = vian20
0.000/0000
QoS Policy
PoE Status [ o]
Advanced Options >
1& Search.. Q | Edit VLAN Assignment x
@ Managed FortiGate (1)
& 4 FortiGate-140E-POE (1) Port Name port12
a root Description
Y
Native VLAN o vlan20 -
Allowed VLANs Q
4 All

FortiManager 7.4.0 New Feat{ités Guide
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QoS Policy

PoE Status

Advanced Options >

Click to select
= default

I3 default
©

1 entry selected
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6. After the settings are configured, the changes can be installed to the FortiGate.

Install Preview of FortiGate-140E-POE

Assigned Devices FortiGate-140E-POE

FortiGate-140E-POE

Search...
1 config vdom
2 edit root
3 config switch-controller managed-switch
edit
config ports
edit "portl2”

unset vlan

set export-to "vdl”

next

end

end
next
edit vdl
config switch-controller managed-switch
edit '

config ports

FortiSwitch replacement procedure can be executed from FortiManager GUI

FortiSwitch replacement procedure can be executed from the FortiManager GUI.

A\,

* Replacing Switches

This information is also available in the FortiManager 7.4 Administration Guide:

To replace a FortiSwitch device from the FortiManager GUI:

1. Go to FortiSwitch Manager > Managed FortiSwitches.

2. Deauthorize the FortiSwitch that will be replaced, and refresh the FortiSwitch list. The FortiSwitch will display with

the status Unauthorized.

£23 FMG-VM64. = & Install Wizard

@ Dashboard

5 Search. Q Status
™ —
a5 Device Manager > | @Managed FortiGate (4) W Online o
B Policy & Objects B+ forticote 200E () mOffine o
S VPN Manager > BUnauthorized @
Totl Totl
@ AP Manager >

€

8 FortiSwitch Manager v
Managed FortiSwitches

FortiSwitch Templates

[+ Create New~ | [ Delete] [ @ Authorize | [ @ Deauthorize ] [ & Uprade | [ #& Assign Template ] [ § More

Platform

W FortiSwitch-424D @
W FortiSwitch-124D @

> @+ N1~ adminv

© Show Charts v Search..

RAERTEIADE [  FortiSwitch Name & Serial Number & Platform + Status Template FortiLink ¢ | FortiGate + Connecting From ¢ | OS Version +

FortiLink Settings o x FortiSwitch-424D @ Online fortilink 4+ FortiGate-200E[root] 10.255.1.2 $424DN-v7.0.3-build058,2111%
VDOM Settings o x FortiSwitch-124D @ Online fortilink 4 FortiGate-200E[root] 10.255.1.4 S$124DN-v6.0.4-build064,19051
Port Policies o x FortiSwitch-124D @ Online fortilnk 4 FortiGate-200E[root] 10255.1.5 5124DN-v6.0.4-build064,19051
LLDP Profiles o x FortiSwitch-424D @ Offline fortilink 4 FortiGate-200E[root] 10.255.1.3 5424DN-v7.0.5-build086,22072
QoS v Xreplace-sw 000200 fortilink 4 FortiGate-200E[root]

FortiSwitch-424D sw-template

Custom Commands
ACL Assignment
B Extender Manager
@ Fabric View
© FortiGuard

£ System Settings

FortiManager 7.4.0 New Features Guide
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3. Right-click on the FortiSwitch and select Replace.

@ Dashboard E |EE Q Status Platform
& Device Manager > . e
=
B poier 8Ot , (@ Managed FortiGate (4) B Online [:) W FortiSwitch-424D @
¥ & b 4+ FortiGate-200E (4) [ Offline o @ FortiSwitch-124D @
S VPN Manager > 5 BUnauthorized @ 5
Total Total
@ AP Manager >
B Fo h Manager v

Managed FortiSwitches

FortiSwitch Templates [+ Create New~ @ Delete ] [ @ Authorize ] [ @ Deauthorize | [ & Upgrade | [ #5 Assign Template | [ § More | Search...
RAERTENIADE [ | FortiSwitch Name & Serial Number & Platform + Status & Template + FortiLink + | FortiGate + Connecting From & | OS Version & n
FortiLink Settings o x FortiSwitch-424D @ Online fortilink 4 FortiGate-200E[root] | 10.255.1.2 $424DN-v7.0.3-build058,2111
UpERMCEHD o x FortiSwitch-124D @ Online fortilink 4 FortiGate-200Elroot] | 10.255.1.4 S124DN-v6.0.4-build064,1905
Port Policies o x FortiSwitch-124D @ Online fortilink 4 FortiGate-200E[root] 10.255.1.5 S124DN-v6.0.4-build064,1905
LLDP Profiles o x FortiSwitch-424D @ Offline fortilink 4 FortiGate-200E[root]  10.255.1.3 $424DN-v7.0.5-build086,2207.
Qos v Xreplace-sw 000200 FortiSwitch-424D @1 i template rtilink 4 FortiGate-200Eroot]
Custom Commands [ Edit
ACLAssignment i Delete
B Extender Manager > © Authorize
@ Fabric View > © Deauthorize
© FortiGuard >
£ System Settings > & Upgrade
D Restart
& Refresh
© Factory Reset
(B Register

& Diagnostics and Tools
LED Blink >

5 Assign Template
B View Ports

RTINET

4. Enter the new FortiSwitch serial number, and click OK to confirm.

22 FMG-VM64 = & Install Wizard

@ Dashboard IF  search. Q
& Device Manager > tanaged FortiGate (4)

B Policy & Objects >
L VPN Manager >

@ APManager >

E8 FortiSwitch Manager v

Managed FortiSwitches

FortiSwitch Templates
FortiSwitch VLANs

FortiLink Settings

VDOM Settings

Port Policies

LLDP Profiles

QoS

Custom Commands

ACL Assignment
B Extender Manager >
@ Fabric View >
© FortiGuard >
£ System Settings >

After the operation is complete, refresh the FortiSwitch list. The new FortiSwitch serial number will be displayed,

FortiManager 7.4.0 New Features Guide
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Replace FortiSwitch - replace-sw/( 000200) x

New FortiSwitch Serial Number 000201 ®

55



Central Management

and the original switch template is kept.

& Install Wizard

@ Dashboard IF Search... Q Status Platform
& Device Manager > JE
=
ooy & Oect @ Managed FortiGate (4) B Online o W FortiSwitch-424D @
B Policy jects > ¢ FortiGate-200E (4) 5 W Unauthorized (1) 5 B FortiSwitch-124D @
S VPN Manager >
= Total Total
@ AP Manager >
E8 FortiSwitch Manager v

Managed FortiSwitches

FortiSwitch Templates HE B De A ze | [ @ De ze|[ & U e|[#& A

FortiSwitch VLANs

© Show Charts v Search..

O | FortiSwitch Name & Serial Number & Platform + Status Template & FortiLink ¢ | FortiGate + Connecting From & | OS Version +

FortiLink Settings o x FortiSwitch-424D @ Online fortilink 4 FortiGate-200E[root]  10.255.1.2 S424DN-v7.0.3-build058,2111%
UpERMCEHD o x FortiSwitch-124D @ Online fortilink 4 FortiGate-200E[root] 10.255.1.4 S124DN-v6.0.4-build064,19051
Port Policies o x FortiSwitch-124D @ Online fortilink 4 FortiGate-200E[root] 10.255.1.5 S124DN-v6.0.4-build064,19051
LLDP Profiles o x FortiSwitch-424D @ Online fortilink 4 FortiGate-200E[root]  10.255.1.3 S424DN-v7.0.5-build086,2207:
QoS O  Xreplace-sw FortiSwitch-424D @ Unauthorizec fortilink 4 FortiGate-200E[root]

Custom Commands
ACL Assignment
B Extender Manager
@ Fabric View
© FortiGuard

£ System Settings

5. Authorize the FortiSwitch, and the replacement is complete.

& Install Wizard

@ Dashboard IF Search... Q Status Platform
& Device Manager > e
=
ooy & Oect @ Managed FortiGate (5) B Online [:) W FortiSwitch-424D @
B Policy jects > ¢ FortiGate-200E (5) @ Offline (2} B FortiSwitch-124D @
VPN Manager > 5 5
Total Total
@ AP Manager >
E8 FortiSwitch Manager v
<] W De e e

Managed FortiSwitches
FortiSwitch Templates @ E D A 2 |[© De ze|[2 U e| [ A © Show Charts~ - Search...

FortiSwitch VLANs

O | FortiSwitch Name & Serial Number & Platform & Status ¢ Template & FortiLink ¢ | FortiGate + Connecting From & | OS Version +
FortiLink Settings o x FortiSwitch-424D @ Online fortilink 4 FortiGate-200Eroot]  10.255.1.2 $424DN-v7.0.3-build058,211130.
UpERMCEHD o x FortiSwitch-124D @ Online fortilink 4 FortiGate-200E[root] 10.255.1.4 S124DN-v6.0.4-build064,190516.
Port Policies o x FortiSwitch-124D @ Online fortilink 4 FortiGate-200E[root] 10.255.1.5 $124DN-v6.0.4-build064,190516,
LLDP Profiles o x FortiSwitch-424D @ Offline fortilink 4 FortiGate-200E[root]  10.255.1.3 $424DN-v7.0.5-build086,220725.
QoS O Xreplace-sw 000201  FortiSwitch-424D @ Offline ~ sw-template fortilink 4 FortiGate-200E[root]
Custom Commands
ACL Assignment

B Extender Manager

@ Fabric View

© FortiGuard

£ System Settings

Custom commands can be assigned/unassigned at once to multiple managed
FortiSwitches -7.4.1

Ay
‘9' This information is also available in the FortiManager 7.4 Administration Guide:

¢ Creating custom commands

Custom commands can be assigned/unassigned at once to multiple managed FortiSwitches.

To push custom commands to multiple FortiSwitch devices:

1. In Per-Device FortiSwitch management mode, select the FortiSwitch devices to which you want to assign custom
commands. Multiple FortiSwitch devices can be selected at once.
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& Install Wizard

o

Al i °adwu’n o

@ Dashboard IF Search... Q [YERERIR PSS VLAN | Port Policies~ | NAC Policies | LLDP Profiles | QoSv | Custom Commands | ACLAssignment | CLI Configurations O
=
& Device Manager > | mManaged FortiGate (5)
0 j Status Platform
B Policy & Objects & FortiGate- 600E (5)
LS4 VPN Manager > m Online e W FortiSwitch-424D @
@ AP Manager N I FortiSwitch-124D-... @)
5 W Fortiswitch-124D @)
E8 FortiSwitch Manager M Total
Managed FortiSwitches
B Extender Manager >
@ Fabric View >
© FortiGuard R [+ create New~ @ Delete | [ & Authorize | [ ® Deautnorize | [ & Upgrade | Contiguration | [ § Morev © snow Charts v | [ @ List~ | | search..
£ System Settings > FortiSwitch Name & Switch Group + | Serial Number & Platform + Status+ | Fortilink | FortiGate + Connecting From 4 | OS Version + n
v 0 — SO 142 FortiSwitch-424D ©online fortilink 4 FortiGate-600E[root] 10.255.1.2 S424DN-v7.0.5-build086,220725.
% o
L X edt 1110  FortiSwitch-424D ©online fortilink 4 FortiGate-600E[root] 10.255.1.3 S424DN-v7.0.6-build092,230126.
B Delete
v X — 011  FortiSwitch-124D-POE @ Online fortilink 4 FortiGate-600E[root] 10.255.1.4 5124DP-v6.0.4-build064,190516.
&
. X B Authorize 11093 FortiSwitch-424D ©online fortilink12 4 FortiGate-600Elroot] 192.168.12.3 S424DN-v7.0.4-build071,220304,
8 Deauthorize
| [cw— 5006982 FortiSwitch-124D ©oOnline fortilink12 4 FortiGate-600E[root] 192.168.12.2 S124DN-v6.0.3-build052,190122.
B3 Replace
& Upgrade
D Restart
& Refresh
© Factory Reset
[l Register
& Diagnostics and Tools
LED Blink >
B Ports Configuration
i Assign/Unassign Custom Commands
F:RTINET

2. Right-click in the table and select Assign/Unassign Custom Commands from the context menu.

The Assign/Unassign Custom Commands dialog appears.
3. Assign custom commands:

a. Select the Assign tab and choose the custom command from the dropdown list.

b. Click OK.

FMG-VMé4 = &n

Dashboard I Search... Q

>

Device Manager © Managed FortiGate (5)

4 FortiGate-600E (5)

Policy & Objects
VPN Manager

)
L)

AP Manager >

Manager v

Managed FortiSwitches

B Extender Manager >

@ Fabric View >

© FortiGuard >

£ System Settings >
FE:RTINET

FortiManager 7.4.0 New Features Guide
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Action

Custom Commands

Assign/Unassign Custom Commands

Unassign

Click to select

AADOM: root

s G A@o °.V1mm-

Selected 1 (Total: 2)

Q +
Set-STP-Setting
O Crange e sec snarops

VLAN-QA
THEVLAN s or QA

|

Cancel

BoEe
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c. Install the changes to the FortiGate devices.

Install Preview of FortiGate-600E

Assigned Devices 4 FortiGate-600E

FortiGate-600E

Search...

config switch-controller managed-switch
edit " 142

1
2
3 config custom-command
4 edit "VLAN-QA"

5 set command-name "VLAN-QA”
6

7

8

next

end

end
) config switch-controller managed-switch
edit " 110"
config custom-command
edit "VLAN-QA"
set command-name “VLAN-QA™
next

end

4. Unassign custom commands:
a. Selectthe Unassign tab and choose the custom command from the dropdown list.
b. Click OK.

MG-VM64 = & Install Wizard ADOM:mot >~ @~ [ 1~ °adminv

@ Dashboard 5 Search... Q Assign/Unassign Custom Commands x

=
& Device Manager {8 Managed FortiGate (5)

B Policy & Objects

il -+ FortiGate-600E (5)

L VPN Manager >
@ APManager >
E8 FortiSwitch Manager v
B Extender Manager >
@ Fabric View >
© FortiGuard >
£ System Settings >

F:RTINET

FortiManager 7.4.0 New Features Guide
Fortinet Inc.

Action Assign w

Custom Commands

Click to select

Selected 1 (Total: 2)

Q +
[m it

e ©l
Clefsls! ER concel
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c. Install the changes to the FortiGate devices.

Install Preview of FortiGate-600E

Assigned Devices 4 FortiGate-600E

FortiGate-600E

Search...

1 config switch-controller managed-switch

2 edit "

Others

This section lists the new features added to FortiManager for other topics relating to central management:

o FortiManager supports install preview for model devices on page 59
« VPN Monitoring displays IPsec VPN tunnels created by IPsec templates and SD-WAN overlay wizard on page 64
« FortiManager supports CLI diff in the workflow approval sessions on page 67

FortiManager supports install preview for model devices

Ay
‘9' This information is also available in the FortiManager7.4 Administration Guide:

* Installing policy packages and device settings

Use the Install Preview feature in the Install Wizard to preview the configuration that will be applied to a model device.

You can make changes to a model device in Device Manager or to a policy package that is applied to a model device
in Policy and Objects. These changes will be saved to the local database of the model device in FortiManager. To
preview the actual changes that will be applied, Install Preview can be accessed from the Install Wizard.

FortiManager 7.4.0 New Features Guide 59
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To use Install Preview for a model device:

1. Add a model device through Add Device > Add Model Device. Assign a policy package.

Add Device - Provide Model Device Info (1/2)

Add Model Device

Name ‘ fgt-model-device

Link Device By @ Serial Number [ZEE N TICN

Pre-shared Key ‘ .

Use Device Blueprint o
Device Model | FortiGate-vM64

Port Provisioning ‘ 1

Enforce Firmware @ 7.2 (By Defaul)
Add to Device Group o
Add to Folder o
Pre-Run CLI Template o

Assign Policy Package © | model-package-policy

Provisioning Templates +

Metadata Variables Edit Variable Mapping

Copy Device Dashboard Click to select

2. Make changes in Device Manager. In this example, create a VLAN interface.

FMG-VMé4 L i ou & Install Wizard ADOM: demo-install-preview

Dashboard + [ search... Create New Interface x
Devicellanasey & Managed FortiGate (1)
Device & Groups ST Interface Name Vian2
Seripts Alias Name
Provisioning Templates Type 8 VLAN .
Gl e W s VLAN Protocol 802.1AD
Monitors
B Policy &Objects > :::::;c; I? P2 -
L VPN Manager >
@ AP Manager > Ve 2
BB FortiSwitch Manager > fore Undefined -
B Extender Manager > e
@ Fabric View >
© Forticuard Addressing Mode [ Manual v
| Management Extensions 1P/Netrmask |
& System Settings 1Pv6 Addressing Mode DHCP | Delegated
1Pv6 Address/Prefix ‘
Auto Configure IPv6 Address ¢ ]
DHCPV6 Prefix Delegation e
Create Address Object Matching Subnet e
Shaping Profile e
Restrict Access
Administrative Access HTTPS PING ssH
O sNmp HTTP O TELNET
O FMG-Access [ RADIUS Accounting [ Probe Response
OF™M o gﬁr‘un’:cvhzar:?g O Speed Test
1Pv6 Administrative Access 0 HrTes 0O PiNG O ssH

FZERTINET

3. Launch Install Wizard. Select Install Policy Package & Device Settings. Choose the Policy Package and click Next.
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Install Wizard - Choose What to Install (1/4)

@  Install Policy Package & Device Settings

@ Install a selected policy package. Any device specific settings for devices associated with the package will also be installed.

Policy Package model-package-policy

Install Comments

Create ADOM Revision

(o)
Schedule Install o

Q  Install Device Settings (only)

4. Select the target model device and click Next.

Install Wizard - Select Devices to Install (model-package-policy) (2/4)

@ Please select one or more devices to install (Use checkbox or Ctrl or Shift key for multiple selections)

Device Name = 1P Address < | Platform < n

v Dfgt-model-device FortiGate-VM64

5. Click Install Preview.
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Install Wizard - Validate Devices (model-package-policy) (3/4)

Installation Preparation Totak 2/2, @ Success:2, 4 Warning: 0, @Eror: 0 (B Show Details
 Interface Validation
 Policy and Object Validation
 Ready to Install

© Install Preview | [ G Policy Package Diff | Search...

Device Name = Status &

s fet-model-devicelroot] © Copy Only

oo ] I [ o ]

6. In the configuration that is displayed, scroll down to view the new configuration in the system interface table. Use
this preview to verify that the new interface is created and is being installed to the model device correctly.

Install Preview of fgt-model-device

Assigned Devices fgt-model-device (root)

Search...
next
edit "vlan2"
vdom "root”
ip 2.3.4.5 255.255.255.0
allowaccess https ping ssh http
snmp-index 116
interface “port2”
vlanid 2
next
end
config vpn certificate ca
edit "demo-install-preview_CA2"

BEGIN CERTIFICATE
NIIDADCCAeigAnIBAEIgODZCNRU3RKVFMTIGNORFRTyQTYXQUFDOTZBQUUMUUM
DQYIKoZIh Qg THRKL JERMABGALUE
AxMIRMOYAGLUZXQuHNCNM MMz AGMT czMTUANN cNMZMuMZEYMT cZHTUAWFARMRY i
FAYDVQQKEw1G:310a5 1dCBHAGQUMREWDYDVQQDEWhGH3]0aK5 1dDCCAS TWDQY]
KoZThvcHAQEBBOADgGEPADCCAQoCggEBATp3RF IBESFFO0FpZQ20U3peqSy5ulsy
Q2u520T50xFGsefWluytyZ4VLINVZHZpG/ vdc EFX1culi19Te+Lx1+/KhMuhiKkB
+2606g8NF3rnqT6L le+ 1vugSxzVglpZHkxd r+ N1gsFSQFVAQY0RGI2L AL 7peH
7I4hLNogr 1hUESX UN1QPTV/ 17bUymY
2HpOLkNndimEet]7thSm@03bFXLGHP/FNJOChA+ClchKQQCUSEQ72CYHRKa +HCT
71 3xTtbMegDall09232xMazuCkL3Vyo560F3HSuBbXaqTvQus 2FHghPy BUCAWEAASND
72 B/zANBgkghki AQEANXyPBSKCxH++5Z15
73 wvgrShHxSDpq4Vuy TIxDo+RuIVcbiYPQQXZ] 5L GghpDg57wr 6y JD8BQIpwKmIzY /
74 Ng37ypvTInUs6Ey@BCrjCyRyPoUHRY rBREEDGye /RpOcOzuACy +10doQpi IKER

58
59
60,
61
62
63
64,
65
66
67
68
69
70,

7. Connect the FortiGate to FortiManager to initiate autolink and push the configuration changes.
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5 FortiGate- VMé4 = Q >> @~ L~ Oadmin-

Core Network Security Connectors Central Management Settings x

Settings Info

Security Fabric Setup @ Logging & Analytics
Status [SEUEN © Disabled
Role Standalone FortiAnalyzer © Disabled . FR—. —— Coud
Cloudlogging  © Disabled ype IRACESY FortiGate Cloud | FortiManager Clou
Connectionstatus @ Not Managed
& Refresh
fiFi Controller = Retres
% Security Fabric IP/Domainname | 10.2.142.34
g . +
8 LAN Edge Devices
Device Type Device Count ~ Status
B FortiGate o © Allauthorized & registered
Automation 9 FortiAP (o) None configured
Fabric Connectors X FortiSwitch (o) None configured
F FortiExtender (0] None configured

 Identity Center

port
Security Fabric Connectors

E Central Management g Sandbox

Status © Disabled Status © Disabled

R

FRTINET Cancel

8. Verify that the device status is changed to Online.

@ Dashboard - Q

& peyi v
@ Device Manager 8 Managed FortiGate (1)

Devica & Groups 4 fgt-model-device

Connectivity Device Config Sta... Policy Package St.

B ComnectionUp @) B Unknown o M Installed o

Scripts
Provisioning Templates

Firmware Templates

Monitors

& Folicy & Objects > W Edit | | i Delete || 5 C & nstall ~ | [ @ Table View v ] [ § More v © Show Charts || Search..

S VPN Manager >

@ ew O | DeviceName = Config Status + Policy Package Status =  Host Name + 1P Address + Platform + Description + Firmware Version + @
anager >

B Fortsuiteh M s O  4#fgt-model-device @ Unlnown «/ model-package-policy FGVMOBTM22003694  10.2.142.66 FortiGate-VM64 FortiGate 7.2.4,build 1396 (GA) @

ortiSwitch Manager
B Extender Manager >
@ Fabric View >

@ FortiGuard
&8 Management Extensions

£ System Settings

9. From Task Monitor, view the install log to verify the change is being pushed to the device successfully.
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£15 FMGVM64 ADOM: demo-install-preview > @~ eadminv

@ Dashboard View Install Log x
& Device Manager

B Policy & Objects

L VPN Manager

@ AP Manager

E8 FortiSwitch Manager

Starting log (Run on device)

Start installing
FGVMGSTN22003694 § config system interface
FGVM@STH22003694 (interface) § edif

B Extender Manager

@ Fabric View FOVMRETI22003694 (v1an2) § set vdom "root”
@ FortiGuard FOVHOSTI22003694 (v1an2) § set ip 2.3.4.5 255.255.255.0
- ) FovHesTH22003694 (v1sn2) § set all hetps ping ssh http
8 Management Extensions FGVHOBTH22003694 (vlan2) § set 116
& System Settings FovesTH22003654 (vlan2) § st ezt
FovesTH22003654 (vlan2) § st
FGVHBETH22003694 (v1sn2) § next
FoVHoSTI22003694 (interface) § end
=
= e
install Finished
FZRATINET Download Close

Some configurations that originally exist in a real device could significantly impact the
accuracy of the install preview during an autolink operation.

Examples of these configurations include:
¢ Hardware specifications.

¢ Firmware versions and builds.
¢ Overlapping configurations.

VPN Monitoring displays IPsec VPN tunnels created by IPsec templates and SD-
WAN overlay wizard

Al
‘9' This information is also available in the FortiManager 7.4 Administration Guide:

¢ VPN Monitor

VPN Monitoring displays IPSec VPN tunnels created by IPsec Templates and the SD-WAN Overlay Wizard with specific
device icon identification for HUBs and the ability to drilldown to a device group level.

To view IPsec tunnel template information in the VPN Monitor:

1. Go to Device Manager > Monitors > VPN Monitor.
The VPN Monitor displays all IPsec VPN tunnel information created with the VPN Manager, IPsec template, or
created directly on FortiOS.
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2. The map includes the following information:
« Green lines indicate that a tunnel is up.
« When the green lines are animated, there is traffic flowing through the VPN tunnels.

» You can hover your mouse over a green line to view the VPN tunnel name and source port information.

@ Branchl - G |-
e TCHEWAN
e, TR
Seskstoon
Az oNTARIO QuesEc
e Regina
2 Ninnip
" Seattl
178 i £
; RUN: iqi
\ 4 MINNESOT, o IR ohin
o inneapoli Montreal
' - L% 1SCONSIN: i
77 PSHIR
1 A Wz NEW YOR
‘Y
i o S
, SV | e -
p A f ,ﬂ
o u...;o.l#%m ongs A Cipvisiagna
3 ! | I‘ Indianapoke” g
acrame A . ¥t L Louis )
NG Brre /7 7R o
pncisco 2 00
P e KENTUCK! RGINI
4 . jashvill
Branch1 (HUB1-VPN1) [port2] [ OKLAHOMA NESSEE. (@&‘mn‘
HUB1 (VPN1_0) [port2] NsAs 2 s Charlotte
lanta. S0UTH.
; ; ) R~ CAROLIN:
. allas "
~ oY, X
Austin 4 I
“‘ o Louisia +
> San Antonio Orlan
P 2 -
¢/ coanuiLa Tamy
AR FLoD

« Red lines indicate that a tunnel is down.
« HUB device(s) are identified with a star icon.
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3. Toview asingle device's IPsec VPN tunnel information, change All to Others in the toolbar menu, and select a

device from the dropdown.
[GT]

B! [StBle

|
#Hus2 B

4. Toview adevice group's IPsec VPN tunnel information, change All to Others in the toolbar menu, and select a
device group from the dropdown.

- e

Guatemala
Nicaragua
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5. Toview IPsec VPN tunnel information in a table, select the Show Table option from the toolbar and the table will be
displayed under the map.
o

Remote Gateway

Uptime

P2 Name

+up
+up
¥ Down
¥ Down
+up
+up
¥ Down
¥ Down

FortiManager supports CLI diff in the workflow approval sessions

Branch1root]
Branchiroot]
Branchiroot]
Branchiroot]
Branch2root]
Branch2root]
Branch2root]
Branch2root]

HUB1-VPN1
HUB1-VPN2
HUB2-VPN1
HUB2-VPN2
HUB1-VPN1
HUB1-VPN2
HUB2-VPN1
HUB2-VPN2

automatic
automatic
automatic
automatic
automatic
automatic
automatic

automatic

101.8.71.21
10287121
101.8.71.22
10287122
101.8.71.21
10287121
101.8.71.22
102.8.71.22

02h 07m 56s
01m 53

4s

4s

02h07m 07s
02h07m 07s
2s

2s

4HUB1-VPN1
4HUB1-VPN2
FHUB2-VPN1
FHUB2-VPN2
4HUB1-VPN1
4HUB1-VPN2
FHUB2-VPN1
FHUB2-VPN2

\y

This information is also available in the FortiManager 7.4 Administration Guide:
¢ View session diff

FortiManager supports CLI diff in the workflow approval sessions.

To view the CLI diff in workflow approvals:

1. In Workflow mode, create a session and make some changes.
2. Save the changes, and click View Diff.

The Revision Diffs dialog includes the new CL/ Diff option.
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I ~

Revision Diffs Between 1 and 2

Global Policy -
Have no difference on global policy package.
Policy Package - changed (1)
Policy Package Install On User Update Time Change Summary
default admin 2023-04-21 13:43:04 changed [Details] [CLI Diff]

ADOM Level Object - added (2) [Details] [CLI Diff]

Category User Update Time Change Summary
firewall address admin 2023-04-21 13:43:57 added (1)
webfilter profile admin 2023-04-21 13:44:42 added (1)

W s

S ‘/

« Click View Details to see details of the change and if entries are new changes or modifying existing changes.

Revision Diffs Between 1 and 2

Summary default %

firewall policy - added (1) changed (1)

# PolicylD Name From To Source Destination Schedule Service Users Action Log Status Security Profiles Policy Section Install On Others
"default”, wuid:
"default”, )
test-1- g n o o | d3dab308-
Changed R change] portly il allt “always" "ALL" (V] o O .dd?uw' o e084-51ed-
any'  “any" 'no-inspection
test-1 "default” 061b-
R f386bf1a9bf
"no-inspection”
uuid:
add "default", 1d070c48-
Added [KEK] ) "any"  "any" “all" all" "always" "ALL" (-] Q O "default", "no- e085-51ed-
policy . .
inspection” 401f-
be7e9c74d4

oenicad _
‘/

«

« Click CLI Diff to see more specific configuration changes in the CLI.
CLI Diff

‘ Search...

1 config firewall policy

2 edit 1

3 set srcintf "portl"

4 set dstintf "port1l8"

5 set utm-status enable

6 set av-profile "default"

7 set webfilter-profile "default"
2 set name "test-1-change"

9 next

10 edit 3

11 set name "add-policy"

12 set uuid 1d@78c48-e@85-5led-401F-6e7e9¢74d4e8
13 set action accept

14 set srcintf "any"

15 set dstintf "any"

16 set nat enable

17 set srcaddr "all"

Close
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Internet Service database update occurs only if specific policy objects require a
FortiGuard update -7.4.1

Al
‘9' This information is also available in the FortiManager 7.4 Administration Guide:
- ¢ Adding offline model devices

ZTP process has been optimized with Internet Service database update occurring only if specific objects used in the
policy require a FortiGuard update.

To see when an ISDB update will be performed:

1. On FortiManager, go to the Device Manager and add a model device.

Add Device - Provide Model Device Info (1/2) M x

Add Model Device

Name test-device-1

Link Device By €@ CEUEINT L I Pre-shared Key

Serial Number

Use Device Blueprint (e ]

Device Model FortiGate-VMé4 -
Port Provisioning 1 -
Enforce Firmware O 74 (By Default)

Add to Device Group o

Add to Folder o

Pre-Run CLI Template o

Assign Policy Package @  default X v
Provisioning Templates +

Metadata Variables Edit Variable Mapping

Copy Device Dashboard Click to select v

2. Assign a Policy Package to the device.
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3. Enable Central Management from the FortiManager in the FortiGate GUI.

Sect

Core Network Security Connectors

Status

Central Management Settings

'//9 Security Fabric Setup © Disabled

Status
Role  Standalone Type FortiGate Cloud | FortiManager Cloud
Connectionstatus @ Not Managed
& Refresh
Mode | Normal 2R

1P/Domainname |

¥
LAN Edge Devices

Device Type Device Count

BB FortiGate (1)

9 FortiAP (0]
X FortiSwitch (0]
(o}

 FortiExtender

urity Fabric Connectors

E Central Management

© Disabled

4. Following the device auto-link process, when the configuration is pushed to FortiGate, FortiManager determines if

an ISDB update

is required:

« ISDB update not required:
« Ifthere is no Internet Service used in the Policy Package, there will be no ISDB update performed.

« Ifthe Internet Service used in the Policy Package is the same version or an older version than the version
on the FortiGate, there will be no ISDB update performed.

@ Dashboard

32 Device Manager
B Policy & Objects
Li VPN Manager
@ APManager

B FortiSwitch Manager

Extender Manager

@ Fabric View

© FortiGuard

5 System Settings
ADOMs
Administrators

Admin Profiles

Remote Authentication S...

SAMLSSO
Settings
HA

Network

Task Monitor

Event Logs
Certificates

Advanced

View Progress Report

>
>
>
> 0%
> 15%
>

25%
>

35%
>

100%

« ISDB update required:

« Ifthe Internet Service used in the Policy Package is newer than the ISDB version on the FortiGate, an
ISDB update is performed during the Push config to device process following auto-linking.

@ Dashboard
B Device Manager
B Policy & Objects
L VPN Manager
B APManager

E8 FortiSwitch Manager

B Extender Manager

B Fabric View

© FortiGuard

£ System Settings
ADOMs
Administrators

Admin Profiles

Remote Authentication S...

SAMLSSO
Settings
HA

Network

Task Monitor

Event Logs
Certificates

Advanced

FortiManager 7.4.0 New
Fortinet Inc.

Name
test?
test7
test7

test?

Cvvvyvvov vy

test7
test7
test?
test7

test7

Features Guide

Progress % ¢ Name &

test-device-1
test-device-1
test-device-1
test-device-1

test-device-1

View Progress Report

Progress % + | Time Used =

0%
5%
10%
15%
25%
35%
80%
90%
100%

Status + a

start to install dev (test-device-1)

init state: start to get pre-checksum

get pre-checksum state: start get diff chkout=0)
No cmds to be installed

install and save finished status=0K

Search

Status = a

start to install dev (test7)

FGT ISDB version(0.0) s older than required(7.3229), start t...
1SDB on device test7 no need to update, current version: 7.
init state: start to get pre-checksum

get pre-checksum state: start get diff (chkout=0)

script done state: start to FGFM install

fgfm install state: prepare to post-checksum

post-checksum state: start verification

install and save finished status=OK
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Policy and Obijects

This section lists the new features added to FortiManager for policy and objects:

» Policy on page 71

Policy

This section lists the new features added to FortiManager for policies:

« Install preview support for partial install on page 71

» Policy Package installation added link to the progress report page for installation errors on page 78

o Support for loT Virtual Patching in NAC policies using pre-built severity filters on page 82

» Policy deletion warning message improved with selected policy number and name reference 7.4.1 on page 83
» Enable option for persistent policy hit-count on ADOM database 7.4.1 on page 84

« Partial install pushes only the instructed configuration (JSON API) 7.4.1 on page 85

 Policy partial install supports policy reorder/move operation (JSON API) 7.4.1 on page 87

Install preview support for partial install

Al
‘Q' This information is also available in the FortiManager7.4 Administration Guide:

« Installing objects

When the partial install feature is enabled, Install Preview can be used to view the configuration changes that will be
made before a partial install.

To preview a partial install:

1. Inthe FortiManager CLI, enable partial install:

config system global
set partial-install enable
end

2. Create an address al.
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Create New Firewall Address
Name al
Color B
Type Subnet -
IP/Netmask @ 1.1.1.1/34 Q. Resolve from name
Interface [ any v
Static Route Configuration (@ ]
Comments
%
Add To Groups
Click to select
Advanced Options >
Per-Device Mapping >
Revision
Change Note” d
“
1/1023
Revision History
Y Revert Bd View Diff Search...
[ | Revision # Changed by Date/Time Entry Key Entry name Action Change Note u
No record found.
0

3. Use this address in a policy.
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Create New Firewall Policy

D
Name €

Incoming Interface

Outgoing Interface

Source

Negate Source
IP/MAC Based Access Control €9

Destination

Negate Destination

Service

Schedule

Action

Disclaimer Options

Block Notification

Logging Options

Log Violation Traffic

Advanced

WCCP

Exempt from Captive Portal

Comments

Advanced Options >

Revision

FortiManager 7.4.0 New Features Guide

Fortinet Inc.

5 |

£ any x
+

2 any x
+

Eal x
+

@
+

g al x
+=

o

W ALL x
+

always x
+=

v Accept Deny =R

)
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4. Install the policy to a FortiGate.
5. Modify the a1 address.

Edit Firewall Address x
Name al
Color 4 |
Type Subnet -
IP/Netmask | @, 1.1.1.2)/255.255.255.255 Q Resolve from name
Interface [ any -

Static Route Configuration (@ ]

Comments

Add To Groups

Click to select

Advanced Options >

Per-Device Mapping >

Revision

Change Note”

e

0/1023
Revision History
D Revert | | Gd View Diff Search...
[0 | Revision # Changed by Date/Time Action Change Note u
o 1 admin 2023-02-09 11:10:05 Create d
1

6. Rightclick a1 and select Install Object(s).
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+ Create New v | | [ Edit || il Delete More v @ View v | | Search,

@  Name:

Type = Details + Interface Comments + Created Time + Last Modified Revision History = 3

O #none Firewall Address 1P/Netmask: 0.0.0.0/255.255.255.255 any admin / 2023-02-08 18:03:30
O @ loginmicrosoftoniinecom Firewall Address. FQDN:foginmicrosoftonline.com any admin / 2023-02-08 18:03:30
O | & loginmicrosoftcom Firewall Address. FQDNoginmicrosoft.com any admin / 2023-02-08 18:03:30
O | & loginwindowsnnet Firewall Address FQDN:loginwindows.net any admin / 2023-02-08 18:03:30
O @emailcom Firewall Address FQDN:gmail.com any admin / 2023-02-08 18:03:30
O @ widcard google.com Firewall Address FQDN:" google.com any admin / 2023-02-08 18:03:30
O @ wildcard dropbox.com Firewall Address FQDN:" dropbox.com any admin / 2023-02-08 18:03:30
O | @ SSLVPN_TUNNEL ADDR1 Firewall Address IP Range: 10.212.134.200-10.212.134.210 any admin / 2023-02-08 18:03:30
o =al Firewall Address IP/Netmask: 0.0.0.0/0.0.0.0 any admin / 2023-02-08 18:03:30
O | S FIREWALL AUTH_PORTAL ADDRESS Firewall Address. 1P/Netmask: 00.0.0/0.0.0.0 any admin / 2023-02-08 18:03:30
O FABRIC DEVICE Firewall Address 1P/Netmask: 00.0.0/0.0.0.0 any 1Pva addresses of Fabric Devi admin / 2023-02-08 18:03:30
O | & metadata-server Firewall Address 1P/Netmask: 169.254.169.254/255.255.255.255 any admin / 2023-02-08 18:03:30
O  =RFC1918-10 Firewall Address 1P/Netmask: 10.0.0.0/255.0.0.0 any admin / 2023-02-08 18:03:30
O  BRFC1918-172 Firewall Address. 1P/Netmask: 172.16.0.0/255.240.00 any admin / 2023-02-08 18:03:30
O  BRFC1918-192 Firewall Address 1P/Netmask: 192.168.0.0/255.255.0.0 any admin / 2023-02-08 18:03:30
v mat G i da 1P/Netmask: 1.1.1 any admin / 2023-02:09 11:1005 admin/2023-02-09 11:38:07 2
O =Gsute BDelete ddress Group o ““"'“ ) admin / 2023-02-08 18:03:30

Qwhere Used

A Grouping loginmicrosoftonline.com

O Micosoft Officed 1oy Opect(s)

B Promote to Global

ddress Group

microsoft.com admin / 2023-02-08 18:03:30
login.windows.net

O  =mRFC1918-GRP

Group Members

RFC1918-10
ddress Group RFC1918-172 admin / 2023-02-08 18:03:30
RFC1918-192

) IPv6 Address @

O | B SSLVPN_TUNNEL IPv6_ADDR1 1Pv6 Address 1Pv6 Subnet: fdfffff:/120 admin / 2023-02-08 18:03:30
o ol 1Pv6 Address 1PV6 Subnet: :/0 admin / 2023-02-08 18:03:30
O &none 1Pv6 Address 1PV Subnet: /128 admin / 2023-02-08 18:03:30

) 1Pv6 Address Group @
/6 Address Template @

) Proxy Address @
O = IPvé-address
O @ IPvd-address
] Proxy Address Group @

Proxy Address Host Regex Match: A\[(([0-9a-fl(0.41)(17)[0-9a-FI(L4INI$ admin / 2023-02-08 18:03:30

Proxy Address Host Regex Match: 4([0-9)|[1-9)(0-9]/1(0-91(2}[2(0-4](0-9]|25(0-5])\.([0-91|[1-91(0-9]|1[¢ (0-4](0-9)125(¢ admin / 2023-02-08 18:03:30

7. Select the installation target and click Install Preview.
8. The install preview displays the pending configuration changes.

A\,

If you attempt to install an object that is not used in a policy, the device list displays No record
found.
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If you attempt to install an object with invalid configuration, Install Preview displays the
configuration errors.

Install Preview - FGVM02Q105060027 (root) x

Search... Q| * ¥

1 Fopy device global objects

3 Copy objects for vdom root

5 Copy device global objects

(N ) 2 Vdom copy failed:
‘q' 9 error 131 - datasrc invalid. detail: copy datasrc failed, attr [associated-interface] value[a]
-— o
- ;
17 Copy objects for vdom root
12 “dynamic interface”, “a", i1d=102, INVALID MAPPING - (null)
14 "firewall address"™, "a2", id=4442, INVALID MAPPING - datasrc invalid. detail: copy datasrc fai

In Install Preview, metadata variables used in objects display the real value.

Install Preview - FGVM02Q1050460028 (root)

Search... Q + ¥

1 Icom‘ig vdom

2 edit root

3 config firewall address
4 edit “a2"

‘\ ! l' 5 set uuid 7fla7cBe-adbc-5led-aefb-9e7c5acdsbeT
5 set subnet 1.2.2.2 255.255.255.255
q 7 next
- 8 end
end
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Administrators with a restricted profile can use Install Preview for partial installs.

Install Preview - FGVM02Q105060028 (root)

Search... Q

1 |con'Fig wvdom
2 edit root
3 config webfilter profile
4 edit "webl”
5 config ftgd-wf
6 config filters
7 edit 1
8 set action warning
9 next
18 edit 2
11 set category 2
12 set action warning
13 next
1 edit 3
set category 7
16 set action warning
1 next
18 edit 4
19 set category &
20 set action warning
21 next
22 edit 5
A ! Y 23 set category 9

S L4 o
24 set action warning
i 25 next
-—
-

26 edit 6
2 set category 11
28 set action warning
29 next
30 edit 7
31 set category 13
32 set action warning
3 next
edit 8
set category 14
36 set action warning
3 next
38 edit 9
39 set category 15
40 set action warning
- next
42 edit 19
43 set category 16
44 set action warning
45 next
46 edit 11
4 set category 26
48 set action block
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Policy Package installation added link to the progress report page for installation
errors

Ay
‘Q' This information is also available in the FortiManager7.4 Administration Guide:
- * Installing policy packages and device settings

When there is an error in policy and settings validation, you can view the progress report to see the specific error that
occured.

To view the progress report in the case of an install error:

1. Create a metadata variable m1 with a default value of 1.

Edit Metadata Variables x

Name m1

Description |

Default Value 1

Per-Device Mapping >

Revision

Change Note*

2

0/1023
Revision History
9 Revert | | Gd View Diff Search...
O Revision # Changed by Date/Time Action Change Note u
o 1 admin 2023-02-08 17:01:45 Create d
1

2. Create an address a1 using the new metadata variable m1 in it and bind the address to portA.
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Edit Firewall Address

Name ‘ all

Color 4|

Type Subnet -
IP/Netmask @, $(m1).1.1.1 255.255.255.0 Q Resolve from name
Interface [ portA -

Static Route Configuration (e ]

Comments

Add To Groups

Click to select

Advanced Options >

Per-Device Mapping >

Revision

Change Note™

3. Create a policy with Source set to a1 and Incoming Interface set to portA.
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Edit Firewall Policy

ID 1
Name ©@ |
Incoming Interface [ portA
B
Qutgoing Interface [ any
+
Source Hal
+
Negate Source (@ }
IP/MAC Based Access Control € ER
Destination = all
L
Negate Destination (e ]
Service 1 ALL
+
Schedule e always
+

Action v Accept & IPSEC

Disclaimer Options

Block Notification (@ ]

Logging Options

4. Launch Install Wizard. Select Install Policy Package & Device Settings and continue to the validation step.
The Install Wizard displays an error message.
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Install Wizard - Policy Package and Device Settings (default) (3/4) M x

€) Task finished with errors.

Installation Preparation Total: 2/2, @ Success: 1, £ Warning: 0, @Error: 1 @ Show Details

& View Progress Report Search...
#<  Name= Time Used = Status = E
1 FGVM02Q105060028(copy] - root <1s Aborted due to previous error
1/2
€ Interface Validation
The following ADOM interfaces have no mapping. All ADOM interfaces should be mapped before continue with installation.
Search...
[0 | Device Name = Unmapped Interface <= Device Interface = E
O FGVYM02Q105060028(root) portA Click to select -
1

5. Inthe error message, click on errors.
The progress report displays with the error lines highlighted.

View Progress Report M x
Search...
Name + Progress % ~ | Time Used + Status ~ n
FGVYM02Q105060028[copy] 1% <1s Start copying policy to devdb, device(FGYM02Q105...
FGVYM02Q105060028(copy] 1% <1s validation error on firewall policy 1, by dynamic interf...
FGVYM02Q105060028(copy] 50% <1s vdom copy error: entry not exist. detail: Dynamic inte...
FGVYM02Q105060028[copy] 100% <1s Copy rollbacked, due to error
FGVM02Q105060028[copy] 100% <1s Aborted due to previous error
ﬂ Triple-click on a Status message to copy it and paste it to another document to read the full

I message.
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Support for loT Virtual Patching in NAC policies using pre-built severity filters

FortiManager includes support for 0T Virtual Patching in NAC policies using pre-built severity filters.

A\,

This information is also available in the FortiManager 7.4 Administration Guide:
¢ Create anew NAC policy

To use loT Virtual Patching in a NAC policy:

1. Goto Policy & Objects > Policy Packages, and create a new NAC Policy.
2. Inthe policy settings, select the Vulnerability category, then specify the Severity value (0 = Info, 1 =Low, 2=

Medium, 3 = High, 4 = Critical).

v &installWizard v @ ADOM Revisions  ## Tools +

422 FMG-VM64 = B PolicyP
@ Dashboard 5 Search. Q
2 Device Manager
B Policy & Objects Firewall Policy

okcy,Packsees Authentication Rules
NAC Policy

Installation Targets

> | @ FortiGate-600E

Normalized Interface

Firewall Objects

Security Profiles CLI Configurations

User & Authentication O3 default
Security Fabric
Advanced

L VPN Manager

@ APManager

8 FortiSwitch Manager

B Extender Manager

@ Fabric View

© FortiGuard

£ System Settings

FiERATINET
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Edit NAC Policy

Name @

Status

FortiLink Interface
FortiSwitch Groups

Description

Device Patterns

Category

Severity

Switch Controller Action

Assign VLAN

Bounce Port

Assign device to dynamic
address @

Wireless Controller Action

Assign VLAN

Advanced Options >

dd

= 2 isave

Q fortiink

P soecity

Device | User | EMS Tag [AILEEITSY

3
4

[C]

Bl

82


https://docs.fortinet.com/document/fortimanager/7.4.0/administration-guide/472134/create-a-new-nac-policy

Policy and Objects

3. Save your changes to the policy. After the changes are made, you can deploy the changes to FortiGate.

Install Preview of FortiGate-600E

Assigned Devices 4 FortiGate-600E

FortiGate-600E

Search...

[ config user nac-policy
b edit "afd”

set switch-fortilink "fortilink”
b set category vulnerability

severi

Policy deletion warning message improved with selected policy number and name
reference -7.4.1

Al
‘Q' This information is also available in the FortiManager 7.4 Administration Guide:

» Editing policies

In FortiManager, the policy deletion warning message is improved with the selected policy number and name reference.

To view the confirmation when deleting a policy:

1. Go to Policy & Objects > Policy Packages.
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2. Select a policy, and click Delete in the toolbar.
The Confirm Deletion pane displays information about the policies that will be deleted.

&2 frm06-nms-pvmg-fm02 H licy ge v & Install Wizard v @ ADOM Revisions % Tools v ADOM: ta-adom > @~ eadminv

@ Dashboard 5 Search.. Q

® Device Manager >

Confirm Deletion x

B & default

B Policy & Objects Ml @6 tsj-package

FolicyPacioges Firewall Header Policy

A Are you sure you want to delete the selected (3) entries ?
1 (taj-policy),
2 test),
3

Normalized Interface Firewall Policy
Firewall Objects Firewall Footer Policy
Security Profiles Installation Targets
User & Authentication CLI Configurations
Security Fabric B taj-folder
Advanced

L VPN Manager

@ APManager

8 FortiSwitch Manager

B Extender Manager

@ Fabric View

@ FortiGuard

£ System Settings

FiERATINET

Enable option for persistent policy hit-count on ADOM database -7.4.1

Ay
‘9' This information is also available in the FortiManager 7.4 Administration Guide:

¢ Policy hit count

In FortiManager 7.4.1, you can enable an option for a persistent policy hit-count on the ADOM database.

To save Last Used values on FortiManager:

1. Inthe FortiManager CLI, enter the following command to enable save-last-hit-in-adomdb.
config system global
set save-last-hit-in-adomdb enable
end
2. Enter the following command to view the "Last Used" timestamp value in the CLI.
exe fmpolicy print-adom-package <adom> <packageName> <policy-id>

3. Goto Policy & Objects > Policy Packages, and enable the Last Used column in Column Settings.

4. Inthe Tools dropdown, select Refresh Hit Counts.
In the following example, if the policy id 1002 hit count information (Hit Count/Packets/First Used/Last Used) are
reset on the FortiGate side, 1002's "Last Used" value (2023/06/19 11:32)will not be cleared on FortiManager.
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@ Dashboard

Q

] Section - | [ @ Policy Lookup | [ & Collapse Al

® View Mode

2 Device Manager > - . -
O & default o ¢ D From To Action Hit Count [] Packets First Used Last Used Created Time Last
B Policy & Objects
O & testhitcount. o 1 [ port1 [ loopback002 + Accept o 0 2023/06/19 11:32 || admin / 2023-06-14 16:30:19 admin A
02 Toort Dloosbadcts  + Accept 2 “ 2022/06/1 1548 _|2020/06/19 1132 | admin /2025.06-14 163045 adin
R ERE Dport1 [Jloopback003 v Accept 2 4 2023/06/1313:48 | 2023/06/19 11:32 | admin / 2023-06-14 16:30:19 admin
O 4 Dport1 [loopbacko03 v Accept 2 14 2023/06/1313:48 |2023/06/19 11:32 | admin / 2023-06-14 16:30:19 admin
Firewall Objects o s [Iortt [lloopbacko0d v Accept 1 2 2023/06/1911:32 [2023/06/19 11:32 | admin / 2023-06-14 16:30:19 admin
SaniyFalles o s D portt [ loopbackood  Accept 1 7 2023/06/19 11:32 |[2023/06/19 11:32 | admin / 2023-06-14 16:30:19 admin
User & Authentication o7 Dport1 [Jloopback00s v Accept 3 2023/05/3123:15 |2023/06/19 11:32 | admin / 2023-06-14 16:30:19 admin
Security Fabric o s Cdportt [ loopback00s.  Accept 3 21 2023/05/31 23:15  |2023/06/19 11:32 | admin / 2023-06-14 16:30:19 admin
[ERE Dport1 [Jloopbacko0s v Accept 3 2023/05/3123:15 |2023/06/19 11:32 | admin / 2023-06-14 16:30:19 admin
Advanced O 10 Dport1 [lloopbacko0s v Accept 3 2 2023/05/3123:15 |2023/06/19 11:32 | admin / 2023-06-14 16:30:19 admin
&4 VPN Manager > O 1 [ port1 [ loopback007  Accept 3 6 2023/05/3123:15 |2023/06/19 11:32 | admin / 2023-06-14 16:30:19 admin
@ AP Manager > O 12 Dport1 [loopbacko07 v Accept 3 2 2023/05/3123:15 |2023/06/19 11:32 | admin / 2023-06-14 16:30:19 admin
BB Fortiswitch Manager R O 1 Dport1 [Jloopback008 v Accept 3 6 2023/05/3123:15 |2023/06/19 11:32 | admin / 2023-06-14 16:30:19 admin
0 14 Dport1 [Jloopbacko0s v Accept 3 2 2023/05/3123:15 |2023/06/19 11:32 | admin / 2023-06-14 16:30:19 admin
B Extender Manager > SRS [Iortt [lloopback00y v Accept 3 6 2023/05/3123:15  [2023/06/19 11:32 | admin / 2023-06-14 16:30:19 admin
@ Fabric View > o 16 D portt [lloopbackoos | v Accept 3 21 2023/05/3123:15 [2023/06/19 11:32 | admin / 2023-06-14 16:30:19 admin
© FortiGuard > 0 17 Dport1 [Jloopback010 v Accept 3 6 2023/05/3123:15 |2023/06/19 11:32 | admin / 2023-06-14 16:30:19 admin «
& System Settings N 0 18 Dport1 [loopbacko10 v Accept 3 2 2023/05/3123:15 |2023/06/19 11:32 | admin / 2023-06-14 16:30:19 admin
[ERED) Dport1 [Jloopbacko1l v Accept 3 6 2023/05/3123:15 |2023/06/19 11:32 | admin / 2023-06-14 16:30:19 admin
0 2 Dport1 [lloopbacko1l v Accept 3 2 2023/05/3123:15 |2023/06/19 11:32 | admin / 2023-06-14 16:30:19 admin
[ERET) Dport1 [Jloopbacko12 v Accept 3 6 2023/05/3123:15 |2023/06/19 11:32 | admin / 2023-06-14 16:30:19 admin
O 2 Dport1 [loopbacko12 v Accept 3 2 2023/05/3123:15 |2023/06/19 11:32 | admin / 2023-06-14 16:30:19 admin
O 2 Dport1 [Jloopbacko13 v Accept 3 6 2023/05/3123:15 |2023/06/19 11:32 | admin / 2023-06-14 16:30:19 admin
[mRE) Dport1 [loopbacko1d v Accept 3 2 2023/05/3123:15 |2023/06/19 11:32 | admin / 2023-06-14 16:30:19 admin
o 2 Dport1 [Jloopbacko1d v Accept 3 6 2023/05/3123:15 |2023/06/19 11:32 | admin / 2023-06-14 16:30:19 admin
0 2 Dport1 [loopbacko1d v Accept 3 2 2023/05/3123:15 |2023/06/19 11:32 | admin / 2023-06-14 16:30:19 admin
o 2z Dport1 [Jloopbacko1s v Accept 3 6 2023/05/3123:15 |2023/06/19 11:32 | admin / 2023-06-14 16:30:19 admin
0 28 Dport1 [loopbacko15 v Accept 3 2 2023/05/3123:15 |2023/06/19 11:32 | admin / 2023-06-14 16:30:19 admin
o 2 Dport1 [Jloopbacko16 v Accept 3 6 2023/05/3123:15 |2023/06/19 11:32 | admin / 2023-06-14 16:30:20 admin
[mRED Dport1 [loopbacko16 v Accept 3 2 2023/05/3123:15 |2023/06/19 11:32 | admin / 2023-06-14 16:30:20 admin
[SREN Dport1 [Jloopbacko17 v Accept 3 6 2023/05/3123:15 |2023/06/19 11:32 | admin / 2023-06-14 16:30:20 admin
[mRE) Dport1 [loopbacko17 v Accept 3 2 2023/05/3123:15 |2023/06/19 11:32 | admin / 2023-06-14 16:30:20 admin
[ERES) Dport1 [Jloopbacko18 v Accept 3 6 2023/05/3123:15 |2023/06/19 11:32 | admin / 2023-06-14 16:30:20 admin
0 34 D port1 [ loopback018 + Accept 3 21 2023/05/3123:15  2023/06/19 11:32 | admin / 2023-06-14 16:30:20 admin
0 3 D port [loopbackd1s v/ Accept 3 3 2023/05/3123:15 |2023/06/19 11:32 | admin / 2023-06-14 16:30:20 admin
0 36 D port1 [ loopback019 + Accept 3 21 2023/05/3123:15  2023/06/19 11:32 | admin / 2023-06-14 16:30:20 admin
[SRES Dport1 [Jloopback020 v Accept 3 6 2023/05/3123:15 |2023/06/19 11:32 | admin / 2023-06-14 16:30:20 admin

The next time Refresh Hit Counts is clicked, if a non-blank value is received as the new "Last Used" timestamp that
is more recent than the stored value (2023/06/19 11:32),itwill be updated and displayed.

Partial install pushes only the instructed configuration (JSON API) -7.4.1

FortiManager 7.4.1 supports partial installs to push only the instructed configuration (using JSON API) without other
pending changes on the device database to better address the role separation between different admin types.

Example of a partial install using JSON API

1. Make changes to the managed device. In this example, two changes are made:
a. Change the device Idle Timeout setting:

i. Go to Device Manager > Device & Groups and edit a managed device.

In System Settings, change the device Idle Timeout setting to 471.

BY1-FDN-FMG_197 = @AddDevice v &3 Device Group v Install Wizard ADOM:root > @~

@ Dashboard IF  Search... Q  Dashboardv | § | Networkv ESYCHNSSIEIE Log & Reportv | § v Ol
om 5
e DV N ee ¥ @ Managed FortiGate (2) Settings

Device & Groups

Scripts o ek Administration Settings

Provisioning Templates o policyt

Firmware Templates HTTP Port 80

Monitors Redirect to HTTPS ©
B Policy & Objects > HTTPS Port 443
i VPN Manager > HTTPS Server Certificate Fortinet_GUI_Server -
AP Manager > SSH Port 22
FortiSwitch Manager > Enable SSH v1 Compatibility (e )
Extender Manager > Idle Timeout 471 4 | Minutes(1-
[@ Fabric View > 480)
® FortiGuard > Enable SCP o
£ System Settings > Switch Controller o

Password Policy
Password Policy (e )
Apply
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b. Change an address in Policy & Objects.
i. Go to Policy & Objects > Policy Packages and edit a policy package.
ii. Changeanaddressto6.6.6.8/32.

£22 BBY1-FDN-FMG_197 B Policy Package v % Install Wizard @) ADOM Revisions  #§ Tools v > O~ °admin -

@ Dashboard 15 Search... Q Eit Address ’
o .
& Device Manager i oo defaut

| B Policy & Objects © Firewall Policy Category IPv6 Address | Proxy Address
PolicyPackages Installation Targets Name Addr_1

Normalized Interface CLI Configurations Color = ‘ Change ‘
Firewall Objects Type Subnet -

Security Profiles

User & Authentication 1P/Netmask ‘ @ 6.6.6.8/255.255.255.255 Q Resolve from name
Security Fabric Interface Oany -
Advanced Static Route Configuration fe )

L& VPN Manager > Comments

AP Manager >

FortiSwitch Manager >

Extender Manager >

Fabric View >

© FortiGuard > Add To Groups

£ System Settings > Click to select

2. Using the FortiManager JSON API, perform a partial install. In this example, only the changes to the address are
specified.
{

"method": "exec",
"params": [

{
"data": {
"adom": "root",
"objects": [
["update", "obj/firewall/address/Addr 1", "", ""]
]I
"flags": O
}I
"url": "securityconsole/install/objects/v2"
}
1,

"session":
"4TtghS5Mwez fkFt9xmpYZcKVhe0iLvejWV5XP171yjxwhEDEIkP4HscHECdk68yx7Tp7RGILVKCLAY8QHCC3j1+A=

}

"result": [

"data": {

"task": 22

by
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"status": {
"code": 0,
"message": "OK"

by

"url": "securityconsole/install/objects/v2"

}

3. The install log shows only the address change was installed as intended. The change to the /dle Timeout setting
was not installed.

Start installing

FortiGate-vM64 $ config vdom

FortiGate-VvM64 (vdom) $ edit root

current vf=root:0

FortiGate-VvM64 (root) $ config firewall address
FortiGate-vM64 (address) $ edit "Addr 1"
FortiGate-vM64 (Addr 1) $ set subnet 6.6.6.8 255.255.255.255
FortiGate-vM64 (Addr 1) $ next

FortiGate-VM64 (address) $ end

FortiGate-VM64 (root) $ end

---> generating verification report

<--- done generating verification report

install finished

Policy partial install supports policy reorder/move operation ( JSON API) -7.4.1

Policy partial install ( JSON API) supports policy reorder/move operation.
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Example of a reorder/move operation in partial installs using JSON API

1. Inthis example, seven policies and address Addr_1 are created in a Policy Package.

BBY1-FDN-FMG_197 ADOM:root >_ @~ oadmin -

© FortiGuard

@ Dashboard 15 Search... Q ‘ + Create Newv ‘ ‘ [ Editv ‘ i Delete | | 3] Sectionv Search... E
22 Device Manager > .
o s 0 & default O # Name From To Source n
| B Policy & Objects v F=—r— - . - - "
. any any 2 Addr_ =2
IRellfey [ EEEEs Installation Targets
Normalized Interface CLI Configurations o 2 2 Oany Oany 2all 2
Firewall Objects
O 3 3 Oany Oany 2all 2
Security Profiles
User & Authentication o 4 4 Oany Oany Zall =
Security Fabric
Y o 5 5 Oany Oany 2all «
Advanced
LL VPN Manager > a ¢ 6 Oany Oany 2all 2
AP Manager > o 7 7 Oany Oany 2all 2
FortiSwitch Manager > e
O B Implicit (8/8 Total:1)
B Extender Manager > Ball 2
8 Implicit Den ' '
[@ Fabric View > o P Y Dany Dany Ball fol
>
>

£ System Settings

2. |Install the policies to a FortiGate.

(@ FortiGate-VM64 VDOM: @ root >  interimbuild2417~ 2+ > @~ A~ @ admin-~

=
@ Dashboard # Edit [l Delete B Export ~  Interface Pair View JaSEeEay Classic layout ~

¢ Network
Q Policy lookup | | @ Q Search Q

B Policy & Objects

Firewall Policy Name From To Source Destination Schedule Service Action IP Pool NAT Type Security P

1Pv4 DoS Policy [=] Uncategorized @

Proxy Policy A Addr_1 (@ always ) ALL © DENY Standard A no-i
Authentication Rules 2 O any O any aal Aal (@ always ) ALL © DENY Standard A no-i
Addresses 3 O any O any aal Aal (@ always ) ALL © DENY Standard A no-i
iernet Service 4 Day Oay @ar  Ba @aways WAL O DENY Standard  [HESM no-i
Services 5 Oany Oany  Rall Aal [@always AL  © DENY Standard  [EEEM no-i
Schedules 6 O any O any aal Aal (@ always ) ALL © DENY Standard A no-i
Virtual IPs Bal [@always  @IALL © DENY Standard  [EEEM no-i
IP Pools Implicit €

Protocol Options

Traffic Shaping

3. Perform the following modifications on the Policy Package.
a. Create one new policy and move it before policy 1.
b. Change Addr_1IP.
c. Move policy 6 after policy 3.
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d. Delete policy 4.

£22 BBY1-FDN-FMG_197 ADOM:root >_ @~ °adminv

@ Dashboard I Search... Q + Create Newv ‘ ‘ [ Editv ‘ i Delete | | E3] Sectionv | | @ Policy Lookup ‘ [ Collapse All ‘ Sea B
&5 Device Manager >
= € 5 default O # Name From To Source n
B Policy & Objects v
Policy Packages o1 8 Oany Oany Ball =
Normalized Interface a 2 1 Oany Oany 2 Addr_1 B
Firewall Objects
o 3 2 Oany Oany Zall =
Security Profiles
User & Authentication 0o 4 3 Oany Oany Ball B2
Security Fabric
& o s 6 Oany Oany 2all «
Advanced
LL VPN Manager > o ¢ 4 Oany Oany 2all S|
D)
AP Manager > a 7 5 Oany Oany Zall =
FortiSwitch Manager >
B Extender Manager > 0 s 7 Oany Oany Ball B
[@ Fabric View > O B Implicit (9/9 Total:1)
® FortiGuard > o ¢ Implicit Deny Oany Oany 2 2:: g
£ System Settings >

4. Using JSON API, perform a partial install.
Post:
{

"method": "exec",
"params": [

{
"data": {
"adom": "root",
"objects": [
["add", "pkg/default/firewall/policy/9", "before", "1"],
["update", "obj/firewall/address/Addr 1", "", ""],
["delete", "pkg/default/firewall/policy/4", "", ""],
["move", "pkg/default/firewall/policy/6", "after", "3"]
]I
"flags": O
}I
"url": "securityconsole/install/objects/v2"
}
1,

"session":
"msWEMFWGIJyDX/LRYaOPFALVGjgjJ82yzV2s919glDWgVY1lr1HFJulod+xsOQCSdAOkyiSwB5DrXs12rWOvEmw=

}

Response:

{

"result": [
{
"data": {
"task": 20

}I

"status": {
"code": O,
"message": "OK"

by
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"url": "securityconsole/install/objects/v2"

£13 BBY1-FDN-FMG_197 ADOM:root > @~ °adminv

@ Dashboard Task 20: Install Objects x

Device Manager

Policy & Objects Total: 2/2,@ Success: 2, 4 Warning: 0, Error: 0 © Show Details

VPN M
anager ‘ B View Installation Log ‘ ‘ L View Progress Report ‘ Search...

AP Manager

FortiSwitch Manager #5 | Name< TimeUsed ~  Status ~ n

Extender Manager n -root (copy) 4s devdb vdom copy success

Fabric View 2 34s install and save finished status=OK

v v v v v v v v

FortiGuard

s ep@DEBE L MWPE

System Settings v
ADOMs

Administrators

Admin Profiles

Remote Authentication...

SAML SSO

Settings

5. View the install log.
View Install Log
Starting log (Run on device)
Start installing
FortiGate-vM64 $ config vdom
FortiGate-VM64 (vdom) $ edit root
current vf=root:0
FortiGate-VM64 (root) $ config firewall policy
FortiGate-vM64 (policy) $ delete 4
FortiGate-vM64 (policy) $ end
FortiGate-VM64 (root) $ config firewall address
FortiGate-vM64 (address) $ edit "Addr 1"
FortiGate-VM64 (Addr 1) S set subnet 6.6.6.7 255.255.255.255
FortiGate-VvM64 (Addr 1) $ next
FortiGate-VM64 (address) $ end
FortiGate-VM64 (root) $ config firewall policy
FortiGate-vM64 (policy) $ edit 9
FortiGate-vM64 (9) $ set name "8"
FortiGate-VM64 (9) $ set uuid 798858d0-2506-5lee-2c43-dalbf419%ad7d
FortiGate-vM64 (9) $ set srcintf "any"
FortiGate-vM64 (9) $ set dstintf "any"

FortiGate-VvM64 (9) $ set srcaddr "all"
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FortiGate-VM64 (9) set dstaddr "all"

FortiGate-VM64 (9) set schedule "always"
FortiGate-VM64 (9) set service "ALL"

FortiGate-VM64 (9) set logtraffic all

v W W W »n

FortiGate-VM64 (9) next

FortiGate-VM64 (policy) $ move 9 before 1
FortiGate-VM64 (policy) $ move 5 after 6
FortiGate-VvM64 (policy) $ end
FortiGate-VM64 (root) $ end

---> generating verification report

<--- done generating verification report

install finished

6. Allchanges are installed to the FortiGate.
(@ FortiGate-VM64 VDOM: € root ~ interim build2417 ~ l%l >~ > ©- LA~ O admin~

@ Dashboard # Edit [l Delete B Export ~  Interface Pair View BEEEIEeN Classic layout ~

¢ Network
‘ Q Policy lookup ‘ ‘O Q [Search Q
B Policy & Objects

Name From To Source Destination Schedule Service Action IP Pool NAT Type Security P

Firewall Policy
IPv4 Do$ Policy [=] Uncategorized @

Proxy Policy 8 O any Aal [@ always QI ALL © DENY Standard no-ir
Authentication Rules 1 O any O any Aal B Addr_1 [@ always QI ALL © DENY Standard  [EESM no-ir
Addresses 2 O any O any aal Aal [® always 0 ALL © DENY Standard  EEIM no-ir
:S;ZE:E:EI’V]CE 3 O any O any aall Aal [@ always QI ALL © DENY Standard no-ir
RS 6 O any O any aall Aal [@ always QI ALL © DENY Standard no-ir
Schedules 5 O any O any Bal Bal [@ always G ALL © DENY Standard no-ir
Virtual IPs / Oany  Oany Bai @aways QAL O DENY Standard  [ESSM no-ir

IP Pools Implicit €@
Protocol Options

Traffic Shaping
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This section lists the new features added to FortiManager for system settings:

« High Availability (HA) on page 92
o ADOM on page 93
o Others on page 99

High Availability (HA)

This section lists the new features added to FortiManager for high availability (HA):

» FortiManager supports different VM type platforms to form the FortiManager cluster on page 92

FortiManager supports different VM type platforms to form the FortiManager cluster

Al
‘Q' This information is also available in the FortiManager 7.4 Administration Guide:

« High Availability

FortiManager supports different VM type platforms to form the FortiManager cluster.

Below is an example of a FortiManager HA formed with FMG-VM64-KVM as the Primary device and FMG-VM64 as the
secondary. The steps to configure HA have not changed.

« For the Primary HA device:

Cluster Status#

Search...
SN# Mode + P Sync Status Enable = Module Data Synchronized + Pending Module Data +
4FMG-VMOA17002226 Secondary 10.2.106.64 [/] ] 0.0KB 0.0KB
AFMG-VMTM22006258 Primary 10.3.144.35 Q 0.0KB 0.0KB
Cluster Settings
Failover Mode | Manual 7T
Operation Mode Standalone Secondary
Peer IP and Peer SN IPType Peer IP Peer SN Action
1Pv4 ~ | 10.2.106.64 FMG-VM0A17002226 x| +
Cluster ID 1 (1-64)
Group Password @
File Quota 4096 MB (2048-20480)
Heart Beat Interval 10 Seconds
Failover Threshold 30 (1-255)
VIP
VRRP Interface
Priority 1 (1-253)
Unicast 3
Monitored IP L Interface Action
x +
Download Debug Log 3, Download
Apply
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o For the Secondary HA device:

Cluster Status4~

Search...
SN# Mode = P Sync Status = Enable = Module Data Synchronized + Pending Module Data + u
A#FMG-VM0A17002226 Secondary 10.3.106.64 [] 0.0KB 0.0 KB
AFMG-VMTM22006258 Primary 10.2.144.35 (-] 0.0KB 0.0KB
Cluster Settings

Failover Mode | Manual T

Operation Mode Standalone | Primary

Peer IP and Peer SN IP Type Peer IP Peer SN Action

1Pvd. - 10.2.144.35 FMG-VMTM22006258 x

Cluster ID 1 (1-64)

Group Password ®

File Quota MB (2048-20480)

Heart Beat Interval Seconds

Failover Threshold (1-255)

VIP

VRRP Interface

Priority (1-253)

Unicast o

Monitored IP P Interface Action

x +
Download Debug Log &, Download
Apply

ADOM

This section lists the new features added to FortiManager for ADOMs:

» ADOM 7.2 Policy Package supports installation on FortiGate 7.4 7.4.1 on page 93
e 7.2 ADOM managing mixed FOS versions 7.4.1 on page 96

o FortiManager can upgrade multiple ADOMs (same version) at the same time 7.4.1 on page 98

ADOM 7.2 Policy Package supports installation on FortiGate 7.4 -7.4.1

A\,

This information is also available in the FortiManager 7.4 Administration Guide:
¢ Using Mixed Versions in ADOMs

FortiManager ADOM 7.2 Policy Packages support installation on FortiGates on version 7.4.

+ ADOMSs on version 7.2 are normally used to manage FortiGate devices on version 7.2 but in some cases you may
need to upgrade some managed FortiGate units in the ADOM from 7.2 to 7.4. FortiManager can install 7.2 policy
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packages to FortiGate 7.4 devices.

@ AddDevice ~ 3B Device Group v & Install Wizard

@ Dashboard =
- E | Q Connectivity Device Config Sta. Policy Package St..
Device Manager v ” R [ Bl
=
5 LR e B ComnectionUp @ ESnchronized @ W installed o
Device & Groups PN oS s s i °
Scripts A+ FGT-106 W3 . B Unknown
Provisioning Templates P —— andVDOMs
Firmware Templates
Monitors
B Policy & Objects > E
[ Edit | [ f Delete | [ 3] Import Co tion | [ & install | [ @ Table View~ | [ § More~ © Show Charts v | [ Search.
S VPN Manager >
@ AP Manager N O  Device Name + Config Status = Firmware Version & Policy Package Status Host Name + 1P Address + Provisioning Templates + E
B8 FortiSwitch Manager > O 4FGT103 Synchronized  FortiGate 7.2.5build1517 (GA) (Feature)  v/FGT-103_root  FGT-103
B Extender Manager > O  4FGT106 Synchronized  FortiGate 7.2.5build1517 (GA) (Feature)  v/FGT-106_root  FGT-106
@ Fabric View > O |#Fcrio7 Synchronized __ FortiGate 7.4.0build2360 (GA) (Feature) | @FGT-107 root  FGT-107
@ FortiGuard >
# System Settings >

» When you create a firewall policy in a 7.2 ADOM and install it to a FortiGate 7.4 device, FortiManager's backend
system automatically handles the 7.4 syntax. FortiManager doesn't change any new 7.4 features on the FortiGate
7.4 unit.

Install Preview of FGT-107

Assigned Devices 4 FGT-107

FGT-107

Search...

name "ADOMpolicyV72"

uuid

action accept

inspection-mode proxy

srcintf "any”

dstintf "any”

srcaddr

dstaddr "all”

schedule "aluays”

service "ALL"

utn-status enable

logtraffic all

comments "test”
profile-protocol-options "protocol”
ss1-ssh-profile "certificate-inspection”

av-profile "default”

There are three ways to upgrade an ADOM from version 7.2 to 7.4:
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1. Navigate to System Settings > ADOMs > More > Upgrade.

2. Right-Click the ADOM and select Upgrade.

ADOM:FGTs >~ ©~ °adminv

@ Dashboard [+ create New] [ @ Delete | [ = Enter ADOM | [ @ D Unlock | [ § More | Search..
& Device Manager > N - -
[ Names Firmware Version + Central T Clone Devices + Comments + %)
B Policy & Objects >
Central Management (7) & Upgrade
5 Ve Monager .
@ AP Manager N [m] root FortiGate 6.4 @vpN * @ Collapse Devices
B Fortiswitch Manager , 0 FortiProxy FortiProxy 1.2 @ VPN ([ Expand Devices
B Extender Manager , O FortiFirewallCarrier FortiFirewallCarrier 6.2 ©VPN *  ADOM Health Check
@ Fabric View >, O FortiFirewall FortiFirewall 6.2 OVPN @ Refresh
FortiGuard > FortiCarrier FortiCarrier 6.4 © VPN = FortiAP B Fortiswitch
-]
£ System Settings v v FGTs ® “=pte 7.2 © VPN = FortiAP £ FortiSwitch 3 Devices (including 3 VDOMs) >
Edit
ADOMs [m] Global Database 7.4 O VPN O FortiAP @ FortiSwitch
inis © Other Device Types (12)
Administrators = Enter ADOM
AdminBroties o Chassis © Disable ADOM
Remote Authentication S... [m] Syslog =
% Clone
SAML SSO o FortiWeb Tooen
Settings a FortiSandbox Collapse Devices Indbox
HA [m] FortiManager B Expand Devices bnager
Network o FortiMail +/ ADOM Health Check |y
P — o FortiDeceptor © Refresh ceptor
Erties o FortiDDoS FortiDDoS
Certificates o FortiClient FortiClient
Advanced o FortiCache FortiCache
o FortiAuthenticator FortiAuthenticator
o FortiAnalyzer FortiAnalyzer

3. Editthe ADOM to select to the next version 7.4.

Upgrade ADOM

Do you want to upgrade ADOM "FGT" from version 7.2 to 7.47

After upgrading the ADOM from 7.2 to 7.4, all of the database objects are automatically converted to the 7.4 format and

the GUI reflects new 7.4 features.
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B Policy Package v & Install Wizard v @ M Revisions % Tools v

@ Dashboard Create New NAC Policy

2| Device Manager

B Policy & Objects Name @ NAC policy

Bl

Policy Packages FortiLink Interface Q

FortiSwitch Groups. Pl Specify

Normalized Interface
Firewall Objects Description
Security Profiles

User & Authentication

Security Fabric

Advanced Device Patterns
S VPN Manager >
@ AP Manager N Category User | EMS Ta
B8 FortiSwitch Manager > MAC Address e )
B Extender Manager > Hardware Vendor 1oy
@ Fabric View > Device Family 1oy
® FortiGuard > Type 1oy
© System Settings > Operating System 1oy
User e )
Switch Controller Action
Assign VLAN fe J
Bounce Port ©

Aecinn davica b dunamic ~

7.2 ADOM managing mixed FOS versions -7.4.1

Al
‘9' This information is also available in the FortiManager 7.4 Administration Guide:

¢ Using Mixed Versions in ADOMs

When a 7.2 ADOM is managing mixed FOS versions (FortiOS 7.2 and 7.4), the ADOM can be upgraded to version 7.4.

» When FortiManager is managing mixed FortiGate units running on FortiOS 7.2 and FortiOS 7.4 in an 7.2 ADOM,
FortiManager allows you to upgrade the ADOM from 7.2 to 7.4 before upgrading all FortiGates in the ADOM to
FortiOS 7.4.

ADOM:FGTs >~ @~ L1~ ° dmin

Dashboard IF Search... Q

e — . = Connectivity Device Config Sta... Policy Package ...
W ConnectionUp @ W Synchronized @ B Imported
4 FGT-105 O Never Installed @
scripts 4 FGT-106 3 e
Provisioning Templates N

Firmware Templates

Monitors

B Policy & Objects
L VPN Manager

@ APManager

8 FortiSwitch Manager

[ @ Delete | [ 1 import Configuration | [ & nstall~ | [ E Table View~ | [ § More~ | Searc

O | Device Name = 1P Address < Config Status = Host Name < Firmware Version = Policy Package Staty Platform + Pml

O v¥QFabric-54

B Extender Manager FortiGate 7.2.4,build1396 (GA) (Feature)

a [m] 4 FGT-107" 10.5.117.107  Synchronized FGT-107  FGT-107_root FortiGate-VMé4
Fabric View

© FortiGuard O  #FGT-106 10.5.117.106  Synchronized FGT-106 FortiGate 7.2.5,build1517 (GA) (Feature) v FGT-106_root FortiGate-VMé4

# System Settings O  #FGT-105 10.5.117.105 + Synchronized FGT-105 FortiGate 7.4.1,build2423 (Interim) ANeverInstalled  FortiGate-VM64.
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Upgrade ADOM
.
Do you want to upgrade ADOM "FGTs" from version 7.2 to 7.4?
ADOM: FGTs  >_ Al °a<|m
Dashboard [+ create New] it | [ & Delete | [ = Enter ADOM | [ @ Disable ADOM | [ @ Lock | [ & Unlock e
= Device Manager > . 5 -
jame & irmware Version & ntral Management & ices m &
E  Names Fi Version & Central M. nt & Devices + Comments +
B Policy & Objects >
20 VPN Manager | 5 Central Management (7)
B APManager , 0 root FortiGate 6.4 © VPN = FortiAP £ FortiSwitch
BB FortiSwitch Manager , O FortiProxy FortiProxy 1.2 @ VPN O FortiAP @ FortiSwitch
B Extender Manager , 0 FortiFirewallCarrier FortiFirewallCarrier 6.2 © VPN = FortiAP £ FortiSwitch
@ Fabric View > O FortiFirewall FortiFirewall 6.2 © VPN = FortiAP £ FortiSwitch
© FortiGuard > O FortiCarrier FortiCarrier 6.4 © VPN = FortiAP £ FortiSwitch
stem Setti
View Details >
.
Administrators v FGTs FortiGate 7.4 © VPN = FortiAP & FortiSwitch
4+ FGT-105
Admin Profiles 2 FGT106
Remote Authentication s... # FGT-107
SAML S5O
o Global Database Global 7.4 O VPN @ FortiAP @ FortiSwitch
Settings
© Other Device Types (12)
HA o Chassis - -
Network O sylog Syslog
Task Monitor ] FortiWeb FortiWeb
Event Logs o FortiSandbox FortiSandbox
Certificates o FortiManager FortiManager
aanced o FortiMail FortiMail

 Inthe upgraded 7.4 ADOM, you can create new 7.4 firewall policies and install the policy to both FortiGate devices
on FortiOS 7.4 and 7.2. FortiManager's backend system automatically downgrades the 7.4 syntax to the 7.2 version
when installed to a FortiOS 7.2 device.

Install Preview of FGT-105

Install Preview of FGT-107

Assigned Devices 4 FGT-107 Assigned Devices 4 FGT-105
FGT-107 X FGT-105 X FGT-107 X FGT-105 x
Search... Search..

5 end

1 config switch-controller mac-policy

2| edit “new NAC policy” 4 config switch-controller mac-policy

3 set fortilink “fortilink" 3| edit “new NAC policy
3 set fortilink "fortilink”

4 set vlan "FPL-103"
7 set vlan "FPL-103"

5 next

ol end 5 onext
9 end

7 config user nac-policy en

. . 10 config user nac-policy
5 edit "new NAC policy”
. . . 11 edit "new NAC policy”

9 set suitch-fortilink “fortilink”
12 t switch-fortilink "fortilink”

10 set switch-mac-policy "new NAC policy™ et switch-fortilink “rortilin

1 set firewall-address "Oth_Default_Esha-frogs7_13DA" B set switch-mac-policy “new NAC policy
14 Category vulnerability

12 next

- 15 set firewall-address "Oth_fJefault_Esha-frogs7_130A"

5 en

» 16 severity 23 4

FGT versionv7.2 17 next FGT version v7.4

15 end
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FortiManager can upgrade multiple ADOMs (same version) at the same time -7.4.1

Al
‘Q' This information is also available in the FortiManager 7.4 Administration Guide:

¢ Upgrading an ADOM

FortiManager is able to upgrade multiple ADOMs on the same version at the same time.

To upgrade multiple ADOMs at the same time:

1. Go to System Settings > ADOMs.

2. Select multiple ADOMs of the same version in the ADOM table and do one of the following:
a. Right-click on a selected device in the table and select Upgrade.
b. Select More > Upgrade in the toolbar.

In this example, the customer has 200 ADOMs and they want to upgrade their ADOMSs at the same time. Each
ADOM is on version 7.0 and has one managed FortiGate device. FortiManager can upgrade all of the ADOMs at the
same time.

£.2 CDB-FMG-20

@ Dashboard [ Edit | | @1 Delete | | 2 Enter ADOM || @ Disable ADOM | | & Lock | | o Unlock Search...

& Device Manager > . . )
lame = irmware Version entral Management < evicgte:
m N s F Ve < Central M. it < D
B Policy & Objects > e
v nntest ortiGate 7.1 4 = FortiAP & FortiSwitc
Ci VPN Manager 3 o f 599 FortiGate 7.0 L2 VPN 7 FortiAP £ FortiSwitch
=a
. B Eortinp B e
AP Manager N v & finntest60 e FortiGate 7.0 LS4 VPN = FortiAP £ FortiSwitch
sSwi v | o finntestéd FortiGate 7.0 L2 VPN 7 FortiAP £ FortiSwitch
FortiSwitch Manager > Bl Delete
Extender Manager v nntest ortiGate 7.1 4 = FortiAP & FortiSwitc
a g > o fi 60 FortiGate 7.0 LLVPN = FortiAP & FortiSwitch
<+ Enter ADOM
Fabric View > v nntests . ortiGate 7. o = FortiAP & FortiSwitcl
o fi 6( FortiGate 7.0 LLVPN = FortiAP £ FortiSwitch
© Disable ADOM
® FortiGuard > v | o finntesté( FortiGate 7.0 L2 VPN 7 FortiAP £ FortiSwitch

% Clone
£ System Settings - v | of finntest6G— FortiGate 7.0 L VPN 7 FortiAP £ FortiSwitch
S Upgrade
v | o finntestéd™ @ Collapse Devices FortiGate 7.0 L2 VPN 7 FortiAP £ FortiSwitch

Administrators v | o finntestéd Expand Devices FortiGate 7.0 L2 VPN 7 FortiAP £ FortiSwitch
Admin Profiles ~ | o finntesté] v/ ADOM Health Check || FortiGate 7.0 L2 VPN 7 FortiAP £ FortiSwitch
Remote Authentication... v | o finntesté( C Refresh FortiGate 7.0 LiVPN 7 FortiAP £ FortiSwitch
SAML SSO v | o finntest610 FortiGate 7.0 L2 VPN 7 FortiAP £ FortiSwitch
Settings | of finntectat11 FortiGate 70 Li VPN B FariAP B FartiSwitch
Fi:RTINET 55% 2,023
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Upgrade ADOM

nNNTesto4£ , MNNTESTo4s , TINNTESTo44 , TINNTESTo4D , TINNTESTO40 ,
"finntest647", "finntest648", "finntest649", "finntest650", "finntest651",
"finntest652", "finntest65 "finntest655", "finntest656",
"finntest657", "finntest658", "finntest659", "finntest660", "finntest661",
"finntest662", "finntest663", "finntest664", "finntest665", "finntest666",
"finntest667", "finntest668", "finntest669", "finntest670", "finntest671",
"finntest672", "finntest673", "finntest674", "finntest675", "finntest676",
"finntest677", "finntest678", "finntest679", "finntest680", "finntest681",
"finntest682", "finntest683", " finntest685", "finntest686",
"finntest687", "finntest688", " ", "finntest690", "finntest691",
"finntest692", " "finntest695", "finntest696",
"finntest697", " "finntest700", "finntest701",
"finntest702", " "finntest705", "finntest706",
"finntest707", " "finntest710", "finntest711",
"finntest712", " "finntest715", "finntest716",
"finntest717", " "finntest720", "finntest721",
"finntest722", "finntest723", "finntest724", "finntest725", "finntest726",
"finntest727", "finntest728", "finntest729", "finntest730", "finntest731",
"finntest732", "finntest733", "finntest734", "finntest735", "finntest736",
"finntest737", "finntest738", "finntest739", "finntest740", "finntest741",
"finntest742", "finntest743", "finntest744" from version 7.0 to 7.2?

In this example, the customer has one ADOM on 7.0 and another on 6.4. When both ADOMs are selected, the
upgrade button is unavailable because the ADOMs are on different versions. The ADOMs cannot be upgraded at
the same time.

@ Dashboard [ Edit | | i Delete | | = Enter ADOM | | @ Disable ADOM | | @ Lock | | o Unlock Search..
&5 Device Manager > . . )
= Names+ - Firmware Version + Central Management ~ Deviceke:
B Policy & Objects > - & Edit =
i VPN Manager N O o finntest] Wl Delete FortiGate 6.4 LiVPN = FortiAP £ FortiSwitch
AP Manager N O o finntest] * Enter ADOM FortiGate 6.4 L& VPN 7 FortiAP £ FortiSwitch
FortiSwitch Manager N O o FortiProy & Disable ADOM FortiProxy 1.1 VPN O FortiAP © FortiSwitch
B Extender Manager > O o FortiFire{ % Clone FortiFirewallCarrier 6.2 @ VPN = FortiAP £ FortiSwitch
2 -
@ Fabric View > O o FortiFire] & Upgrade FortiFirewall 6.2 @ VPN = FortiAP £ FortiSwitch
® FortiGuard > | O & FortiCan 8 Collapse Devices FortiCarrier 6.2 @ VPN = FortiAP £ FortiSwitch
£ System Settings = . Expand Devices . - X .
O o Finntest + ADOM Health Check FortiGate 7.0 @ VPN = FortiAP £ FortiSwitch
ea ecl
l O &72 C Refresh FortiGate 7.2 @ VPN = FortiAP £ FortiSwitch 1 Device
Administrators v 70 FortiGate 7.0 © VPN = FortiAP £ FortiSwitch 2 Device
Admin Profiles v  dh64 FortiGate 6.4 @ VPN 7 FortiAP & FortiSwitch 1 Device
Remote Authentication... [ o Global Database Global 7.0 @ VPN O FortiAP @ FortiSwitch
SAvILESe @ Other Device Types (13)
Settings — L Fhaccie 5 _ l
c—
Fi:RTINET 99% 2,023

Others

This section lists the new features added to FortiManager for other features relating to system settings:

» Block out contract device from upgrading to next or major or minor release on page 100

» Automatic system backup setup in GUI to configure a backup schedule and visualize backup history 7.4.1 on page
102
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Block out contract device from upgrading to next or major or minor release

A\,

¢ Updating the system firmware.

‘Q' This information is also available in the FortiManager 7.4 Administration Guide:

To view available FortiGuard images:

1. AFortiManager with a valid contract will display all available FortiGuard images and allow upgrading or

downgrading to any version.
o System Settings:

Firmware Management

Current Version v7.0.3-build1362 230210 (Interim)

Upload Firmware

Add files by drag & drop here or Add Files

FortiGuard Firmware
Backup Configuration

Encryption

7.2.2(1334)

Q
v 7.2.2(1334)
7.2.1(1215)
7.2.0 (1124)
7.0.4 (306)
7.0.3 (254)
7.0.2 (180)
6.4.10 (2549)

6.4.9 (2513)

2. AFortiManager without a valid contract or with an expired contract will only display available patch images and

support patch upgrades.

FortiManager 7.4.0 New Features Guide
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o System Settings:

Firmware Management

Current Version

Upload Firmware

FortiGuard Firmware

Backup Configuration

Encryption

v7.0.3-build0237 230215 (Interim)

Add files by drag & drop here or Add Files

7.0.4 (306)

Q
v 7.0.4(306)
7.0.3 (254)

7.0.2 (180)

FortiManager 7.4.0 New Features Guide
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o FortiManager setup wizard:

FortiManager Setup - Upgrade Firmware (3/4)

Upgrade Firmware

A A new firmware version is available

Current Version v7.0.2-build0180 230209 (Interim)
Latest Version 7.0.4 (306)
Release Notes

Backup Configuration [ o)
Encryption (@ )

Automatic system backup setup in GUI to configure a backup schedule and
visualize backup history -7.4.1

\ L}
‘Q' This information is also available in the FortiManager 7.4 Administration Guide:
- e Backing up the system

Automatic system backup setup is available in the FortiManager GUI to configure a backup schedule and visualize the
backup history.

To configure scheduled backups and view backup history in the GUI:

1. Goto Dashboard.

FortiManager 7.4.0 New Features Guide
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2. Inthe System Information widget, click the backup button next to System Configuration. The Backup System dialog

box opens.
212 FMG-VM64 Quick Access v ADOM: root
@ Dashboard Backup System
28 Device Manager >
B Policy & Objects N =ETIOTSN YA Schedule Backup | Backup History
L& VPN Manager > Encryption [ o]
@ AP Manager > Password Maximum password length: 63
FortiSwitch Manager > Confirm Password Maximum password length: 63
B Extender Manager >
@ Fabric View >
© FortiGuard >
£ System Settings >
FeRTINET

3. Select the Schedule Backup tab.

4. Enable the Enable Schedule Backup option, and configure the options including the backup location, backup

- ° admin +

frequency, and an encryption password.

212 FMG-VM64 Quick Access v ADOM: root

@ Dashboard Backup System

28 Device Manager
B Policy & Objects N Backup Now B iT=L[VER=EIEIITN Backup History
L& VPN Manager > Enable Schedule Backup [ o]
@ AP Manager >
FortiSwitch Manager > Backup Configuration File to
B Extender Manager > Server IP/FQDN
Fabric Vi >
@ Fabric View Directory
© FortiGuard >
Protocol FTP
System Settings >
& User Name dev
Password ececssce

Backup Frequency

Days Monday Tuesday Wednesday Thursday
[ Saturday  [J Sunday

Time 11:42:00 AM
Encryption
Password LYYYYYTY

FZERTINET

5. Click OK.
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6. Selectthe Backup History tab.

MG-VMé64

Dashboard Backup System

Device Manager
Policy & Objects N Backup Now | Schedule Backup J:EITMZISGI%

VPN Manager >

The backup history displays the Date & Time, Admin, Size and Status of each backup.

ADOM: root

Quick Access v

=

Search...
AP Manager >
o Date & Time = Admin Size = Status =
FortiSwitch Manager >
B Extender Manager N Fri Jun 30 12:01:50 2023 admin 226.4MB Success
@ Fabric View R Fri Jun 30 11:42:02 2023 Scheduled 2264 MB Success
© FortiGuard » Fri Jun 30 10:12:23 2023 test1 226.4 MB Success
£ System Settings > Fri Jun 30 09:55:51 2023 admin 226.4MB Success
Fri Jun 30 09:50:45 2023 (null) 226.4 MB Success
Fri Jun 30 09:50:26 2023 (null) 0.0KB Success
Fri Jun 30 09:49:15 2023 (null) 226.4 MB Success
Fri Jun 30 09:48:59 2023 (null) 0.0KB Success
FriJun 30 09:25:16 2023 test2 260.9 MB Success
Thu Jun 29 15:41:14 2023 (null) 260.9 MB Success
Thu Jun 29 15:40:54 2023 (null) 0.0KB Success

F:ERTINET
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Cloud Services

This section lists the new features added to FortiManager for cloud services:

o FortiManager used as single-pane management tool to orchestrate FortiGate deployment in AWS on page 105

FortiManager used as single-pane management tool to orchestrate
FortiGate deployment in AWS

FortiManager used as single-pane management tool to orchestrate FortiGate deployment in AWS.

Ay
‘Q' This information is also available in the FortiManager 7.4 Administration Guide:
- ¢ Cloud Orchestration

FortiManager Fabric View adds Cloud Orchestration with the following panes:

¢ Cloud Orchestration
e Cloud Connectors
o Cloud Deployment Templates

To configure cloud orchestration using FortiManager:

1. Create an AWS cloud orchestration connector:
a. Go to Fabric View > Cloud Orchestration > Cloud Connectors.
b. Click Create New.

c. Configure the AWS connector to connect to your AWS server.
You can enable Use Metadata IAM for FortiManager AWS instances using IAM.
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FMG-VM64 ADOM:ad74 > @~ L[ 2 ~ eix‘mm -
@ Dashboard Create New Cloud Orchestration AWS Connector x
&8 Device Manager >
B Policy & Objects > Name aws connector
i VPN Manager >
@ AP Manager > AWS Connector
B8 FortiSwitch Manager > Use Metadata 1AM >

se Metadat

Extender Manager >
a8 e Access Key ID
@ Fabric View v

I ooty Rat Secret Access Key ®o A
curity Rating

Fabric Connectors GEED

External Connectors

Cloud Orchestration Change Note® test
@ FortiGuard >
£ System Settings >

4
4/1023
Revision History

S Revert | [ G View Diff

[0 Revision#  Changedby  Date/Time  EntryKey  Entryname  Action  Change Note E

No record found.

d. Click OK.

2. Create a cloud deployment template:
a. Goto Fabric View > Cloud Orchestration > Cloud Deployment Templates.

ADOM:ad74 > @~ L[ 2 ~ e admin
@ Dashboard Cloud Orchestration | Cloud Connectors [JRGISTEEaIS SIS SIWRES
28 Device Manager
i Edit | [ Delete | rch.
B Policy & Objects
S VPN Manager > O Names Created Time + Last Modified + Revision History = o
@ APManager Ml 2 AWS Autoscale Existing VPC Template @
E8 FortiSwitch Manager Bl @ AWS Autoscale New VPC Template @
B Extender Manager [l ©AWS Autoscale TGW New VPC Template @
| @ Fabric view o
Security Rating
Fabric Connectors

External Connectors

Cloud Orchestration

@ FortiGuard >
£ System Settings >

b. Click Create New, and select a deployment template type. There are three template types available:
i. AWS Autoscale Existing VPC Template

192-fgtz rchestration ADOM: ad74 > O~ e admin v
@ Dashboard Edit AWS Autoscale Existing VPC Template x
& Device Manager > ~
B Policy & Objects > Name Formation-Existing
Li VPN Manager >
@ AP Manager > VPC
B8 FortiSwitch Manager > VPCID @ Vpc-0fa21c2
B Extender Manager >
o . VPCCIDRO® 192.18.1.0/24
——— VPC Endpoint ID @ vpce-012ef
Fabri Commectors Private Subnet Subnet 10 192.18.20/24
U Subnet 2@ 19218.3.0/24
Cloud Orchestration Public Subnet Subnet 10 192.18.0.0/24
© FortiGuard > Subnet 2@ 192.18.1.0/24
& System Settings > Private Subnet Route Table:
Li]
FortiGate ASG.
FortiOS Version @ 724
Instance Type @ t2.small v
ASG Pool Size PAYG Min @ 2 B
Max @ 6 <
Desired Capacity @ 2 s
ASG Pool Size BYOL Min @ o g
Max @ 2 <
Desired Capacity @ [ <

FIRTINET
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ii. AWS Autoscale New VPC Template

-orchestration = & Install Wiza

@ Dashboard

= Device Manager

B Policy & Objects

L VPN Manager

@ AP Manager

8 FortiSwitch Manager

B Extender Manager

@ Fabric View
Security Rating

< v ovovov vy

Fabric Connectors.
Exteral Connectors
Cloud Orchestration
© FortiGuard >
£ System Settings >

FLIRTINET

iii. AWS Autoscale TGW New VPC Template

@ Dashboard

28 Device Manager

B Policy & Objects

&L VPN Manager

[ AP Manager

8 FortiSwitch Manager

B Extender Manager

@ Fabric View
Security Rating

< vvov vy

Fabric Connectors
External Connectors
Cloud Orchestration
© FortiGuard >
£ System Settings >

FiIATINET

Edit AWS Autoscale New VPC Template

Name

VPC

VPCCIDR@

Private Subnet

Public Subnet

FortiGate ASG

FortiOS Version @
Instance Type @
ASG Pool Size PAYG

ASG Pool Size BYOL

Threshold

FortiGate Admin

Name

VPC

VPCCIDR @
Public Subnet

FortiGate ASG

FortiOs Version @
Instance Type @
ASG Pool Size PAYG

ASG Pool Size BYOL

Threshold

FortiGate Admin

Transit Gateway

tgw-new

ADOM:ad74 >_ @~

192.168.00/16

CIDR1© 192.168.2.0/24
CIDR2© 192.168.3.0/24
CIDR1© 192.168.0.0/24
CIDR2© 192.168.1.0/24
7.24
c5uxarge
Min @ 2
Max @ 6
Desired Capacity @ 2
Min @ 2
Max @ 2
Desired Capacity @ 2
Scalein @ 25
Scale out @ 80
CIDR@® 0.0.0.0/0
Port @ 8443

Edit AWS Autoscale TGW New VPC Template

ADOM:ad74 >_ @~

Formation-TGW

192.168.0.0/16

CIDR1© 192.168.0.0/24

CIDR2© 192.168.1.0/24
7.24
c5large

Min @ 2

Max @ 6

Desired Capacity @ 2

Min @ 0

Max @ 2

Desired Capacity @ 0

Scalein @ 10

Scale out @ 40

CIDR@® 0.0.0.0/0

Port @ 8443

c. Configure the details for your chosen template, including the virtual private cloud (VPC) and FortiGate

autoscale group (ASG) settings.
d. Click OK.
3. Configure cloud orchestration:

a. Go to Fabric View > Cloud Orchestration > Cloud Orchestration.

b. Click Create New.

c. Entera Name and optional Description for your cloud orchestration.

FortiManager 7.4.0 New Features Guide
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Cloud Services

d.

£ 192-fgtaws-orchestration

@ Dashboard
28 Device Manager >
B Policy & Objects >
LA VPN Manager >
@ AP Manager >
B8 FortiSwitch Manager >
H Extender Manager >
@ Fabric View v

Security Rating

Fabric Connectors

External Connectors

Cloud Orchestration

@ FortiGuard >
£ System Settings >
FERTINET

s-orchestration
Dashboard
Device Manager
Policy & Objects
VPN Manager
AP Manager
FortiSwitch Manager

Extender Manager

BE@mEBA Y wED

Fabric View
Security Rating
Fabric Connectors
External Connectors
Cloud Orchestration
© FortiGuard

£ System Settings

f. Click OK.
4. Deploy to cloud:

Select the deployment Region.

Edit Cloud Orchestration

Name

Type
Description
Region Name
Connector

Deployment Template

Edit Cloud Orchestration

Name

Type
Description
Region Name
Connector

Deployment Template

ADOM:ad74 > @~

e,u\ nin +

Orch-TGW1
Amazon Web Services (AWS) -

Canada (Central) -

Q

Asia Paciic (Mumbai) ~
Asia Pacific (Hyderabad)
Asia Pacific (Singapore)
Asia Pacific (Sydney)
Asia Pacific (Jakarta)
Asia Pacific (Melbourne)
v Canada (Central)

Europe (Frankfurt)

Select the previously configured Connector and Deployment Template from the dropdown menus.

ADOM:ad74 > @~

Orch-TGW1

Amazon Web Services (AWS) -

Canada (Central) -

=5 aws-test -

5 tgw-new -

a. Goto Fabric View > Cloud Orchestration > Cloud Orchestration.
b. Right click your cloud orchestration, and click Deploy to Cloud.

192-fgtaws-orchestration

& Install Wizard

ADOM: ad74

> @~ Qm. min

AWS CloudFormation shows the deploy as CREATE_IN_PROGRESS.

FortiManager 7.4.0 New Features Guide
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@ Dashboard [ET IS Cloud Connectors | Cloud Deployment Templates
= Device Manager >
X i [+ Create New [ @ Delete ] [ § More v ] E
B Policy & Objects >
LI VPN Manager 5> [E  Name< ‘ Type = Status + Created Time + Last Modified = ‘ Revision History +
@ AP Manager > 25 Orch-Existing1 Amazon Web Services (AWS) BNew admin / 2023-04-26 11:23:07 admin/2023-04-28 15:41:47
8 FortiSwitch Manager > v =s0rch-Newl Amazon Web New admin / 2023-04-26 11:24:07 admin/2023-05-01 11:09:22
B Extender Manager > O =0rchTeW1 Amazon Web Services (aws) | 4 Edit admin / 2023-04-26 11:21:56 admin/2023-05-01 18:05:53
] @ Fabric View v % Clone
Security Rating 1 Delete
External Connectors © Deploy to Cloud
; © Undeploy/Delete from Cloud
£ System Settings >
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CloudFormation X

Stacks
Stack details
Drifts

StackSets

Exports

Designer

¥ Registry
Public extensions
Activated extensions

Publisher

Spotlight New

Feedback

CloudFormation ) Stacks >

Stack info
[ Stacks (18)
Q_ Filter by stack name Overview
@ View nested Stack ID
1
Stacks
Status
NESTED
Orch-TGW1-
StackMainWorkload- Root stack
o StackCreateFortiGateAutoScalin
gGroup-

© CREATE_IN_PROGRESS

NESTED
Orch-TGW1-
StackMainWorkload-

StackCreateAutoScaleHa-
StackCopyLambdaSource-

2023-05-01 18:08:39 UTC-0700

© CREATE_COMPLETE

2023-05-01 18:10:12 UTC-0700

B 4 O

Central v,

Orch-TGW1-StackMainWorkload-10RZNFGM61HX9-StackCreateFortiGateAutoScalingGroup-

Events

Resources

I ® CREATE_IN_PROGRESS

Created time

2023-05-01 18:10:12 UTC-0700

Updated time

Drift status

© NOT_CHECKED

Termination protection

Disabled on root stack

Outputs

Parameters Template

‘ Delete ‘

Change sets

Description

Deploy the hybrid licensing FortiGate auto scaling groups.

Status reason

Parent stack

Deleted time

Last drift check time

1AM role

When the deployment is complete, the status of the cloud orchestration changes to Deployed.

£:2 192-fgtaws-orchestration

Dashboard
Device Manager

@
=
=
B Policy & Objects
=
@

VPN Manager >
AP Manager >
FortiSwitch Manager >
Extender Manager >
Fabric View v

Security Rating
Fabric Connectors
External Connectors
@ FortiGuard >
£ System Settings >

= & Install Wizard

Cloud Orchestration

[E  Name=*

O = Orch-Existingl
O  2:Orch-Newl

v = 0rchTGW1

Cloud Connectors

Type +

Amazon Web Services (AWS)
Amazon Web Services (AWS)
Amazon Web Services (AWS)

Cloud Deployment Templates

Status =

B New

B New
@Deployed

Created Time +

admin / 2023-04-26 11:23:07
admin / 2023-04-26 11:24:07
admin / 2023-04-26 11:21:56

Check on AWS EC2 to confirm the instances are deployed as expected.
In this example the cloud orchestration has deployed 2 FortiGate BYOL, 2 FortiGate PAYG, and 1

FortiAnalyzer.

@ New EC2 Experience x
Telus what you ik
EC2 Dashboard
EC2 Global View
Events
Tags

Limits

¥ Instances
Instances
Instance Types <
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts

Capacity Reservations

Instances (6) info

Q_ Find instance by attribute or tag (case-sensitive)

O Name

(] Orch-TGW1-Forti 38b0-fortigate-p i p
[l Orch-TGW1-Forti 38b0-forti le- y

Tl OrchTGW1-Forti 38b0-fortigate-byol- " o
[ fmg-orch

[l Orch-TGW1-Forti 38b0-fortigate-p i p
Tl OrchTGW1-Forti 38b0-fortigate-byol. 1

Select an instance

v

Instance ID

| Instancestate v | Instance type
@Running @@ cSxlarge
@Running @@ mb.large
@Running @@ cSxlarge
@Running @@ cSxlarge
@Running @@ cSxlarge
@Running @@ cSxlarge

Last Modified +

admin/2023-04-28 15:41:47
admin/2023-05-01 11:09:22
admin/2023-05-01 18:13:52

B 4 O

Central ¥

v | status check | Atarm status

© 2/2 checks passed  No alarms
© 2/2 checks passed  No alarms
© 2/2 checks passed  No alarms
© 2/2 checks passed  No alarms
© 2/2 checks passed  No alarms

© 2/2 checks passed  No alarms

+ o+ o+ o+

tance s v

> @~ eadmmv

Revision History *

Launch instances

1

Availability Zone v | Public IPva DNS
ca-central-1a
ca-central-1a
ca-central-1a
ca-central-1b
ca-central-1b

ca-central-1b

Compare the settings with the FortiManager Cloud Deployment template to confirm the settings match.

Fortinet Inc.
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Cloud Services

1 aws-orchestration

ADOM:ad74 >_ @~ emmu.

@ Dashboard Edit AWS Autoscale New VPC Template x
28 Device Manager ~
= © FortiOs Version @ 7.24
B Policy & Objects
2 VPN M Instance Type @ c5.xlarge v
lanager
@ Arm ASG Pool Size PAYG Min@® 2
fanager

B8 FortiSwitch Manager Max @ 6
B Extender Manager Desired Capacity @ 2
@ Fabric View ASG Pool Size BYOL Min @ 2

Security Rating Max @ )

Fabric Connectors

U Desired Capacity @ 2

enal Connectors

e Threshold Scalein @ 25
© FortiGuard Scale out @ 80
£ System Settings FortiGate Admin CIDR@ 000.0/0

Port @ 8443
Misc

Autoscale Notification
Subscriber Email @

Advanced Options v

FortiAnalyzer
Integration Options ©
FortiAnalyzer Version 720
Instance Type mb5.large N

FortiManager 7.4.0 New Features Guide 110
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Other

This section lists other new features added to FortiManager:

+ New FortiManager UX design on page 111

« Fabric and External connector pages have been reorganized for an enhanced user experience on page 121
» FortiManager connector relay to AWS will proxy all individual FortiGate requests on page 125

« Fabric and External connector pages have been reorganized for an enhanced user experience on page 121
» FortiManager imports EPGs entries using the Cisco ACI connector as individual objects on page 140

New FortiManager UX design

Ay
‘9' This information is also available in the FortiManager7.4 Administration Guide:

¢ GUI Overview

In FortiManager 7.4.0, there is a new FortiManager user experience design that allows for per-admin customizable
dashboards and adds a 3-layer left navigation menu to increase accessibility.

The FortiManager GUI now uses a new landing page called Dashboard. By default, the dashboard is displayed. You can
access other pages, such as Device Manager, from the left-pane navigation.

The following new feature topic includes examples of some of the changes to the GUI introduced in FortiManager 7.4.0.

o Dashboard on page 111

o Policy & Objects on page 113

o AP Manager on page 114

« Management Extensions on page 115
o System Settings on page 116

Dashboard

« The Dashboard includes widgets, such as Policy Package Status and Firmware Status. You can toggle which
widgets display from the Toggle Widget dropdown.

FortiManager 7.4.0 New Features Guide 111
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Other

MG-VM64

Toggle Widget v

@ Dashboard

& Device Manager >
B Policy & Objects >
Zi VPN Manager >
@ AP Manager >
B8 FortiSwitch Manager >
B Extender Manager >
& Fortiview >
M LogView >
@ Fabric View >
W Incidents & Events >
© FortiGuard

& Management Extensions

£ System Settings

F:ERATINET

FortiManager 7.4.0 Ne
Fortinet Inc.

Connectivity

& X I =v ||Device Config Status e X Policy Package Status & X 1[I = ||FortiAP Status
Connectivity Device Config Policy Package
Status Status

B Connection... @

B Auto-Updat... @ @ Never Instal... @

FortiAP Status

B Connection.

1175 1120

1125 1130 1135 1140 1145 1150 1155 1200 1205 1210

1115 1120 1125 1130 1135 1140 1145 1150 1155 1200 1205 1210

FortiSwitch Status e X O FortiExtender Status e x o Firmware Status e X o FortiGuard License Status & % 11
FortiSwitch Status FortiExtender Firmware Status FortiGuard
W Connection... @ Status W FortiGate 7... @ License Status
B Connection... €@ B Connection... @ mEgied @
m Valid [-)
Hardware Vendor & X I =v ||Alert Message Console B e ¥ I =Ev
Hardware Vendor Time & Message + n
VMware QD Mar 2, 12:11:53 “admin' login failed from GUI(10.2.0.250), reason-Authentication failure. Please try again...
mFortinet @D
‘ mother @D Mar 2, 12:08:56 figfm connection to device FortiGate-81E-POE is up
@ Cisco [22] Mar 2, 12:06:20 fgfm connection to device FortiGate-81E-POE is down
@ Dell ) R .
735 moGABTE © Mar 2, 11:47:46 Device FortiGate-81E-POE add succeeded
 Super Micr... @ Mar 2, 11:47:21 figfm connection to device FortiGate-81E-POE is up
@ Microsoft @) . .
Mar 2, 11:32:57 “admin' login failed from GUI(10.2.0.250), reason-Authentication failure. Please try again...
W Broadcom @
Mar 2, 11:31:48 Device FGT-27 add succeeded
Mar 2, 11:31:13 fgfm connection to device FGT-27 is up
0% 10
Disk 1/0 e x 0 Insert Rate vs Receive Rate & % 1 =~
Logs/Sec
Sustained Log Rate(1400)
60.00% 1400 - 9 Ratel d
50.00% 1.200
4000% o
3000%
\ 60
2000%
| I

Logs/Sec

Average Rate (0.067 Logs/Sec)

2

15 1120

1125 1130 1135 1140 1145 1150 1155 1200 1205 1210

-O- FMG-VMTM23000150 ~O- other

Logs/Sec
5

11715 1120 1125 1130 1135 1140 1145 1150 1155 1200 1205 1210

-O- Receive Rate

-O- Utilization -O- Receive Rate ~O- Insert Rate
License Information e ¥ o Log Insert Lag Time & % 1 =~
EBVM License Valid UUG +| &
Lag Time
@ FortiCloud @ Registered 9h 43m 20s
@ FortiGuard VM Meter Service © No License - 28h 20m 0Cs
Server Location 5 Servers located in US only [} 26h 56m 405
@ Management Devices/VDOMs 585 /10,000 (5.8%) 05h 33m 205
FortiAPs 1776 24h 10m 00s
FortiExtenders 4 22h 46m 40
FortiGates/Logging Devic... 585 91h 23m 205
FortiSwitches 19
TS5 120 1125 1130 1135 1140 1145 1150 1155 1200 1205 1210
[& Logging GB/Day @ 0.0/50 (0.0%) =
=O- Lag Time.
Q Update Server AntiVirus and IPS 208.184.237.66 (m= Sunnyvale, California, United
Log Receive Monitor e X Receive Rate vs Forwarding Rate e X I =v

System Information

Host Name
Serial Number
Platform Type
HA Status
System Time

Firmware Version

Current Administrators
Up Time
Administrative Domain

FortiAnalyzer Features

w-Features Guide v» BIE

FMG-VM64 =
FMG-VMTM23000150

FMG-VM64

Standalone

Thu Mar 02 12:13:16 2023 PST =
v7.4.0-build6285 230301 (Interim) &

admin / 1in total =]
49 minutes 52 seconds

©

O

System Resources e ¥ O

1% 42% 6%

Average CPU Usage Memory Usage Disk Usage

More Details

Unit Operation
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Policy & Objects

« Policy Package configuration:

nterprise_FortiManager

Dashboard
= Device Manager

B Policy & Objects

Policy Packages

Normalized Interface
Firewall Objects
Security Profiles

User & Authentication
Security Fabric
Advanced

VPN Manager

AP Manager
FortiSwitch Manager
Extender Manager
Fabric View
FortiGuard

Management Extensions

S les@mBEELD

System Settings

FZ:RTINET

>

ADOM: ADOM1

Q 1 Delete | [ B Section v | [ 22 Policy Block ~ ][ @ Policy Lookup | [ @ Collapse All | [ @ View Mode ~ ﬂ
First_Floor. o # Name From To Source Destination Schedule ﬂ
Firewall Policy
Firewall Virtual Wire Pair P...
Authentication Rules o1 [ port3 Cport1 Zall Zall 8 always Al
IPv4 Multicast Policy
IPv4 Local In Policy
IPv6 Local In Policy
1Pv4 DoS Policy o 2 [ port2 [port1 Sall =al 5 always @Al
IPvé DoS Policy d
IPv4 Interface Policy
NAC Policy o 3 [ port1 Cport2 Qall Qall 8 always Al
Traffic Shaping Policy o 4 [Iport1 [Iport3 Ball Sal [ always m Al
ZTNA Rules
Installation Target:
EEl RTINS a s M port2 Mport3 Sall al e always WAL
CLI Configurations
I Enterprise_Second_Floor
© Bidefault a e [port3 [port2 2all 2all e always AL
m Policy Blocks (0)
7 FTS_policy [port5 [ports 2all =al ® always
8 FST Client>Upstream [ port5 Cport1 Ball Zal 8 always

« Object configuration:

nterprise_FortiManager

@ Dashboard

& Device Manager
| B Policy & Objects
Policy Packages
Nermalized Interface
Firewall Objects
Security Profiles
User & Authentication
Security Fabric
Advanced
VPN Manager
AP Manager
FortiSwitch Manager
Extender Manager
Fabric View

FortiGuard

Beo@m@EAYy

Management Extensions

£ System Settings

= & nstallWizard ~ @ ADOM Revisions 4§ Tools « ADOM: ADOM1

‘Addresses Internet Service Services Schedules Virtual IPs IP Pools Shaping Profile ZTNA Server ZTNATag D
[ Edit | [ i Delete

O Name= Type =  Details = Interface = | Comments = Created Time ~ Last Iu
O & none Address  IP/Netmask: 0.0.0.0/255.255.255.255 any / 2023-05-02 08:37:59

[m} & login.microsoftonline.com Address FQDN:login.microsoftonline.com any / 2023-05-02 08:37:59

O & login.microsoft.com Address  FQDN:login.microsoft.com any /2023-05-02 08:37:59

0O & loginwindows.net Address FQDN:login.windows.net any / 2023-05-02 08:37:59

O & gmail.com Address  FQDN:gmail.com any /2023-05-02 08:37:59

O & wildcard.google.com Address FQDN:*.google.com any / 2023-05-02 08:37:59

O & wildcard.dropbox.com Address  FQDN:".dropbox.com any /2023-05-02 08:37:59

O @ SSLVPN_TUNNEL_ADDR1 Address  IP Range: any / 2023-05-02 08:37:59

o =an Address  IP/Netmask: 0.0.0.0/0.0.0.0 any /2023-05-02 08:37:59

[0 = FIREWALL_AUTH_PORTAL_ADDRESS Address IP/Netmask: 0.0.0.0/0.0.0.0 any /2023-05-02 08:37:59

[0 = FABRIC_DEVICE Address  IP/Netmask: 0.0.0.0/0.0.0.0 any IPv4 addresses of Fabric Devi / 2023-05-02 08:37:59

O & metadata-server Address  IP/Netmask: any /2023-05-02 08:37:59

0O =RFC1918-10 Address | IP/Netmask: any /2023-05-02 08:37:59

O ERFC1918-172 Address  IP/Netimask: any /2023-05-02 08:37:59

M B RFC1918-192 Address | IP/Netmask: _._._..._...___.___._._ any / 2023-05-02 08:37:59

0% 60
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AP Manager

» Use Managed FortiAPs to view the status of managed FortiAP devices:

1% Search.. Q

Status 2.4 GHz Radio Cha...
@ Managed FortiGate (12} fp— o) mrr @ mGood )
© 4+ FortiGate-140E-POE (12) @ Offine e
12
@ non-raot
+ Create New v i Dele: ‘ ‘ & Refresh ‘ ‘ 1 Register ‘ 5 Assign Profile | | § More v Search.
E  Access Point+ Status + SSIDs = Channel + Clients + Temperature & 05 Version + AP Profile = Connected Via + Model + Channel Utilization + u
@ VA @VA RL0
v PUAIIFTH21001227 © Online @ VA @VA R2:0 PUA4BEF-v6,0-build0080 2 192168.100112 U433F
@NA @NA R3O0
@ VA @VA R1:0
O “ PU433FSEL9002370 9 online @ VA @A R2:0 PUA4BEF-46.0-build0080 2 192168.100417 U433F
@ VA @ VA R%: 0
@ VA @VA R1:0
O PU4SIFTH20034194 Q@ Online @ VA @ VA R2:0 PU4STF-v6.2-build0220 2192168100110 U4s1F
@ VA @VA R3O0
@ VA @A R1:0
O & PU431FTH20026060 @ offline @ VA @A R2:0 U431F
@ VA @VA R3:0
@ VA @A R1:0 @9
O s FP433FTF20000075 9 online @ VA @A R2:0 434342 FP433F7.0-build0056 2192168100420 439F b4
@ NA @NA R3:0
@ VA @VA R1:0 @
[0 " FP433FTF20000064 @ Cnline @NA @NA R2: 0 FP433F-v7.0-build0010 o2 192.168.100.122 433F 2
@ VA @VA R3O0 @
O FP421ETF19021007 9 online g jfi g j/ﬁ :;: g FP421E5.6-build0309 2 192168.100114 421E g gi
N/A N/A R1:0 0
O o FP421ETF19008086 @ offline g N/A g\UA R2:0 421E go
O FP320C3X15002273 Q@ online g :’Q g :”N\ ;g g FP320C-v6,0-build0037 2192168100416 320C g Zg
@ VA @A R1:0
O ¢ FP23IFTF21000136 9 online @ VA @NA R2:0 FP23JF-7.0-build0010 2 192168.100119 20F g ;i
@ VA @A R3:0
@ VA @A R1:0 o
O ' FP231ETF20012739 9 online @ VA @ VA R2:0 FP231E7.0-build0078 2 192168.100411 231E g 1
£NIA LA R0
0% 12
« Using Map View, you can check the location, info and status of managed FortiAP devices.
oogle Floor Map
@ Show Cannection Down APs Only Search by F.
JNA; €S5S GRANDVIEW-WOODLAND S===== ; — = Toish 12 (510 52 ) Search Q
o % PatkerSt T HEIGHTS Faika 81 LOCHDALE Name: PU431FTH20026060 H
] sy, BRENTWOOD, FortiAP SN: 2 PU431FTH20026060
¥ Last Seen: -
) 1P Address 0000
Ersiae - ) | Clients 0
cistive . Tathve
y Usage (RX/TX) 0.0KB/0.0K8
alfoxs: o & Hltoc
- 2 = Name FPA21ETFL9008086 H
™ o L o [ ¥ @ e FOFAP SN: 2 FP421ETE19008086
= erving D P Last Seen: -
~ E By 1P Address 0000
- X < 2 Edrgadway 3 silceskg o 5059 Clignts 0
5 ] H : g £ s b @ o Bt : Usage (RX/TX) 0.0KB/00KB
Zeunae £ S = 5 | o
: e Goentyy bl -1 Name FPATIFTF20000075
Y- » FortiAP SN: 2 FP433FTF20000075
ik TR y %Q. % Last Seen:
ENs - Canada Way. + Canada Vay ?v% % 1P Address 192.168.100.120
VANGGUVER Heicrs g 1 é % E lents N
Fffz'? Gp:‘%\g 5 @’ o Usage (RX/TX} 0.0KB/0.0KB
g N SINORON-CEDAR, S ) sl @ 0 Spotest 1 | Name: FP231ETF20012739
ExngEduadie . KNIGHT & e 4 Burnaby | FortiAP SN: 2 FP23LETF20012739
& : £ S, . ) Last Seen: NA
b g i g, 1P Address 192.168:100.111
1\ E29h Ave L I ¢ \ Clients 0
g y f s Il y £ S Usage (RX/TX) 0.0KB/0.0KS
A = 3 *Canady = Name: PUA433F5£19002370
I3 . ) Unihost 3 1 Y ForaPsN: 2 PU433F5E19002370
GARDEN VILLAGE = B i Last Seen: NA
Al g | P Address 192.168.100.117
= £ S Clients 0
X Bond St ~~ \ Usage (RX/TX} 0.0KB/0.0KB
Edrstae E4lstAre EdistAve z 2 T~ + Name: FAP22B3U12011326 H
Z é’ | ?‘ \" . - FortiAP SN % FAP22B3U12011326
g 2 e, e S il LastSeen: NA
fin shortu 020 erms of Use. ror 1P Address. 192.168.100.123
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« Using Operation Profiles, Connectivity Profiles, and Protection Profiles, you can create different types of profiles
and assign them to FortiAPs. Profile types, for example FortiAP profiles, are listed as tabs at the top of the page.

L
=t

| Bl AP Manager
Managed FortiAPs

Dashboard

Device Manager
Policy & Objects
VPN Manager >

WiFi Maps

SSIDs

Operation Profiles
(]

Connectivity Profiles

Protection Profiles

WiFi Settings
B8 FortiSwitch Manager >
B Extender Manager >
@ Fabric View >
@ FortiGuard >
88 Management Extensions

£ System Settings >

rtiAP Profiles QoS Profiles FortiAP Configuration Profiles
>

O View All Profiles

Name <

(m]

[m] [l Corporate_Fortinet_Default

[m] 2 Guest_Fortinet_Default

© POS_Fortinet_Default

Platform + Radio Mode < Bands +

R1: Access Point R1:N/A
R2: Access Point R2: N/A
R1: Access Point R1L:N/A
R2: Access Point R2: N/A
R1: Access Point R1:N/A
R2: Access Point R2: N/A

SSIDs =

R1: All Tunnel Mode SSIDs
R2: All Tunnel Mode SSIDs

R1: All Tunnel Mode SSIDs
R2: All Tunnel Mode SSIDs.

R1: All Tunnel Mode SSIDs
R2: All Tunnel Mode SSIDs

Comment =

[N = AP Profiles Fortinet Recommended - Factory Default (3)

Fortinet Recommended profile for Corporate

Fortinet Recommended profile for Guest

Fortinet Recommended profile for POS

» Using Managed FortiAPs > More > View Health Monitor, you can see widgets related to the APs performance:

AP Status x Wi Clients & % © =- || Histrical Clients e r =
Refresn =
[ SSD+ | Foriap MACAddess = | Davice = cra = naff
No record found.
0- 1
0440 045 OSD  OKES 05PM 0505 010 ORI 0520 0525 0500 005 05
24 GhzBane @5 Gz Bang
° e EEET
nterfering SSIDs ElY « || Rogue Avs e r o=
8 View Desiz Search View Roe APs
1D+ | Access Point = Interfering SSIDs & SSIDs = | Channel = | Types | Clients & mummmn i Mark s 2 Revesn O Show A (152) [ Show Aceepred 0] | Search,
3 FPANFTR0000075 24 unknown O MACAdess = Stae = Staus Sgrallmertersnca = | Vendorinfa = DetectaaBy = Channen = Onwire = [ 5]
3 FPadaFTR0000064 28 unironn = - -
O 000ce43:69:16 FAP-U231E-open o ° Fortine: 108 ) (]
3 arI01 47 unkronn
O 000cesansnr FAP-UZAJE-test ° ° Fortnet 108 °
O coocesansnta FAP-221F evacy ° ° Fortnes 108 °
O ooocesadsras FaP-Uz2emnat ° ° Fortnet 1 °
O ooocesaceTel FAP-U2036 2t ° ° Fortinet 4 °
O 0o0ces7i7b01 FINTGLest ° ° Fortnet 4 °
3 5% 2501402
Channel Uilization ez Login Failures e x o=
Crame: Utizaton Searcn.
Bow (<= é0%) 0 || Times ssip< Host Name/MAC = UserName = AP Name = B
mHign (- 76%) e
Vet {625~ 75%) © || Norcorfond

12

Total

Management Extensions

» Updated Management Extensions layout:

@ Dashboard

& Device Manager

Management Extensions

Search.

>
B Policy & Objects >
i VPN Manager >
@ AP Manager >
>
>
>

8 FortiSwitch Manager
B Extender Manager
@ Fabric View

@ FortiGuard

& Management Extensions

& System Settings

FortiPortal

FortiAIOps

FortiwLM

Universal Connector
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System Settings

System settings are available as tabs at the top of the system settings page.

o ADOMs settings:

FortiManager ADOM: ADOM1

&b VPN Manager ’ [ Edit | [ i Delete | [ = Enter ADOM | | @ Disable ADOM | | @ Lock | [ o Unlock
[ AP Manager >
B8 FortiSwitch Manager s O Names Firmware Version ¢ Central Management < Devices < Comments < l
B Fabric View s O root FortiGate 7.0 =4 VPN @ FortiAP & FortiSwitch
@ FortiGuard > O Production FortiGate 7.0 @ VPN = FortiAP 2 FortiSwitch
0 Management Extensions [m] FortiProxy FortiProxy 1.1 @ VPN D FortiAP @ FortiSwitch
£ System Settings v 0O FortiFirewallCarrier FortiFirewallCarrier 6.2 @ VPN F FortiAP £ FortiSwitch
[m] FortiFirewall FortiFirewall 6.2 @ VPN = FortiAP & FortiSwitch

i ators [m] FortiDeceptor FortiFirewall 3.1 @ VPN = FortiAP £ FortiSwitch

Admin Profiles [m} FortiCarrier FortiCarrier 6.2 @ VPN = FortiAP £ FortiSwitch

Remote Authentication S... [m] FPX FortiProxy 7.2 Q@ vPN D FortiAP € FortiSwitch

SAMLSSO [m] ADOM1 FortiGate 7.2 VPN = FortiAP £ FortiSwitch 4 Devices (including 4 VDOMs) >

Settings [m] 74ADOM FortiGate 7.4 @ VPN = FortiAP & FortiSwitch

HA a Global Database Global 7.0 @ VPN D FortiAP @ FortiSwitch

Task Monitor [} Chassls N -

Event Logs [m] Syslog Syslog -

Certificates [m] FortiWeb FortiWeb -

Advanced [m] FortiSandbox FortiSandbox -

FERTINET 0% 23

o Network settings:

ADOM: ADOM1

L& VPN Manager

Network
@ AP Manager >
ER FortiSwitch Manager >
Interface
B Extender Manager >
@ Fabric View > [ Edit | | @ Delete
@ FortiGuard >
O Name= Type = Members/Interface =+ IP/Netmask = IPv6 Address = Description = Administu
88 Management Extensions
I £ System Settings © O portl Physical Interface 10.100.55.12/255.255.255.0 /0 HTTPS, HTTI
ADOMSs O port2 Physical Interface 10.100.88.12/255.255.255.0  ::/0 HTTPS, PING
P O port3 Physical Interface 0.0.0.0/0.0.0.0 /0
ministrators
Admin Profi O  portd Physical Interface 0.0.00/0.00.0 /0
min Profiles
P A S O ports Physical Interface 0.0.0.0/0.0.0.0 /0
NS O  ports Physical Interface 0.0.00/0.00.0 /0
Settings O port7 Physical Interface 0.0.0.0/0.0.0.0 /0
o O  ports Physical Interface 0.0.00/0.00.0 /0
| O porty Physical Interface 0.0.0.0/0.0.0.0 /0
0% 12
Task Monitor
Event Logs —
Certificates
Advanced Primary DNS Server 8.8.838
F::RTINET Secondary DNS Server 208.91.112.53
——
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o HA settings:

ADOM: ADOM1

L VPN Manager Cluster Settings
B AP Manager >
B8 FortiSwitch Manager > Failover Mode m VRRP
H Extender Manager > )
Operation Mode Primary | Secondary
@ Fabric View >
Peer IP and Peer SN IP Type Peer IP Peer SN Action
@ FortiGuard >
@ Management Extensions 17 *
| 5 System Settings v | ClusteriD 1 (1-64)
ADOMs Group Password
Administrators File Quota 4096 MB (2048-20480)
Admin Profiles Heart Beat Interval 10 Seconds
Remote Authentication S... Failover Threshold 30 (1-255)
SAMLSSO VIP
Settings VRRP Interface Click to select
Network Unicast o
Task Monitor Monitored IP P Interface Action
Event Logs Click to select x +
Certificates Download Debug Log & Download

Advanced

F:ATINET Apply

o Administrators settings:

FortiManager ADOM: ADOM1

L VPN Manager

[ Edit | [ % Clone || g1 Delete | [ s Move | [ & Table View +
@ AP Manager >

Name = Type = Profile = JSON API Access + ADOMs = Packages + Device Group + Trusted IPv4 Hosts +
ER FortiSwitch Manager > = e - » u

B Extender Manager [l O System Administrator (3)

@ Fabric View >0 A admin LOCAL Super_User Read & Write AlIADOMs Al Packages 00.00/00.00
@ FortiGuard >
28 Management Extensions O A apiuser LOCAL Super_User Read & Write AlIADOMs Al Packages 00.00/00.00

| & System Settings v
ADOMSs

Adi

strators

Admin Profiles

Remote Authentication S...
SAMLSSO

Settings

HA

Network

Task Monitor

Event Logs

Certificates

Advanced

F:RTINET 3
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o Admin profile settings:

ADOM: ADOM1

% Clone || @ Delete

Li VPN Manager > @ et
B AP Manager >
B8 FortiSwitch Manager > w |
B Extender Manager s || O  Restricted User
@ Fabric View > [0  Standard_User
@ FortiGuard >  [O Super_User
82 Management Extensions O  Package_User
I 43 System Settings v [ | No_Permission_User
ADOMs

Administrators

Adi

Profiles |

Remote Authentication S...

SAMLSSO

Settings

HA

Network

Task Monitor

Event Logs

Certificates

Advanced

FZ:RTINET

o Workspace settings:

nterprise_FortiManager

Type =

System Admin
System Admin
System Admin
System Admin

System Admin

Description = u

Restricted user profiles have no System Privileges enabled, and have read-only access for all Device Privilege
Standard user profiles have no System Privileges enabled, but have read/write access for all Device Privilege:
Super user profiles have all system and device privileges enabled.

Package user profile have read/write policy package and objects

leges enabled, and have read-only acce

No permission user profiles have no system or device privileges enabled.

ADOM: ADOM1

& VPN Manager ? Workspace Mail Server
@ AP Manager >
ER FortiSwitch Manager > Workspace Settings
B Extender Manager >
@ Fobric View > Mode
@ FortiGuard >
&8 Management Extensions
| & System Settings v
ADOMs
Administrators

Admin Profiles

Remote Authentication S...

SAMLSSO

Settings

HA

Network

Task Monitor

Event Logs

Certificates

F:RTINET

Syslog Server
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e Admin Settings:

ADOM: ADOM1

L& VPN Manager Admin Settings
B AP Manager >
FortiSwitch Manager > Administration Settings
8 g
B Extender Manager >
HTTP Port 80 s
B Fabric View >
@ FortiGuard s O Redirects to HTTPS
HTTPS Port <
= Management Extensions 448
I & System Settings . HTTPS & Web Service @ FortiDemo_2023 .
Certificate
ADOMs
Idle Timeout 900 < | Seconds (60-28800)
(AT BRI Idle Timeout (AP1) 900 2 | seconds (1-28800)
Admin Profiles
Idle Timeout (GUI) 900 < | Seconds (60-28800)
Remote Authentication S...
SAMLSSO View Settings
e
Language Auto Detect -
HA
High Contrast Theme o
Network
Other Themes Jade Neutrino i Dark Matt
Task Monitor
Event Logs Graphite

Autumn
Certificates

Advanced Calla Lily
F:ATINET Apply

e SAML SSO settings:

FortiManager ADOM: ADOM1

S VPN Manager Single Sign-On Settings
@ AP Manager >
FortiSwitch Manager >
8 s Server Address @ [fortidemo fortinet.com |
B Extender Manager > . B .
Allow admins to login with FortiCloud € o
@ Fabric View > . N
Single Sign-On Mode Disabled | Identity Provider (IdP) [EERVIEZ I ]
@ FortiGuard >
&8 Management Extensions
I # System Settings © Py In SP mode, an $SO administrator is associated with each user who logs in via SS0. You can edit their
ADOMs profiles on the Administrators page.
Administrators SP Entity ID http:/fortidemo.fortinet.com: 14006/ metadata/
Admin Profiles SP ACS (Login) URL https:/fortidemo.fortinet.com:14006
Remote Authentication S. fsaml/?acs
SAMLSSO SP 5LS (Logout) URL https:/fortidemo.fortinet.com:14006/saml/?sls
Setiinzs SP Certificate Click to select -
HA View SP Metadata
Network Default Login Page @ m Single-Sign On
Task Monitor Auto Create Admin € o
Event Logs
Signing Options
Certificates
Advanced Authentication Request Signed €

FortiManager 7.4.0 New Features Guide 119
Fortinet Inc.



Other

« Certificate settings:

ortiManager

VPN Manager
AP Manager

FortiSwitch Manager

=)
@
e
H Extender Manager
@ Febric View
@ FortiGuard
=8 Management Extensions
& System Settings
ADOMs
Administrators

Admin Profiles

Remote Authentication S...

SAMLSSO
Settings

HA

Network
Task Monitor

Event Logs

© View Certificate Detail || &, Download

> | [ Create New/Import ~ | | i Delete

[0 | Certificate Name ¢ Subject =

Status =

Issuer <

Expiration Date <

Mll O Local CA Certificate (3)

s [ Fortinet.CA
> D

[0  Fortinet_SUBCA

Fortinet_CA2 C = US, ST = California, L = Sunnyvale, O = Fortinet, OU =

Rl O Local Certificate (3)
O  FortiDemo_2023
[0 Fortinet_Local
O  Fortinet_Local2 C = US, ST = California, L = Sunnyvale, O = Fortinet, OU =

© CRL (0)

& Remote CA Certificate (2)

C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = ..

C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = .

C = US, ST = California, L = Sunnyvale, O = "Fortinet, Inc, ..
C = US, 5T = California, L = Sunnyvale, O = Fortinet, OU = F... OK

OK € =US, ST = California, L = Sunnyvale, O = Fortinet, OU = ...
oK € = US, ST = California, L = Sunnyvale, O = Fortinet, OU = ...
. 0K € =US, ST = California, L = Sunnyvale, O = Fortinet, OU = ...

€ = US, ST = California, L = Sunnyvale, O = Fortinet, OU = ...

OK C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = ...

2056-05-27 20:27:39 GMT
2038-01-19 22:34:39 GMT
2056-05-27 20:48:33 GMT

.. OK € =US, O = DigiCert Inc, CN = DigiCert TLS RSA SHA256 2... 2023-09-18 23:59:59 GMT

2056-01-19 03:14:07 GMT

2038-01-19 03:14:07 GMT

O Remote_Cert_1
O Remote_Cert_2

Certificates |

Advanced

FortiManager

VPN Manager

AP Manager
FortiSwitch Manager
Extender Manager
Fabric View
FortiGuard

Management Extensions

Sleg@m@EEL

System Settings
ADOMs
Administrators

Admin Profiles

Remote Authentication S...

SAMLSSO
Settings

HA

Network
Task Monitor

Evel

Logs
Certificates

Advanced

nterprise_FortiManager

L VPN Manager

[@ AP Manager

9 FortiSwitch Manager >
B Extender Manager >
@ Fabric View >
© FortiGuard >

2 Management Extensions
4 System Settings v
ADOMs
Administrators
Admin Profiles
Remote Authentication S...
SAMLSSO
Settings
HA
Network
Task Monitor

Event Logs
Certificates

RATINET

C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = F... OK

C = US, ST = California, L = Sunnyvale, O = "Fortinet, Inc', ...

Add Filter O | © Last 1 Hour v

# | Date Time Level User

5> 1 2023-05-09 13:24:50 information __docker_fortiportal-JSON{169.254.255.50)
2 2023-05-09 13:24:20 information | update_manager
3 2023-05-09 13:20:32  information = __docker_fortiportal-JSON{169.254.255.50)
4 2023-05-09 13:20:32  information  __docker_fortiportal-JSON(169.254.255.50)
5  2023-05-09 13:19:42 information  __docker_fortiportal-JSON(169.254.255.50)
6 2023-05-09 13:15:32  information | __docker_fortiportal-JSON(169.254.255.50)
7 2023-05-09 13:15:32  information | __docker_fortiportal-JSON(169.254.255.50)
8  2023-05-09 13:14:50 information | __docker_fortiportal-JSON(169.254.255.50)
9 | 2023-05-09 13:14:09 information  update_manager

10 2023-05-09 13:10:48  information

2023-05-09 13:10:32  information | __docker_fortiportal-JSON(169.254.255.50)

12  2023-05-09 13:10:32  information = __docker_fortiportal-JSON(169.254.255.50)

Sub Type

System manager event

FortiGuard service event

System manager event

System manager event

System manager event

System manager event

System manager event

System manager event

FortiGuard service event

Device manager event

System manager event

System manager event

€ =US, ST = California, L = Sunnyvale, O = Fortinet, OU = ...
oK € =US, O = DigiCert Inc, OU = www.digicert.com, CN = Di...

Description

User login/logout successful

2056-01-19 03:14:07 GMT
2021-09-15 12:00:00 GMT

B Raw Log <D Historical Log

Operation ¢

logout I

Package update response from FortiGuard server received | Update Response

User login/logout successful logout I
User login/logout successful login J
User login/logout successful login J
User login/logout successful logout J
User login/logout successful login J
User login/logout successful logout J
Package update response from FortiGuard server received = Update Response z
Device Manager dvim log at information level Switch to new ADOM | #
User login/logout successful logout J
User login/logout successful login J

50 vipge [Jll 2 3 4 5+ 295

Workspace | Mail Server | Syslog Server | Meta Fields VSN Et ]
Advanced Settings

Offline Mode €@ o

ADOM Mode @ I Acvanced

Download WSDL File Legacy Operations
O CLI Configuration
[0 Device Manager Database [ Task Database
O Policy Package

[0 ADOM Objects

[ System Commands
[ Device Manager Commands

O Security Console
O System Template
0 COB Auxiliary

& Download

Chassis Management o
Configuration Changes Received from Prompt Administrator to accept
FortiGate

Task List Size 2000 8
Verify Installation ©

Allow Install Interface Policy Only o

Display Policy & Objects in Classic Dual Pane (D

Display Device/Group tree view in Device @

Manager

FortiManager 7.4.0 New Features Guide
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Fabric and External connector pages have been reorganized for an
enhanced user experience

Fabric and External connector pages have been reorganized for an enhanced user experience, similar to the experience
in FortiOS.

To view and configure connectors in Fabric View:

1. Goto Fabric View . The Fabric Connectors and External Connectors pages are available in the tree menu under

Fabric View.
The following connector types have been moved into the External Connectors menu.

e Public SDN
o Private SDN
e Threat Feeds
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« Endpoint/Identity

Dashboard Create New Fabric Connector - Select Connector Type (1/2) x

Device Manager

Policy & Objects Please choose a connector type

VPN Manager
Public SDN (6) v

ORORORONC)

Amazon Web Microsoft Azure Google Cloud Oracle Cloud AliCloud
Services (AWS) Platform (GCP)  Infrastructure (OCI)

AP Manager
FortiSwitch Manager
Extender Manager

Fabric View

E@EBAa Yy BB

Physical Topology
Logical Topology
Security Rating
Fabric Connectors
External Connectors
Cloud Orchestration

© FortiGuard

B Management Extensions

5 |BM Cloud

System Settings

Private SDN (8) v

o
openstack

Kubernetes VMware ESXi VMware NSX-V OpenStack Application Centric
(Horizon) Infrastructure (ACI)

@

Nuage Virtualized Nutanix SAP
Service Platform

Threat Feeds (4) ~

® @

5
D
=

o
el
g 5 é
8 5
n =
o &
23

3

FortiGuard IP Address Threat Malware Hash
Category Threat Feed Threat Feed
Feed

Endpoint/Identity (10)

) &

Poll Active Fortinet Single RADIUS Single User pxGrid User ClearPass
Directory Server Sign-On Agent Sign-On Agent
VMware NSX-T VMware vCenter ~ Symantec Endpoint  Exchange Server JSON API
Protection Connector

o

i
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The FortiClient EMS and FortiNAC connectors have been moved into the Fabric Connectors menu.

Dashboard Create New Fabric Connecter - Select Connector Type (1/2) x

Device Manager

Policy & Objects Please choose a connector type

VPN Manager erch Q

Other Fortinet Products (1) v

@

FortiNAC

AP Manager

BB D wER

FortiSwitch Manager
B Extender Manager
I @ Fabric View

€ v v v v v v

Physical Topology
Logical Topology

Security Rating
External Connectors
Cloud Orchestration
@ FortiGuard >
0 Management Extensions

& System Settings >

Click Create New to create a new connector while in the Fabric Connectors or External Connectors view.
For FortiClient EMS, you can edit the existing EMS connectors on the Fabric Connectors page.

FiERTINET

Dashboard Edit FortiClient EMS x
& Device Manager >
B Policy & Objects > Connector Settings
Li VPN Manager > Name
B APManager > stotus P
B FortiSwitch Manager >
B Extender Manager > FortiClient EMS
v

| @ Fabricview
Physical Topology

Type FortiClient EMS FortiClient EMS Cloud

Logical Topology IP/Domain name

Security Rating HTTPS port 443 =
External Connectors Password esccsces ®
Cloud Orchestration EMS Threat Feed @ [ o)
@ FortiGuard > Synchronize Firewall Address @O
&8 Management Extensions [i}
Multi Site [s ]

3 System Settings >
Advanced Options >
Revision

Change Note*

FE:RTINET

To view and configure connectors in Policy & Objects:

1.

Go to Policy & Objects > Security Fabric.
The Fabric Connectors, SDN Connectors, and Endpoint/Identity menus are available as tabs.
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« Public and Private SDN connector types are included in the SDN Connectors tab.

Dashboard Fabric Connectors [RIB AR Satee Endpoint/Identity

= Device Manager >

B Policy & Objects vl + Create New v [ | [# Edit | | fi Delete £ More v
Policy Packages Public SDN Connector Type = IP/Port = Created Time & Last Modified + Revision History &
S, Private SDN Connector  f
Firewall Objects 0O ==AWS_VPC Amazon Web Services (AWS) fduncan / 2023-05-02 08:47:05
Security Profis
User & Authentication
Advanced

£ VPN Manager >

@ AP Manager >

B8 FortiSwitch Manager >

B Extender Manager >

@ Fabric View >

@ FortiGuard >

= Management Extensions

£¥ System Settings >

Endpoint and identity connectors are included in the Endpoint/Identity tab.

Dashboard Fabric Connectors | SDN Connectors [igvseleen

& Device Manager >
om
+ Create New v || [ Edit Delete | [ § More v
|g Policy & Objects v & L]
Poll Active Directory Server

Last Modified <

Policy Packages Revision History +

Fortinet Single Sign-On Agent
Normalized Interface e Sign-On g
Firewall Objects RADIUS Single Sign-On Agent

Security Profiles pxGrid Connector

User & Authentication ClearPass Connector

Security Fabric

Advanced

NSX-T Connector

Flex-VM Connector

Ll VPN Manager >

© vCenter Connector
B APManager >
8 FortiSwitch M s Symantec Endpoint Protection

ortiSwitch Manager
B Extender Manager s Exchange Server Connector
B Fabric View > JSON API Connector
@ FortiGuard > = =
O test JSON API Connector fduncan / 2023-05-04 12:15:22 1

B2 Management Extensions
4 System Settings >

FortiClient EMS and FortiNAC connectors are included in the Fabric Connectors tab.

Dashboard SDN Connectors | Endpoint/Identity

= Device Manager

>
4+ Create New v || [ Edit | [ g Delete
[ 3 o & Objects o | [ Crestenew -]

Policy Packages O Name/ID = Type = Details ~ Created Time ~ Last Modified ~ Revision History ~
Firewall Objects o &1 FortiClient EMS. Server N/A:443
Security Profiles o &2 FortiClient EMS Server N/A:443
User & Authentication o &3 FortiClient EMS Server N/A:443
Sect Fabric o &4 FortiClient EMS. Server N/A:443
Advanced o &s FortiClient EMS Server N/A:443
L VPN Manager > O s FortiClient EMS. Server N/A:443
B AP Manager > o a7 FortiClient EMS Server N/A:443
B e
B Extender Manager >
@ Fabric View >
® FortiGuard >
B2 Management Extensions
£ System Settings >

FortiManager 7.4.0 New Features Guide

Fortinet Inc.

124



Other

2. To configure FortiClient EMS connectors, navigate to Policy & Objects > Security Fabric > Fabric Connectors, and
select an existing EMS connector to edit and make changes to it.

Edit FortiClient EMS. x
Connector Settings
Name
Status e ]
FortiClient EMS
Type FortiClient EMS FortiClient EMS Cloud
IP/Domain name ‘ |
HTTPS port ‘ 243 s ‘
User Name ‘ |
Password ‘ ........ ® ‘
EMS Threat Feed € ©
Synchronize Firewall Address @O
Li]
Multi Site [e )

Advanced Options >

3. To configure FortiNAC connectors, navigate to Policy & Objects > Security Fabric > Fabric Connectors and click
Create New.

Create New FortiNAC x

Name

This field is required.

Type FortiNAC

FSSO Agent IP/Name Password Port Action
\ I @ | [0 e [x][+]
\ | @ |[8000 & | [x][+]

User Group Source [NV \i: FortiGate

User Groups (0)
ssL [e ]

Advanced Options >
Per-Device Mapping >

Revision

Change Note*

FortiManager connector relay to AWS will proxy all individual
FortiGate requests

Ay
‘9' This information is also available in the FortiManager 7.4 Administration Guide:

¢ Using FortiManager as an SDN proxy for AWS connectors

FortiManager connector relay to AWS will proxy all individual FortiGate requests.

This feature can only be configured using the CLI.
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To configure the FortiManager connector relay to AWS:

1. Inthe FortiGate CLI, create the proxy object:
config system sdn-proxy <---- new object

edit <sdn-proxy name>
set type fortimanager
set server <server address>
set username <username'>
set password <password>

next

end

2. Inthe FortiGate CLI, configure the SDN connector to use the proxy.
config system sdn-connector
edit "awsl"
set proxy <sdn-proxy name> <---- new property
set use-metadata-iam disable
set access-key <access>
set secret-key <secret>
set region "us-west-2"
next
end

3. Onthe FortiManager, you can manage the SDN proxy daemon with the following commands in the CLI:

» The sdnproxy daemon is able to restart by using the diagnose test application sdnproxyd <xx>
command where xx is the level of debug.

e The sdnproxy daemon shows debug logs using the diagose debug application sdnproxy <xx>
command where xx is the level of debug.

FortiManager key areas have been reorganized to enhance user
experience

FortiManager key areas have been reorganized to enhance user experience, similar to FortiOS.
This topic includes the following sections:

o Device Manager on page 126

» Firewall Objects on page 134

» Fabric Connector on page 135

» Firewall Policies on page 136

o FortiAP Manager on page 136

o FortiSwitch Manager on page 139

Device Manager

» Inthe Device Manager device database, you can use Feature Visibility to enable network related features under the
Network tree in the VDOM level.
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Feature Visibility

Global Feature Visibility Iﬁm

C Dashboard

Dashboard

© Network

Interfaces
IPAM

DNS

C System

O Virtual Domain

O Administrators

[ Settings

[ Replacement Messages
O FortiGuard

[0 Global Resources

O Admin Profiles

[ SNMP

[ Replacement Message Groups

C Security Fabric

O Automation Stitch
O Automation Action

O Automation Trigger
O FortiSandbox

C Log & Report

[ Log Settings

G cLi Confgurations

O CLI Configurations.

[ checkal ][ Reset to Default

« Enable network features in the Global Feature Visibility menu.

» Network related device configuration features are moved under the Network tree group. The following features have

Feature Visibility

Global Feature Visibility Customize

C Dashboard

Dashboard

© Network

Interfaces
DNS

DNS Service on Interface
Explicit Proxy

Static Routes

RIP

BGP

Multicast

DHCP Servers
DNS Databases
IPAM

SD-WAN
Policy Routes
OSPF

Routing Objects

C Security Profiles

[ Web Filter Overrides

C vpN O Psec Phase 1 O IPsec Phase 2
O IPsec Aggregate O Manual Key
[ Concentrator
C system 0O Virtual Domain [ Global Resources

O Administrators

[ Settings

[ Replacement Messages
[0 FortiGuard

O Modem

[ Alert Email

O Admin Profiles

O SNMP

[ Replacement Message Groups
[ Certificates

O Local Host ID

C Security Fabric

[ Fabric Settings
O Automation Trigger
[ Fortisandbox.

[ Automation Stitch
O Automation Action

C Log & Report

[ Log Settings

[ Threat Weight

C CLI Configurations

O CLI Configurations

[ checkan | [ ResettoDefault |

been moved from the Router and System menu to the new Network menu.

« Interfaces

« DHCP Servers

- SD-WAN

« DNS (Global tree feature)

FortiManager 7.4.0 New Features Guide
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« DNS Database
« DNS Service on Interface
o IPAM (Global tree feature)
» Explicit Proxy
« Static Routes
« Policy Routes
« RIP
 OSPF
« BGP
» Routing Objects
o Multicast
« The following device dashboard widgets are new or improved:
» Session and Session Rate:
« Changed from a line chart to an area chart.

« Displays a dropdown list when IPv6 is enabled on FortiGate (options include: IPV4, IPV6, and
IPV4 + IPV6), and displays the relevant chart based on the selected option.
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+ Add Widget | [ G Reset to Default | [ Togele Widget ~

U7

D%_

02:35 02:40 02:45 0z:50 02:55 03 PM

Current Usage 70%

Sessions Last 30-min vl =~

02:35 02:40 02:45 02:50 02:55 03PM

Current Sessions 87

Session Rate

a/s

Last 30-min - & 0

3/s

RaE

02:40 02:45 02:50 02:55 03PM

Current Session Rate 0fs

Interface Bandwidth & port1 w | Last 1 Hour | e@l =~

W Inbound
[ Outbound

+ Add Widget | [ G Reset to Default | [ Toggle Widget ~

02:40 02:45 02:50 02:55 03PM 03:05

Current Usage 69%

Sessions Pv4 @ 1=

IPva + IPv6

02:40 02:45 02:50 02:55 03PM 03:05

Current Sessions 89

Session Rate 1Pv4

+ | Last 30-min -le o

mn
<

02:40 02:45 02:50 02:55 03 PM 03:05

Current Session Rate 0/s

Interface Bandwidth |—IE| portl ~ | Last 1 Hour ~| 20!

B Inbound
@ Cutbound

« Device Inventory:

« The widget has added donut charts.
« You can group and display the results by the hardware vendor or software OS.

FortiManager 7.4.0 New Features Guide

Fortinet Inc.

129



Other

« You can filter the result by the hardware vendor, software OS, status and interface.

[ 4 Add Widget | [ Toggle Widget v |

[ e e 1
Device Inventory =] i
|
|
‘\‘l Hardware Vel ‘\‘“ Software OS Status
‘ B VMwae @ W Other B Orline €&
o Fortinet @) O Windows @ m offinc @
219 B Ot @ 219 Bl @ 219 21
B Cso €D m Forios @
B Dl @ W Ubutu @
B VMuare, Inc. €@ B Micosoit @)
More...

+ Create IP Address 4+ Create IP

Hardware Vendor + € show Charts Search...

Hardware Version =

10.2.124.249

b0:26:28:67:2b:50 # Oniine
O  00000c:3b:a3:02 ég;ég’:gﬁb;aam ¥ Offiine
O  000d:29:cd:31:80 ég:gig:fj; L0 4 Online
O 00107be7:fbd1 égi-ooﬁzé:m, o 4 Online
O 00:107b:e800:74 ég:ig‘;ﬁ&mﬂ . 4 Online
O 00:107b:e8:33:90 égig‘f:: 83350 ¥ Offline
[ 00107be8:62:1a 00:10:7he8:62:1a 4 Online

0% 227

e T

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
L

+ Add Widget | | Toggle Widget v

Device Inventory

HardwareVen Y SnftwareOS Y Status
B VMware €@ I Windows Q Online Q Q

\ddress Hardware Vendor + € Show Charts | v | | Search...

Address < Hardware Version < Software Version +

=
1
|
|
|

+ Create IP Address | | 4 Create

192.168.150.2
[m] AN WIN-R2PBNF99Q82 fd20:11b9:7899:dacf:a685 Windows 10/ 2016 4 Online
00:0c:29:58:07:6b
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e Advanced Host Scan:

@ Dashboard H
Summary

Network Monitors
User

& Network

£ System

@ Security Fabric

14 Log & Report

[ CLI Configurations

Feature Visibility

v v v v

¥ | [+ Add Widget | [ G Reset to Default | [ Togle Widget v

Advanced Threat Protection Statistics

Advanced Threat Protection Statistics

I Clean

[ Malicious

I External Malware Block List

I EMS Threat Feed

I Suspicious

I FortiGuard Outbreak Prevention

g
0000060

1,876

Scanned
Files

o CPU and Memory Usage:
« The memory chart has been changed from a line chart to an area chart.
« The CPU chart shows the usage of each CPU for multi-CPU devices.

FortiManager 7.4.0 New Features Guide
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@ Dashboard i v | [ Add Widget | [ G Reset to Default | [ Toggle Widget ~ |

E CPU and Memory Usage

Security Monitors
Network Monitors
User

@ Network

@ Security Profiles

J=RV=N

& System

@ Security Fabric

W Log & Report

BJ CLI Configurations

Feature Visibility

Vv v v v v

100%

100%

Tt <o % =-

Current Usage 9%

35 40

Current Usage 69%
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o Host Scan Summary:

@ Dashboard v [+ AddWidget | [ G Reset to Default | [ Toggle Widget v
Summary
Host Scan Summary

Network Monitors
User
& Network
@ Security Profiles
O VPN
& System
@ Security Fabric
4 Log & Report
[ CLI Configurations
Feature Visibility

v v v v v v

138

Total Hosts

o

o FortiClient Detected Vulnerabilities:

@ Dashboard i v | [ 4 AddWidget | [ © Reset to Default ] [ Togale Widget ~
Summary
FortiClient Detected Vulnerabilities
Network Monitors
User
< Network
& Security Profiles
8 VPN
& System
@ Security Fabric
14 Log & Report
[ CLI Configurations
Feature Visibility

Vv v v vy

w0
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« IPSEC VPN Widget:
« Theiconis red when the tunnel is down.
« The widget shows progress bars for incoming and outgoing traffic.

@ Dashboard P
Summary
Security Monitors
Network Monitors :
User
@ Network >
@ Security Profiles >
J=RVN s
& System >
Security Fabric >
W Log & Report >
B CLI Configurations
Feature Visibility
|n Dashboard Py

Summary

Security Monitors

Network M

User
¢ Network >
@ Security Profiles >
g VPN >
& System >
Security Fabric >
14 Log & Report >
B CUI Configurations
Feature Visibility

\ + Add Widget Hc‘. Reset to Default \ \ Togele Widget v|

IPsec VPN EH
46 el Up | [ ¥ Bring Tunnel Do Search...
Name & ‘ Remote Gateway + | PeerID ‘ Incoming Data & Outgoing Data + Phase 1+ Phase 2 Selectors Created + .
©2021 10217021 00K8 00KB ©20-21 ©20-21 Minute ago
©20-27 10217027 00ks 00KB ©20-27 ©20-27 Minute ago
2
[ + Add Widget | [ G Reset to Default | [ Toggle Widget ~ |
| IPsec VPN
! [ Refresh | [ # Bring Tunnel Up | [ & Bring Tunnel Down | Search...
| Name+ ‘ Remote Gateway = ‘ Peer D = ‘ Incoming Data = Outgoing Data + Phase 1+ Phase 2 Selectors = Created =
©20-21 10217021 84008 84008 @2021 @2021 Minute ago
©20-27 10217027 42008 m— 42005 m— ©2027 @20-27 Minute ago
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Firewall Objects

» The create new/edit firewall address page uses tabs instead of a dropdown list for the address type Category.

Create New Address x
Category IPvé Address Proxy Address
Name
Color =
Type Subnet -
|P/Netmask @, 0.0.0.0/0.0.0.0 Q Resolve from name
Interface Oany -

Static Route Configuration (@ )

Comments

Add To Groups

Click to select

« The create new/edit Virtual IP page uses tabs instead of a dropdown list for the VIP Type.
Create New Virtual IP x

VIP Type 278 Pv6
Name

Comments

Status O
Interface O any v
Configure Default Value [ o)
Network
Type Sie Y  DNS Translation FQDN Load balance
External IP Address/Range @ 0.0.0.0 @, 0.0.00
Mapped IPv4 Address/Range @, Q,
Manned |IPvA Address/Rance [ I (G
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Fabric Connector

 Fabric connectors are reorganized by Fabric Connectors and External Connectors.
« External Connectors includes Private SDN, Public SDN, Threat Feeds, and Endpoint/Identity.

Create New Fabric Connector - Select Connector Type (1/2) x

Pilease choose a connector type

Public SDN (6) v

CRONORONCONOG

AmazonWeb  Microsoft Azure  Google Cloud Oracle Cloud AlCloud 1BM Cloud
Services (AWS) Platform (GCP)  Infrastructure (OCI)

Private SON (7) v

ONCHECROBONOND

Kubernetes VMuware ESXI VMuware NSXA OpenStack  Application Centric  Nuage Virtualized Nutanix
(Horizon) Infrastructure (AC)  Service Platform

Threat Feeds (4) v

AT
Www
@ @
FortiGuard IPAddress Thieat  Domain Name Matware Hash
Category Threat Feed Threat Feed Threat Feed
Feed

Endpoint/Identity {10) v

CNCNORONONCRONONCORO)

Poll Active Fortinet Single. RADIUS Single: User pGrid UserClearPass  VMuware NSXT  VMware vCenter  Symantec Endpoint  Exchange Server JSON 2Pl
Directory Server  Sign-On Agent Sign-On Agent Protection Connector

« Fabric Connectors include EMS and FortiNAC connectors.
« You can create a new FortiNAC connector by clicking Create New.

Create New Fabric Connector - Select Connector Type (1/2) x

Please choose a conneclor type:

Other Fortinet Products (1) v

®)

FortiNAC

« To configure an EMS connector, edit one of the existing default EMS connectors.

Core Network security (5)

FortiClient EMS

o emsdumany o emsddummy o

« Users can also create fabric connectors from Policy & Objects by going to Policy & Objects > Security
Fabric and selecting the Fabric Connectors, SDN Connectors, or Endpoint/Identity tabs.
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Firewall Policies

« Infirewall policies, the Source field groups Address, User, and Internet Service into one field with separate tabs.

Create New Firewall Policy

ID
Name @

Incoming Interface

Qutgoing Interface

Source

Negate Source
IP/MAC Based Access Control €

Destination

Negate Destination

Service

 Policy profiles have been made easier to find.

Create New Firewall Policy

Security Profiles

Profile Type
AntiVirus Profile
Web Filter Profile
DNS Filter
Application Control
IPS

File Filter

Email Filter

DLP Profile

VOIP

ICAP

SSH Filter
SSL/SSH Inspection

FortiAP Manager

Oany

Oany

Ball

Ball

m ALL

Select Entries x
User Internet Service

Q_ Search

B ADDRESS (15)

& FABRIC_DEVICE

= FIREWALL_AUTH_PORTAL_ADDRESS
& RFC1918-10

= RFC1918-172

& RFC1918-192

1 SSLVPN_TUNNEL_ADDR1

Dall

I gmail.com

+ Create

& login.microsoft.com

T login.microsoftonline.com
& loginwindows.net

B metadata-server

& none

3 wildcard.dropbox.com

& wildcard.google.com

Close

Use Standard Security Profiles Use Security Profile Group

+

no-inspection

+ + + + o+

« The different graphics, colors, and icons in FortiManager are aligned with the design of FortiGate. The changes
include graphics, AP icon, channel utilization, diagnostics and tools, and AP groups.
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o AP Groups are not shown in the table view by default. You can enable it by going to List > Group in the toolbar.

Status 2.4 GHz Radio Cha... 5 GHz Radio Chann.

W Online [11) W Good [1] B Good (1]
m Offiine o

2] B Delete 1R i Ass © Show Charts ~ | | B List v | | Search.

[0 | Access Point + Status + SSIDs + Channel = Clients = Temperature + OS Version + AP Profile + Connected Via = Model = Channel Utilj ' List \DP < E
@NA @NA |RLO Radio

0O  »r PU433FTH21001227 @ online @NA  @NA R2:0 PU433F-v6.0-build0080 =2 192.168.100.110  U433F p LLDP neighbors found.
@NA @NA R3O Group
@NA @NA | RLO 1

O % PU433F5E19002370 @ online @ANA @NA R2:0 PU433F-v6.0-build0080 =2 192.168.100.117  U433F No LLDP neighbors found.
ONA  @NA R3:0
@NA @NA | RLO

O  °r PU431FTH20034194 | @ Online @ANA @NA R2:0 PU431F-v6.2-build0220 =2 192.168.100.113  U431F No LLDP neighbors found.
ONA @NA R3:0
@NA @NA | RLO

O | °r PU431FTH20026060 | @ Online @ANA @NA R2:0 PU431F-v6.0-build0080 =2 192.168.100.112  U431F No LLDP neighbors found.
ONA @NA R3:0
@NA @NA | RLO @0

0O v FP433FTF20000075 @ online @ANA @NA R2:0 424241 FP433F-v7.0-build0056 =2 192.168.100.120  433F @ 0 No LLDP neighbors found.
ONA @NA R3:0

« An empty space under the Diagnostics and Tools menu no longer exists, and the Summary tab has been removed

to align with FortiGate.

Diagnostics and Tools - FP23JFTF21000136

Serial Number

Base MAC
Address

Status

Connected Via
IPv4 Address
Join Time

Version

Registration

FP23JFTF21000136

FP23JFTF21000136

d4:76:a0:b0:f9:c8

@ online

Country/Region US

= lan

192.168.100.119

03/20/23

12:04

FP23JF-v7.0-

build0010

Unknown

3 General Health
@ Radio 1 - 24GHz
N/A Interfering SSIDS
E cien
Channel Utilization

@ Radio 2 - 5GHz

N/A Interfering SSIDS
B Clicnts

52% Channel Utilization
@ Radio 3 - 5GHz

Interfering SSIDS
B e
B channel Utilization

Performance

Clients

Interfering SSIDs Spectrum Analysis

Band
Radio
Channels

X-Axis

Analysis

FortiManager 7.4.0 New Features Guide
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Channels

Stop

2012

Restart

2022

! AP capabilities will be limited during spectrum analysis.

Signal Interference

2432

202 2452

2482

Persistent

Transient
2472
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» On the client monitoring page, Signal Strength and Rate Calculation issues are resolved.

Disgnoscs s Tols - FP23IFTF21000136

FPzAFTFZI000136

Ser Number FR2FTF21000136

BueMAC 4760001908
Adaese
st ©onine

Couny/Region U

ComeciedVia = an

P A 152368300119
JinTime 007207231208
Versior FP2F A0
buldo010
Regiraton Usinonn

tons +| o

etormante | Ciots sy
[ ]

wos2-persons
e ke 4311
[rEae—
teerere
nntzpsustic 6
enttzpsuotc
etz cranic 6
tenttzp ymanic

FortiSwitch Manager

Genera Heatn
Orado1-246H:

Ciets

Inertarg 558

Crannc Uzstion

et $505.
Clets

Aty

roassios
wssosascs 1
[
6058631
Toscassomen 1
dss0msess
ass0nest
25297

f
f
f
waaws7s 1
waanes79 1
warwszeTs 1
f

coaaos2aTe

Searn

s FAp2s3UO1L]

os rezETF 2001273

Disgostics oo

o FPaz0Cax1s0227]

s praziETF1900500)

ox FRAZIETF1502100

o Fo4s3FTF 2000004

=) pusstFHaco2s0d

= pussFnacosd

4 puassi 5190075

[rr—
napstatc s
wntrapsioors
nthpssiior
renandynanic s

P23 210001%
) FP2FTF21000136

FP2aIFTF2I000136
7630001550
© o
us
=
192160200135
saznsimes

Not egisteren | B Regster

on0cnsansron
wsesossant

« Enhancements have been made to the layout of the FortiSwitch Manager page.

General.

© Gonert

I e

o
8 Rudo1-24GH: O

Clerts

B Racio2-5GH2 CH165)
u a—

I s

ChamnelUtizstion

[ pee—

a

e

.
1& Search.. Q Status Platform
8 Managed FortiGate (6) W Online (5] M FortiSwitch-424D @
4 FortiGate-140E-POE (1) O FortiSwitch-124D @)
W FortiSwitch-124D-... @
& Edit Delete | [ @ A thorize | [ & Upgrade | [ # Assign Template | [ § More v © show Charts | [ 8 List v | | search..
O  FortiSwitch Name & Switch Group + | Serial Number + Platform = Status+  FortiLink = | FortiGate Connecting From = | OS Version = u
o x - xg; FortiSwitch-424D @ oOnline  fortilink | 4 FortiGate-600E[root] | 10.255.1.3 S424DN-v7.0.5-build086,220725.
o x FortiSwitch-424D @ Online  fortilinki2 | 4 FortiGate-600E[root] | 192.168.12.3 S424DN-v7.0.4-build071,220304.
o x FortiSwitch-124D @ Online fortilink12 | 4 FortiGate-600E[root] | 192.168.12.2 S124DN-v6,0.3-build052,190122.
RRES - FortiSwitch-424D ©oOnline fortilink | 4 FortiGate-600E[roct] | 10.255.1.2 S424DN-v7.0.4-build071,220304.
o x FortiSwitch-124D-POE | @ Online  fortilink | 4 FortiGate-600E[root] | 10.255.1.4 $124DP-v6.0.4-build064,190516.
« FortiSwitch Ports.
1t Search Q FortiSwitch Ports - x
& Managed FortiGate (6)
4 FortiGate-600E (5)
7
Connected 48
Search..
Port#  Descriptions |Mode+ PortPolicy  NativeVLAN+ Allowed VLANs+ POE+ Device Information #  DHCP Snooping # | Transceiver # | Negotiated Speed + H
@port20 Static «_default = quarantine ¥ Powered @ Untrusted
@port21 Static =8 _default =5 quarantine ¥ powered © Untrusted
©@port22 Static = _default = quarantine ¥ Powered © Untrusted
Port23 Static =4 _default =4 quarantine ¥ Powered 3.60W | @90bcacialfice @ Untrusted 1G full-duplex
port24 Static  _default = quarantine % Powered © Untrusted
@port25 Static & _default = quarantine ¥ Powered @ Untrusted
@port26 Static =8 _default =5 quarantine ¥ powered © Untrusted
port27 Static = _default = quarantine ¥ Powered © Untrusted
@port28 Static 8 _default =& quarantine ¥ Powered @ Untrusted
port29 Static  _default = quarantine % Powered © Untrusted
@port30 Static & _default = quarantine ¥ Powered @ Untrusted
@porta1 Static =8 _default =5 quarantine ¥ powered © Untrusted
@port32 Static = _default = quarantine ¥ Powered © Untrusted
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« Diagnostics & Tools.
18 Search.. Q

@ Managed FortiGate (6)
4 FortiGate-140E-POE (1)

4 FortiGate-600E (5)

Name
Serial Number

Version

Model

FortiLink

Interface
IP Address

Join Time

Actions v

Diagnostics and Tools

5424DN3X17000093
$424DN3X17000093
S$424DN3X17000093
S424DN-v7.0.4-
build071,220304 (GA)
S424DN

& fortilink12

192.168.12.3

‘Wed Feb 1 16:30:23

Ports Cable Test

B General ©Good

mcpu Usage

Memory Usage

© Legend

FGREENE] Connection Uptime k
o e

& Faceplate

SFps

.7

Port Health @ Good

Search..

Port +

@ port1
@ port2
@ port3
@ port4
O ports
Qports

Description ¢  Mode + | Port Policy + = Native VLAN <

Static
Static
Static
Static
Static

Static

a4 _default.33
=43 _default.33
 _default.33
o _default.33
=% _default.33

o default.33

Allowed VLANs <
= guarantine.33
= quarantine.33
 quarantine.33
« guarantine.33
=5 quarantine.33

0§ guarantine.33

POE ¢  Device Information + H

0% 26

FortiManager imports EPGs entries using the Cisco ACI connector

as individual objects

FortiManager imports EPGs entries using the Cisco ACI connector as individual objects.

In order to import Endpoint Groups (EPGs) from ACI using the process described below, you must have already

configured your Cisco APIC server.

To import EPGs as standalone objects from an ACI conn

ector:

1. InFortiManager, configure the Application Centric Infrastructure (ACI) connector to use the Direct Connection ACI

Type.

2. After configuring the remaining connector settings, you can import the SDN objects from Policy & Objects > Object

Configurations > External Connectors > Private SDN, by right-clicking on the newly created Cisco ACI connector

and choosing Import.
The import function loads all objects from the APIC server.
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3. Inthe Import SDN Objects dialog, the Import Mode setting includes two modes: By Filter and By EPG.

By Filter. Imports the SDN objects by filter. Click the plus icon to add filters.

Import SDN Objects x
Import Mode ByEPG |
Firewall Address Name
Fiters +
Search..
Tenant = Application = Epg = n

tenant_btrulove 3-Tier-Application app2
tenant_btrulove 3-Tier-Application db2
tenant_btrulove 3-Tier-Application web2
tenant_btrulove 3-Tier-Application app
tenant_btrulove 3-Tier-Application web
db

tenant_btrulove

3-Tier-Application

[Gmmme |

tenant_Izou Izou-app Izou-epg-db
tenant_Izou Izou-app Izou-epg-app
tenant_Izou Izou-app Izou-epg-web
tenant_acidemo 3-Tier-Application web
tenant_acidemo 3-Tier-Application db
tenant_acidemo 3-Tier-Application web2
0% 14
Select Filter x
Q
© Application
Application=3-Tier-Application
Application=lzou-app
OEpg
Epg=app2
Epg=db2
Epg=web2
Epg=app
Epg=web
Epg=db
Epg=lzou-epg-db
Epg=Izou-epg-app
Epg=Izou-epg-web
BTag
Tag=app-servers
Tag=db-servers
Tag=web-servers
Tag=ubuntu-servers
B Tenant

Tenant=tenant_btrulove
Tenant=tenant_lzou

Tenant=tenant_acidemo

Close
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« By EPG: This new setting allows you to import the SDN objects by Endpoint Group (EPG).

Import SDN Objects

Import Mode By Filter

Search...

4. You can create address objects from Policy & Objects > Object Configurations > Firewall Objects and use the
address in a Policy Package, similar to other SDN connectors.

[  Firewall Address Name +
) tenant_btrulove ©

Edit Firewall Address

Name

Color
Type

Sub Type

SDN Connector
SDN Address Type
Filter

Interface

Comments

Add To Groups

Advanced Options

Revision

Change Note™
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O | AClltenant_btrulove|3-Tier-Application|app2 ®
O | AClltenant_btrulove|3-Tier-Application|db2 ®
O | AClltenant_btrulove|3-Tier-Application|web2 ®
O | AClltenant_btrulove|3-Tier-Application|app ®
O | AClltenant_btrulove|3-Tier-Application|web ®
O | AClltenant_btrulove|3-Tier-Application|db ®
E tenant_tzou ©@

O | AClltenant_lzoullzou-applizou-epg-db ®
O || AClltenant_lzoullzou-app|izou-epg-app ®
O | AClltenant_lzoullzou-applizou-epg-web ®
[E] tenant_acidemo @

O | AClltenant_acidemol3-Tier-Application|web ®
O | AClltenant_acidemol3-Tier-Application|db ®
O | AClltenant_acidemol3-Tier-Applicationweb2 ®
O | AClltenant_acidemo3-Tier-Application|db2 ®
O | AClltenant_acidemol3-Tier-Application|app ®

Static Route Configuration

>

Per-Device Mapping >

| Tenant &

tenant_btrulove
tenant_btrulove
tenant_btrulove
tenant_btrulove
tenant_btrulove

tenant_btrulove

tenant_lzou
tenant_lzou

tenant_lzou

tenant_acidemo
tenant_acidemo
tenant_acidemo
tenant_acidemo

tenant_acidemo

| Application &

3-Tier-Application
3-Tier-Application
3-Tier-Application
3-Tier-Application
3-Tier-Application
3-Tier-Application

Izou-app
Izou-app

Izou-app

3-Tier-Application
3-Tier-Application
3-Tier-Application
3-Tier-Application
3-Tier-Application

aci-epg-db2

Dynamic

| Fabric Connector Address
= ACIUS_HQ

Public | All
Epg=db2 5]
Cany

o

Click to select

|
o

Izou-epg-db
Izou-epg-app

Izou-epg-web
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Edit Firewall Policy
D
Name @
Incoming Interface

Outgoing Interface

Source

Negate Source

IP/MAC Based Access Control @

Destination

Negate Destination

Service

Schedule

Action

Disclaimer Options.

1

DEMO

Dany *
+

DCany x
+

# aci-epg-db2 x

3 aci-test123 x

3 aci-test124 x

3 test-aci x
+

@

# EMS1_ZTNA Tag EP 1 x
+

Zall x
+

@

@ALL x
+

[ always x
+

V Accept m & IPSEC

143



Index

Index

The following index provides a list of all new features added to FortiManager 7.4. The index allows you to quickly identify

the version where the feature first became available in FortiManager.

Select a version number to navigate in the index to the new features available for that release:

e 7.4.00npage 144
e 7.4.10npage 145

7.4.0

Device Manager

SD-WAN

Templates

Central Management

FortiSwitch Manager

Other enhancements

FortiManager 7.4.0 New Features Guide
Fortinet Inc.

Automated SD-WAN post overlay process creates policies to allow the
health-checks traffic to flow between Branch and HUB on page 12
Automated SD-WAN overlay process adds "branch_id" meta variable auto
assignment on page 15

SD-WAN monitoring map integrates with Cloud Assisted Monitoring Service
to allow FortiGate interface speed tests from inside FortiManager on page 16
SDWAN monitoring map enhancements on page 19

SDWAN template for heterogeneous WAN link types on page 23

Preview CLI configuration for the device provisioning templates on page 25
Fortinet factory-default wireless and extender templates on page 28

Jinja Templates have direct access to the device DB to support generation of
dynamic configuration on page 34

Per-device VRRP mapping can be used under FortiSwitch Profiles on page
50

FortiManager allows switchport export to another VDOM, and configuration
of the exported port in the destination VDOM on page 51

FortiSwitch replacement procedure can be executed from FortiManager GUI
on page 54

FortiManager supports install preview for model devices on page 59

VPN Monitoring displays IPsec VPN tunnels created by IPsec templates and
SD-WAN overlay wizard on page 64

FortiManager supports CLI diff in the workflow approval sessions on page 67
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Policy and Objects

Policy

System
High availability

Other enhancements

Cloud Services

Cloud services

Other

Other enhancements

7.4.1

Device Manager
Device and groups

Templates
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Install preview support for partial install on page 71

Policy Package installation added link to the progress report page for
installation errors on page 78

Support for loT Virtual Patching in NAC policies using pre-built severity filters
on page 82

FortiManager supports different VM type platforms to form the FortiManager
cluster on page 92

Block out contract device from upgrading to next or major or minor release on
page 100

FortiManager used as single-pane management tool to orchestrate FortiGate
deploymentin AWS on page 105

New FortiManager UX design on page 111

Fabric and External connector pages have been reorganized for an
enhanced user experience on page 121

FortiManager connector relay to AWS will proxy all individual FortiGate
requests on page 125

FortiManager key areas have been reorganized to enhance user experience
on page 126

FortiManager imports EPGs entries using the Cisco ACI connector as
individual objects on page 140

Auto-link setting is exposed to control configuration installation during ZTP
7.4.1 on page 8

Fabric Authorization Template is integrated with Device Blueprint and
supports meta variables 7.4.1 on page 41



Index
Central Management
AP Manager
FortiSwitch Manager

Other enhancements

Policy and Objects

Policy

System

ADOM

Other enhancements

FortiManager 7.4.0 New Features Guide
Fortinet Inc.

Multiple optimizations to the factory default SSID and AP-profiles 7.4.1 on
page 46

Custom commands can be assigned/unassigned at once to multiple
managed FortiSwitches 7.4.1 on page 56

Internet Service database update occurs only if specific policy objects require
a FortiGuard update 7.4.1 on page 69

Policy deletion warning message improved with selected policy number and
name reference 7.4.1 on page 83

Enable option for persistent policy hit-count on ADOM database 7.4.1 on
page 84

Partial install pushes only the instructed configuration (JSON API) 7.4.1 on
page 85

Policy partial install supports policy reorder/move operation ( JSON API)
7.4.1 on page 87

ADOM 7.2 Policy Package supports installation on FortiGate 7.4 7.4.1 on
page 93

7.2 ADOM managing mixed FOS versions 7.4.1 on page 96

FortiManager can upgrade multiple ADOMs (same version) at the same time
7.4.1 on page 98

Automatic system backup setup in GUI to configure a backup schedule and
visualize backup history 7.4.1 on page 102
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